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1 Foreword

1.1 Notes on the documentation

Intended audience

This description is only intended for the use of trained specialists in control and automation engineering who
are familiar with the applicable national standards.

It is essential that the following notes and explanations are followed when installing and commissioning
these components.

The responsible staff must ensure that the application or use of the products described satisfy all the
requirements for safety, including all the relevant laws, regulations, guidelines and standards.

Origin of the document

This is a translation of the original instructions which are written in German. All other languages are derived
from the German original.

Product features

Only the product features specified in the current user documentation are valid. Further information given on
the product pages of the Beckhoff homepage, in emails or in other publications is not authoritative.

Disclaimer

The documentation has been prepared with care. The products described are subject to cyclical revision. For
that reason the documentation is not in every case checked for consistency with performance data,
standards or other characteristics. We reserve the right to revise and change the documentation at any time
and without prior announcement. No claims for the modification of products that have already been supplied
may be made on the basis of the data, diagrams and descriptions in this documentation.

Trademarks

Beckhoff®, TwinCAT®, TwinCAT/BSD®, TC/BSD®, EtherCAT®, EtherCAT G®, EtherCAT G10°, EtherCAT P,
Safety over EtherCAT®, TWinSAFE®, XFC®, XTS® and XPlanar® are registered trademarks of and licensed by
Beckhoff Automation GmbH. Other designations used in this publication may be trademarks whose use by
third parties for their own purposes could violate the rights of the owners.

Patent Pending

The EtherCAT Technology is covered, including but not limited to the following patent applications and
patents: EP1590927, EP1789857, EP1456722, EP2137893, DE102015105702 with corresponding
applications or registrations in various other countries.

Safety over

e
EtherCAT.  EtherCAT. ™

EtherCAT® and Safety over EtherCAT® are registered trademarks and patented technologies, licensed by
Beckhoff Automation GmbH, Germany.

Application Guide TwWinSAFE Version: 3.2.0 9
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Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The reproduction, distribution and utilization of this document as well as the communication of its contents to
others without express authorization are prohibited.

Offenders will be held liable for the payment of damages. All rights reserved in the event of the grant of a
patent, utility model or design.

Delivery conditions

In addition, the general delivery conditions of the company Beckhoff Automation GmbH & Co. KG apply.

Currentness

Please check whether you are using the current and valid version of this document. The current version can
be downloaded from the Beckhoff homepage at http://www.beckhoff.de/twinsafe. In case of doubt, please
contact Technical Support (see Beckhoff Services).

1.2 Safety instructions

1.21 Delivery state

All the components are supplied in particular hardware and software configurations appropriate for the
application. Modifications to hardware or software configurations other than those described in the
documentation are not permitted, and nullify the liability of Beckhoff Automation GmbH & Co. KG.

10 Version: 3.2.0 Application Guide TwWinSAFE
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1.2.2 Operator's obligation to exercise diligence

The operator must ensure that

» the TwinSAFE products are only used as intended (see chapter Product description);
» the TwinSAFE products are only operated in sound condition and in working order.
» the TwinSAFE products are operated only by suitably qualified and authorized personnel.

 the personnel is instructed regularly about relevant occupational safety and environmental protection
aspects, and is familiar with the operating instructions and in particular the safety instructions contained
herein.

+ the operating instructions are in good condition and complete, and always available for reference at the
location where the TwinSAFE products are used.

* none of the safety and warning notes attached to the TwinSAFE products are removed, and all notes
remain legible.

1.2.3 Purpose and area of application

The Application Guide provides the user with examples for the calculation of safety parameters for safety
functions according to the standards DIN EN ISO 13849-1 and EN 62061 or EN 61508:2010 (if applicable),
such as are typically used on machines.

In the examples an EL1904 is taken as an example for a safe input or an EL2904 for a safe output. This is to
be considered an example; of course other safe inputs or outputs can be used, such as an EP1908 or an
EL2912. The appropriate parameters, which can be taken from the respective product documentation, must
then be used in the calculation.

Application samples

These samples provide the user with example calculations. They do not release him from his duty to carry
out a risk and hazard analysis and to apply the directives, standards and laws that need to be considered
for the application.

Application Guide TwWinSAFE Version: 3.2.0 11
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1.2.4 Description of instructions

In these operating instructions the following instructions are used.
These instructions must be read carefully and followed without fail!

A DANGER

Serious risk of injury!
Failure to follow this safety instruction directly endangers the life and health of persons.

Risk of injury!
Failure to follow this safety instruction endangers the life and health of persons.

A CAUTION

Personal injuries!
Failure to follow this safety instruction can lead to injuries to persons.

NOTE

Damage to the environment/equipment or data loss
Failure to follow this instruction can lead to environmental damage, equipment damage or data loss.

® Tip or pointer
1 This symbol indicates information that contributes to better understanding.

12 Version: 3.2.0 Application Guide TwinSAFE
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1.2.5 Explanation of terms

Designation Explanation

B10, Mean number of cycles after 10% of the components have dangerously failed

CCF Failures with a common cause

dop Mean operating time in days per year

DC,,, Average diagnostic coverage

hop Mean operating time in hours per day

MTTF, Mean time to dangerous failure

Nop Mean number of annual actuations

PFHp Probability of a dangerous failure per hour

PL Performance Level

PL, Required Performance Level

Teyoe Mean time between two successive cycles of the system (given in minutes in the
following examples, but can also be given in seconds)

T, The smaller value of proof test interval or service life (typically 20 years for TWinSAFE
devices)

Ao Dangerous failure rate given in FIT (failure rate in 10° component hours)

Tiop Operating time - maximum operating time for electromechanical components, for
example

TwinSAFE SC The TwinSAFE SC technology (SC - Single Channel) enables a signal from a standard

terminal to be packaged in a FSoE telegram and transmitted via the standard fieldbus
to the TWinSAFE Logic. As a result, falsifications on the transmission path can be
excluded. Within the TwinSAFE Logic, this signal is checked with a further independent
signal. This comparison result typically yields an analog value corresponding to a
category 3 and PL d.

This technology does not support digital input signals and cannot be used in a
single-channel structure (only one TwinSAFE SC channel).

Application Guide TwWinSAFE Version: 3.2.0 13
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1.3 Documentation issue status

Version [Comment

3.2.0 * In chapter Explanation of terms at T, the explanation expanded
» Chapter Application example C9900-M800 added
» Confirmation of conformity updated

3.1.0 » Document structure corrected: Chapter Planning a safety project with TwinSAFE components
now included again

3.0.0 * PROFIsafe examples added
* Document structure revised
» Confirmation of conformity updated

220 * EPP9022-9060 example updated

21.0 » Migration

* Examples AX8xxx, EL2911, EP1957 and EPP9022-9060 added
 Information on training courses added

» Confirmation of conformity updated

2.0.0 * EK1960 examples added
» Calculation in chapter 2.26 corrected

1.9.1 * Note added in chapter 2.17 and 2.18

1.9.0 » Chapter 2.18 revised
» Chapter Planning a safety project, added

1.8.0 * TwinSAFE SC examples added

* Example for Bosch Rexroth IndraDrive drive family

» Designation SIL 2 communication replaced with TwinSAFE SC
* Examples 2.25 and 2.26 updated

* General revision of all chapters

1.7.0 » Chapter Direct wiring of the TwinSAFE outputs to TwinSAFE inputs (1-channel) revised
* Foreword updated

» Chapter Purpose and area of application expanded

 Structure diagram chapters 2.25 and 2.26 updated

* Chapter 2.27 added

* Chapters 2.2.3.2,2.3.3.2,2.4.3.2,2.5.3.2,2.7.3.2 and 2.19.3.2. substantiated (notes on direct /
indirect reading back removed)

* Note texts added in chapter 2.19

1.6.2 » Confirmation of conformity updated
» Graphics in chapters 2.25 and 2.26 updated
» Chapter Purpose and area of application added

1.6.1 * Chapters 2.25 and 2.26 added

1.6.0 * Chapters 2.17 and 2.18 revised

1.5.0 * Chapter 2.24 added

* Documentation versions added
» Document origin added

» Formatting changed

1.4.0 » Headers extended with categories and performance levels
* Note in Chapter 2.6 moved

1.3.0 » Terms of delivery removed

1.2.0 » Correction to Chapter 2.6

1.1.0 * First released version
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ESTOP functions

2

2.1

ESTOP functions

ESTOP function variant 1 (category 3, PL d)

The emergency stop button is connected via two normally closed contacts to an EL1904 safe input terminal.
The testing and the monitoring of the discrepancy of the two signals are activated. The restart and the
feedback signal are wired to standard terminals and are transferred to TwinSAFE via the standard PLC. The
contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of the

output are active for this circuit.
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211 Parameters of the safe input and output terminals
EL1904

Parameter Value

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic

EL2904

Parameter Value

Current measurement active Yes

Output test pulses active Yes

Application Guide TwWinSAFE Version: 3.2.0 15
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21.2 Block formation and safety loops
21.21 Safety function 1
K1
— s1 EL1904 —— EL6900 —— EL2904 |
K2
Fug:fl;r:;alg
21.3 Calculation
2.1.31 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH;, 1.03E-09
S1-B10, 100,000
S2 -B10, 10,000,000
K1 -B10p 1,300,000
K2 - B10p 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,yqe) 10080 (1x per week) (7 days, 24 hours)
Lifetime (T1) 20 years = 175200 hours

21.3.2 Diagnostic Coverage DC

Component

Value

S1 with testing/plausibility

DC.,,,=99%

K1/K2 with testing and EDM
(actuation 1x per week)

DC,,,=60%

K1/K2 with testing and EDM
(actuation 1x per shift)

DC,,,=90%

21.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10,values:

From:
d, *h, *60
n,, =
TZyklus
and:
16 Version: 3.2.0 Application Guide TwWinSAFE
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ESTOP functions

0,1*n

op

Inserting the values, this produces:

Y|
230*16* 60
n,, = 710080 =21,90
MTTFD:M:45662,1y:399999120h
0,1*21,90
K1/K2
230*16*
, BOMIET0 o
10080
MTTF, = M =593607,3y =5199997320h
0,1*21,90

and the assumption that S1, K1 and K2 are each single-channel:

MTTF, = /li

D
produces for

0.1*n,, *(1-DC) _1-DC

PFH = -
B0, MTTF,

S1

1-0,99

PFH = —F7——
45662,1*8760

=2,50E-11

K1/K2 actuation 1x per week

1-0,60

- _769E-11
593607,3*8760

K1/K2 actuation 1x per shift

1-0,90

= 1 92E-11
593607,3*8760

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and K2 are

identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this B-factor can be precisely

Application Guide TwWinSAFE

Version: 3.2.0

17



ESTOP functions BEGKHOFF

determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

, PFH ., + PFH .,

PFH = PFH g, + PFH ;004 + PFH 4909, + PFH +p 2

(EL2904)

+ (1= B)* *(PFH ,, * PFH ,)*T1

_B)?* % *
Since the portion (=P * (PFH ) * PFH ) *T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

PFH = 2,5E-11+1L11E-09+1,03E-09+1,25E -09+10%* 7’96E_11;7’96E_11 =3,42E-09
in the case of actuation 1x per week
or

PFH,, = 2,5E—114+1,11E—~09+1,03E —09+1,25E — 09+ 10% * 222E THHLRE L3 4y o9

2

in the case of actuation 1x per shift

The MTTF, value for block 1 (based on the same assumption) is calculated with:

MTTF,,, = MTTF,,
as:
1 1 1 1 1 1
= + + + +
MTTFDge: MTTFD(SI) MTTFD(EL1904) MTTFD(EL&QOO) MTTFD(EL29O4) MTTFD(KI)
with:
MTTF, Bl0psy

DSy —
“0,1%n,,

B10
MTTF, 4, = 0 1:(:1)
s op

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

1-DC,, .
MTTFD(Eme) = ( PFH (ELLM))
(ELxxxx)
Hence:
1-DC _
MTTFD(EL]904) = ( PFH (ELIQ(M)) = d 0199) A = 0,01 =1028,8y
(EL1904) l,llE—092*8760— 9,72E — 06—
y y
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ESTOP functions

MTTF (1 - DC(ELGQOO)) _ (1 - 0> 99)

0,01

(EL6900) —
P PFH 0 1035 - 09 %8760
h

y

MTTF (1 - DC(EL2904)) _ (1 — 0’99)

=

= =1108,6y
9,02E — 06—
y

0,01

(EL2904) =
o PFH o0, 1,25 -09) %8760
h

Y

MTTF, !

=

= =913,2y
L1E - 05—
y

Des =T 1 1 1

I =334,1y

+ + +
45662,1y 1028,8y 1108,6y 913,2y

99% 99% 99% 99%
+ + +

+
593607,3y

60% 60%
+

DC

@ 1 1 1 1

+
_ 45662,1y 1028,8y 1108,6y 9132y 5936073y 5936;)7,3)/:98,96%

1

+ + + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y  593607,3y

or:

99% 99% 99% 99%
+ + +
DC

90% 90%
+

e 1 1 1 1

+
_ 45662,1y 1028,8y 1108,6y 9132y 5936073y 5936(1)7,3)/:98,99%

1

+ + + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y  593607,3y
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BECKHOFF

Measures for attaining category 3!

A CAUTION

This structure is possible up to category 3 at the most, since an error in the feedback path of the relays may
be undiscovered. In order to achieve category 3, all rising and falling edges must be evaluated together
with the time dependence in the controller for the feedback expectation!

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b C -
medium b - c c d -
high - c c d d d e
20 Version: 3.2.0 Application Guide TwWinSAFE
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2.2 ESTOP function variant 2 (category 3, PL d)

The emergency stop button is connected via two normally closed contacts to an EL1904 safe input terminal.
The testing of the two signals is activated. The signals are not tested for discrepancy. The restart and the
feedback signal are wired to standard terminals and are transferred to TwinSAFE via the standard PLC. The
contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of the

output are active for this circuit.
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221 Parameters of the safe input and output terminals
EL1904
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes

Application Guide TwWinSAFE Version: 3.2.0
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222 Block formation and safety loops
2221 Safety function 1
K1
— s1 EL1904 —— EL6900 —— EL2904 |
K2
Fug:fl;r:;alg
223 Calculation
2.2.3.1 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH;, 1.03E-09
S1-B10, 100,000
S2 -B10, 10,000,000
K1 -B10p 1,300,000
K2 - B10p 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,yqe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2232 Diagnostic Coverage DC

Component

Value

S1 with testing / without plausibility

DC,,,=90%

K1/K2 with testing and EDM
(actuation 1x per week)

DC,,,=60%

K1/K2 with testing and EDM
(actuation 1x per shift)

DC,,,=90%

2.2.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:
d, *h, *60
n,, =
TZyklus
and:
22 Version: 3.2.0 Application Guide TwWinSAFE
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0,1*n

op

Inserting the values, this produces:

S1:
230*16*
, JBOTI6T60 o,
10080
MTTFD:M:45662,1y:399999120h
0,1*21,90
K1/K2:
* *
. _230%16 60:21’90
Y 10080
MTTF, = M =593607,3y =5199997320h
0,1*21,90

and the assumption that S1, K1 and K2 are each single-channel:

MTTF, = %

‘D

produces for

0,1*n,*(1-DC) 1-DC

PFH = -
BI0O,, MTTF,

S1:
PFH 1-0,90 =2,50E -10

~ 45662.1%8760

K1/K2: actuation 1x per week

= & =7,69E —11
593607,3 *8760

K1/K2: actuation 1x per shift

12090 epn
593607,3*8760

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.
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There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

PFH

(K1)
PFngx = PFH(SI) +PFH(ELI9(J4) + PFH(EL69OO) +PFH(EL29O4) +p*

+ PFH

> 2+ (1= B) *(PFH ) * PFH ., ) *T1

_B)?* * *
Since the portion (=B * (PFH o * PFH ) *T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

7,96E -11+7,96E —11

PFH,, =2,5E—10+L11E - 09 +1,03E — 09 +1,25E — 09 +10% * > =3,65E 09
in the case of actuation 1x per week
or

PFH,, =2,5E—-10+L11E-09+1,03E —09+1,25E —09 +10%* LORE-IHL92E 115 6sp g9

2

in the case of actuation 1x per shift

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 o]
MTTF, _;MTTF

Dges Dn

as:
1 1 1 1 1 1
= + + + +
MTTFDges MTTFD(SI) MTTFD(EL1904) MTTFD(ELGDOO) MTTFD(EL29()4) MTTFD(KI)
with:
B10,,
MTTF, ., = D
Pew 0’1 * nnp
MTTF Bl0px)

DK =
D 0,1%n,,

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 - DC(ELXX)C.\’))

MTTFD(EL,mx) = PFH

(ELxxxx)

Hence:
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1-DC _
MTTE, 0 = ( e (EL1904)) _ (1 01,99) . _ 0,01 —1028,8y
(EL1904) 1LIIE-09—*8760— 9,72FE —06—
h y y
1-DC, — 1
MTTFD(ELG‘)OO) _ ( e (EL6900)) _ { 0199) . _ 0,0 —1108,6y
(EL6900) 1,03E —09—*8760— 9,02E — 06—
h y y
(1= DC 12004 1-0,99 0,01
MTTFD(EL2904) = PFH E2° = ( 1 ) A = =913,2y
(EL2904) 1,25E -09—*8760— 1,1E—-05—
h y y
= ! =334,1
MITEpe == 1 1 1 1 oY
+ + + +
45662,1y 1028,8y 1108,6y 913,2y 593607,3y

90% 99% 99% 99%
+ +

60% 60%
+

+ +
P L 456621y 10288y 11086y 9132y 5936073y 5936?7,3)/:98’89%

“E 1 1 1 1

1

+ + + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y  593607,3y

or:

90% 99% 99% 99%
+ +

90% 90%
+

+ +
pe L A456621y 10288y 11086y 9132y 5936073y 5936(1)7,3)/:98’92%

@ 1 1 1 1

1

+ + + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y  593607,3y
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Measures for attaining category 3!

the controller for the feedback expectation.

A CAUTION

This structure is possible only up to category 3 at the most on account of a possible sleeping error. In order
to achieve category 3, all rising and falling edges must be evaluated together with the time dependence in

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b C -
medium b - c c d -
high - c c d d d e
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2.3 ESTOP function variant 3 (category 4, PL e)

The emergency stop button is connected via two normally closed contacts to an EL1904 safe input terminal.
The testing of the two signals is activated. These signals are checked for discrepancy. The restart and the
feedback signal are wired to standard terminals and are transferred to TwinSAFE via the standard PLC.
Furthermore, the output of the ESTOP function block and the feedback signal are wired to an EDM function
block. This checks that the feedback signal assumes the opposing state of the ESTOP output within the set
time.

The contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of
the output are active for this circuit.
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231 Parameters of the safe input and output terminals
EL1904
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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EL2904

Parameter Value

Current measurement active Yes

Output test pulses active Yes

2.3.2 Block formation and safety loops
2.3.21 Safety function 1
K1
— 51 EL1904 —— EL6900 —— EL2904 -
K2
Fug::it:ynal@*
2.3.3 Calculation
2.3.31 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH;, 1.11E-09
EL2904 — PFH;, 1.25E-09
EL6900 — PFH, 1.03E-09
S1-B10, 100,000
S2 -B10, 10,000,000
K1 -B10p 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T.yqe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.3.3.2 Diagnostic Coverage DC

Component

Value

S1 with testing/plausibility

DC,,,=99%

K1/K2 with testing and EDM
(actuation 1x per week)

DC,,,=90%

K1/K2 with testing and EDM
(actuation 1x per shift)

DC.,,,=99%

2.3.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

28 Version: 3.2.0
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From:

d, *h, *60

n,, =
: T, Zyklus
and:
MTTF, = B10,
0,1%n,,

Inserting the values, this produces:

S1:
230*16*
O Uha U R
10080
MTTFD:M:45662,1y:399999120h
0,1*21,90
K1/K2:
* *
. _230%16 60:21’90
Y 10080
MTTF, = M =593607,3y =5199997320h
0,1*21,90

and the assumption that S1, K1 and K2 are each single-channel:

MTTF, = %

‘D
produces for

0,1*n,*(1-DC) 1-DC

PFH = -
BI0,, MTTF,

S1:

= & =2,50E-11
45662,1*8760

K1/K2: actuation 1x per week

1-0,90

=——=1,92F -11
593607,3*8760

K1/K2: actuation 1x per shift

1-0,99

- % _19E-12
593607,3*8760

The following assumptions must now be made:
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Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

*PFH(K1>+PFH(K2) 2 % " "
PFngs:PFH(S1)+PFH(EL1904)+PFH(EL69OO)+PFH(EL29O4)+ﬂ fﬁL(l_ﬂ) (PFH(KI) PFH(KZ)) T1

_ 2
Since the portion (=B (PFH o * PFH ) *T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

PFH,, =2,5E~11+111E —09+1,03E — 09 +1,25E — 09 +10% * 1’92E_“;1’92E_“ =3,42E-09
in the case of actuation 1x per week
or

PFH, =2,5E~11+111E-09+1,03E =09 +1,25E = 09 +10%* 192 12 +1,92E ~12 =3,42E-09

2

in the case of actuation 1x per shift

Calculation of the MTTF, value for safety function 1 (under the same assumption):

1 = 1

MTTF,, ‘S MITTF,,
as:
1 1 1 1 1 1
= + + + +
MTTFDge: MTTFD(SI) MTTFD(EL1904) MTTFD(ELéQOO) MTTFD(EL2904) MTTFD(KI)
with:
MTTF, Bl0psy

D(ST) —
“0,1%n,,

B10,,
MTTF iy =i
B op

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:
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1-DC,
MTTEF, D(ELvxxx) — %

(ELxxxx)

Hence:
1-DC 1- 1
MTTFD(EL1904) = ( PFH (ELIW)) = ( 0i99) A = 0,0 =1028,8y
(EL1904) 1LIIE-09—*8760— 9,72E —06—
h y y
1-DC 1- 1
MTTFy p6000) = ( PFH (o) = ( 0199) = 0,0 =1108,6y
(EL6900) 1,03E —09—*8760— 9,02E — 06—
h y y
(1-DC, ) 1-0,99 0,01
MTTFD(EL2904) = PFH S ( 1 ) 7 = 913,2y
(EL2904) 1,25E -09—*8760— 1,1E-05
h y y
MITF, = ! =334,1y
Dges — = Y
1 . 1 N 1 + 1 N 1
45662,1y 1028,8y 1108,6y 913,2y 593607,3y
99% + 99% N 99% 99% 90% 90%

+ + +
pe - 456621y 10288y 11086y 9132y 5936073y 5936073y _ ¢ g0,

e 1 1 1 1 1 1

+ + + + +
45662,1y  1028,8y 1108,6y 913,2y  593607,3y 5936073y

or:

99% + 99% N 99% + 99% 99% 99%

DC, =

@e 1 1 1 1 1

+ +
45662,1y  1028,8y 1108,6y 913,2y  593607,3y 5936?7,3)/:99’00%

+ + + + +
45662,1y  1028,8y 1108,6y 913,2y  593607,3y 5936073y
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A CAUTION

Measures for attaining category 4!

This structure is possible up to category 4 at the most. In order to attain category 4, all rising and falling
edges must be evaluated together with the time dependence in the controller for the feedback expectation!

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c o] d d =
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24

ESTOP function variant 4 (category 4, PL e)

The emergency stop button with two normally closed contacts, the restart and the feedback loop are
connected to safe channels of an EL1904 input terminal. The testing of the signals is activated. The two
emergency stop signals are tested for discrepancy. The contactors K1 and K2 are connected in parallel to
the safe output. Current measurement and testing of the output are active for this circuit.

Restart
S2

Emergency stop
button

(

S1 £

K1

K2

241

EL1904 (applies to all EL1904 used)

#1 Emergency Stop
Restart.
(e} &
EStopin2.. | 2 >zou " :
(]
R '
(]
(]
2 '
]
(]
R '
(]
-='
(i) e =
[ Actvared Delay Time CF-j
100 me 2 LB
ey HH
I
am
K 1)
Eﬁ )
K1)
108 ot
wm
[-Y-1
BEhrE

Parameters of the safe input and output terminals

Logical connection in
the EL6900

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes
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24.2

2.4.21

Block formation and safety loops

Safety function 1

K1
EL1904 H EL6900 H EL2904 H EL1904
R
243 Calculation
2431 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
S1-B10, 100,000
S2 -B10, 10,000,000
K1-B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,yqe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.4.3.2

Diagnostic Coverage DC

Component

Value

S1 with testing/plausibility

DC.,,,=99%

S2 with plausibility

DC,,;=90%

K1/K2 with testing and EDM
(actuation 1x per shift)

DC.,,,=99%

2.4.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

Ly, *60
op T

Zyklus

and:

34
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0,1*n

op

Inserting the values, this produces:

S1:

_230*16*60

n, =21,90
10080

100.000

=45662,1y =399999120A

S2:

_230*16*60

n, =21,90
10080

mrTF, = 10000000 4566210,0y = 4E10h
P 0,1%21,90

K1/K2:

_230*16*60

n, =21,90
10080

MTTF. — 1.300.000
0,1*21,90

D

=593607,3y =5199997320h

and the assumption that S1, S2, K1 and K2 are each single-channel:

MTTF, = %

‘D

produces for

0,1*n,*(1-DC) 1-DC
B0,  MTTF,

PFH =

S1:

1-0,99

PFH =—————
45662,1*8760

=2,50E 11

S2:

1-0,90

= 7 _)250E-12
4566210,0*8760

K1/K2: actuation 1x per shift

1-0,99

= % _19E-12
593607,3*8760

The following assumptions must now be made:

Application Guide TwWinSAFE Version: 3.2.0

35



ESTOP functions BEGKHOFF

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

" PFH ), + PFH ,, 2% N .
PFH ,, = PFH g, + PFH ; 004) + PFH g 6000) + PFH 512000 + B f-k(l—ﬂ) (PFH ) * PFH ;) *T1

+PFH g, + PFH,

(EL1904)

(1-B)* *(PFH y,, * PFH 4, ) *T1

Since the portion is smaller than the rest by the power of ten, it is neglected in
this and all further calculations for the purpose of simplification.

to:

LO2E -12+1,92E —12
2

PFH,, =2,5E-11+L11E-09+1,03£-09+1,25E -09+10%* +2,5E-12+1,11E-09=4,53E -09

in the case of actuation 1x per shift

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 z 1

MTTF,,, ‘= MITTF,
as.
1 1 1 1 1 1 1 1
= + + + + + +
MTTFDgeS MTTFD(SI) MTTFD(EL1904> MTTFD(EL69OO) MTTFD(EL2904) MTTFD(KI) MTTFD(sz) MTTFD(EL1904)
with:
MTTF, Bl0psy

D(ST) —
“0,1%n,,

B10
MTTFy i = 15;:2)
A*n,
B10, 4,
MTTF, .\, = 5 1:;1"
> op

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1-DC g )
MTTFD(ELchch) = Tm)

(ELxxxx)
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Hence:

1-DC,, -
MTTF, _§ ) _ (1-0.59) - 000 oagy
D(EL1904) PFH 1 h
(Gt L1E =09 %8760~ 9,72 ~06-

y y

1-DC,, _
MITE, ;0 = ( L)) _ (1-0,99) __ 001 . 8.6y
- PFH . 1 h
(rLewo)  1,03E — 092 *8760—  9,02E — 06—

y y

1-DC, _
wrze, o 0 PCaa) _ 02099) 001 g
D(EL2904) PFH 1 h 1
Fam - 1,25E—09- *8760-- LIE-05—
y

y

MITFpg =— 1 1 1 1 1 1

+ + + + + +
45662,1y  1028,8y 1108,6y 913,2y  593607,3y 4566210,0y 1028,8y

=252,y

909% . 9% 9% 9% _ 90% . 90% _ 90% _ 99%
Dcavg:456612,1y 102?,8)} 110513,6y 9131,2y 5936?7,3)/ 5936(1)7,3y 45662110,0)/ 10288y _ g¢ 990
+ + + + + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y  593607,3y 4566210,0y 1028,8y

or:

909% . 9% 9% 9% 9% . 9% _ 90% 9%
DCavg:456612,1y 102?,8)} 110515,6y 9131,2y 5936?7,3)/ 5936?7,3y 45662110,0y 102?,8)/:99’00%
+ + + + + + +
45662,1y  1028,8y 1108,6y 913,2y  593607,3y 593607,3y 4566210,0y  1028,8y
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low - a b b c -
medium - b c c d -
high C c d d d e
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2.5 ESTOP function variant 5 (category 4, PL e)

The emergency stop button with two normally closed contacts, the restart and the feedback loop are
connected to safe channels of an EL1904 input terminal. The testing of the signals is activated. The two
emergency stop signals are tested for discrepancy. Contactors K1 and K2 are wired to different output
channels. The A2 connections of the two contactors are fed together to ground. The current measurement of
the output channels is deactivated for this circuit. The testing of the outputs is active.

ﬂ Emergency Stop
Restart... |
Restart
s2 S5} e o
EStopin2.. } 2| o '
Emergency stop :
button »| '
G '
(]
si 2| '
]
2| "
]
-=' @
(R XXX ] [¥] Activated E
: [ Actvared 01;5/!&1.- . %
: -_@ (Y ) Logical connection in
. wE " the EL6900
' m
K1 H . ..
} o
2.51 Parameters of the safe input and output terminals
EL1904 (applies to all EL1904 used)
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active No
Output test pulses active Yes
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2.5.2

2.5.2.1

Block formation and safety loops

Safety function 1

K1
EL1904 H EL6900 H EL2904 H EL1904
R
253 Calculation
2.5.31 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
S1-B10, 100,000
S2 -B10, 10,000,000
K1-B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,yqe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.5.3.2

Diagnostic Coverage DC

Component

Value

S1 with testing/plausibility

DC.,,,=99%

S2 with plausibility

DC,,;=90%

K1/K2 with testing and EDM
(actuation 1x per shift)

DC.,,,=99%

2.5.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

Ly, *60
op T

Zyklus

and:

40
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0,1*n

op

Inserting the values, this produces:

S1:

_230*16*60

n, =21,90
10080

100.000

=45662,1y =399999120A

S2:

_230*16*60

n, =21,90
10080

mrTF, = 10000000 4566210,0y = 4E10h
P 0,1%21,90

K1/K2:

_230*16*60

n, =21,90
10080

MTTF. — 1.300.000
0,1*21,90

D

=593607,3y =5199997320h

and the assumption that S1, S2, K1 and K2 are each single-channel:

MTTF, = %

‘D

produces for

0,1*n,*(1-DC) 1-DC
B0,  MTTF,

PFH =

S1:

1-0,99

PFH =—————
45662,1*8760

=2,50E 11

S2:

1-0,90

= 7 _)250E-12
4566210,0*8760

K1/K2: actuation 1x per shift

1-0,99

= % _19E-12
593607,3*8760

The following assumptions must now be made:

Application Guide TwWinSAFE Version: 3.2.0
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Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

" PFH ), + PFH ,, 2% N .
PFH ,, = PFH g, + PFH ; 004) + PFH g 6000) + PFH 512000 + B f-k(l—ﬂ) (PFH ) * PFH ;) *T1

+PFH g, + PFH,

(EL1904)

(1-B)* *(PFH y,, * PFH 4, ) *T1

Since the portion is smaller than the rest by the power of ten, it is neglected in
this and all further calculations for the purpose of simplification.

to:

LO2E -12+1,92E —12
2

PFH,, =2,5E-11+L11E-09+1,03£-09+1,25E -09+10%* +2,5E-12+1,11E-09=4,53E -09

in the case of actuation 1x per shift

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 z 1

MTTF,,, ‘= MITTF,
as.
1 1 1 1 1 1 1 1
= + + + + + +
MTTFDgeS MTTFD(SI) MTTFD(EL1904> MTTFD(EL69OO) MTTFD(EL2904) MTTFD(KI) MTTFD(sz) MTTFD(EL1904)
with:
MTTF, Bl0psy

D(ST) —
“0,1%n,,

B10
MTTFy i = 15;:2)
A*n,
B10, 4,
MTTF, .\, = 5 1:;1"
> op

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1-DC g )
MTTFD(ELchch) = Tm)

(ELxxxx)
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Hence:

1-DC,, -
MTTF, _§ ) _ (1-0.59) - 000 oagy
D(EL1904) PFH 1 h
(Gt L1E =09 %8760~ 9,72 ~06-

y y

1-DC,, _
MITE, ;0 = ( L)) _ (1-0,99) __ 001 . 8.6y
- PFH . 1 h
(rLewo)  1,03E — 092 *8760—  9,02E — 06—

y y

1-DC, _
wrze, o 0 PCaa) _ 02099) 001 g
D(EL2904) PFH 1 h 1
Fam - 1,25E—09- *8760-- LIE-05—
y

y

MITFpg =— 1 1 1 1 1 1

+ + + + + +
45662,1y  1028,8y 1108,6y 913,2y  593607,3y 4566210,0y 1028,8y

=252,y

909% . 9% 9% 9% _ 90% . 90% _ 90% _ 99%
Dcavg:456612,1y 102?,8)} 110513,6y 9131,2y 5936?7,3)/ 5936(1)7,3y 45662110,0)/ 10288y _ g¢ 990
+ + + + + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y  593607,3y 4566210,0y 1028,8y

or:

909% . 9% 9% 9% 9% . 9% _ 90% 9%
DCavg:456612,1y 102?,8)} 110515,6y 9131,2y 5936?7,3)/ 5936?7,3y 45662110,0y 102?,8)/:99’00%
+ + + + + + +
45662,1y  1028,8y 1108,6y 913,2y  593607,3y 593607,3y 4566210,0y  1028,8y
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low - a b b c -
medium - b c c d -
high C c d d d e
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2.6

ESTOP function variant 6 (category 3, PL d)

The emergency stop button with two normally closed contacts, the restart and the feedback loop are
connected to safe channels of an EL1904 input terminal. The testing of the signals is activated. The two
emergency stop signals are tested for discrepancy. Contactors K1 and K2 are wired to different output
channels. The A2 connections of the two contactors are fed together to ground. The current measurement of
the output channels is deactivated for this circuit. The testing of the outputs is not active.

3

=
= ol P— wweE
!i - oo Redta - -
— i 5| =8
Restart E; :
) A8 oo o of (LI > & - - SREE
- 200ms . -
Emergency stop [—! : @ (] LI.E-1.)
button I ' 2| ! EEEE
b= ' ' = !lg '!I
(i B aaat ' b8ls
o 5 2| ! ommm
i y AAbb
2 y EAEN
- ]
r -=! Tw
i) -
= [ [2) Activated E
- : [)Activated Delay Time o
Y T as
[ 0 _@ L Logical connection in
- - N - EL6900
1. : a8
)
K1 - I . Egl
-] : B8
[_"; - o Eg
K2 2 2
nmab 9m6
BECKHOFF ) _I;EF
A CAUTION

Category

This structure is possible only up to category 3 at the most on account of a possible sleeping error.
Since the EL2904 terminal has only SIL2 in this application, the entire chain has only SIL2!

2.6.1

EL1904 (applies to all EL1904 used)

Parameters of the safe input and output terminals (SIL 2)

Parameter Value

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic
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EL2904

Parameter Value

Current measurement active No

Output test pulses active No

2.6.2

2.6.2.1 Safety function 1

EL1904 —~ EL6900 H EL2904

H

Block formation and safety loops

EL1904

Functional @
Safety

2.6.3 Calculation

2.6.3.1 PFHD / MTTFD / B10D - values

Component Value

EL1904 — PFH, 1.11E-09

EL2904 — PFH, 1.25E-09

EL6900 — PFH, 1.03E-09

S1-B10, 100,000

S2 -B10, 10,000,000
K1-B10, 1,300,000

K2 - B10, 1,300,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T,,qe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.6.3.2 Diagnostic Coverage DC

Component

Value

S1 with testing/plausibility

DC.,,,=99%

S2 with plausibility

DC,,;=90%

K1/K2 without testing and with EDM via a safe input

DC,,;=90%
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2.6.3.3 Calculation of safety function 1
Calculation of the PFH, and MTTF, values from the B10, values:
From:
o _dyh, %60
v TZyklu.\'
and:
MTTF, = B10,
0,1%n,,
Inserting the values, this produces:
S1:
* *
n :230 16 60:21’90
? 10080
MTTF, = M =45662,1y =3999991204
0,1*21,90
S2:
% %
. _230*16 60:21’90
4 10080
MTTF, = W =4566210,0y =4E10A
0,1*¥21,90
K1/K2:
% *
n :230 16 60:21’90
i 10080
MTTF, = M =593607,3y =5199997320h
0,1*21,90
and the assumption that S1, S2, K1 and K2 are each single-channel:
1
MTTF, =
Ap
produces for
0,1*n_*(1-DC -
P = O " ) _1-DC
B10, MTTF,
S1:
12099 sopond
45662,1*8760
S2:
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__ 1205 2,50E -12
4566210,0*8760

K1/K2: actuation 1x per shift

= % =1,92E-12
593607,3 *8760

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this 3-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

*PFH(KI>+PFH(K2) 2% . "
PFngx:PFH(SI)+PFH(EL19O4)+PFH(EL6900)+PFH(EL2904)+ﬂ f'*(l_ﬁ) (PFH(KI) PFH(KZ)) T

+PFH

(52)

+ PFH

(EL1904)

_ 2
Since the portion (=P (PFH o * PFH ) *T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

PFH,, :2,5E—11+1,11E—09+1,03E—09+1,25E—09+10%*1’92E_12;1’92E_12 +2,5E—12+1,11E - 09 =4,53E — 09

in the case of actuation 1x per shift

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 z 1

MTTF,, < MTIF,,
as:
1 1 1 1 1 1 1 1
= + + + + + +
MTTFDges MTTFD(SI) MTTFD(ELI9()4) MTTFD(EL6900) MTTFD(EL2904) MTTFD(KI) MTTFD(SZ) MTTFD(ELI‘)(M)
with:

B10
MITE, = 00

op

Bl OD(SZ)

52) =
G0 0,1%n,,

MTTF,

D
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B10,, )

MTTF, =
(K1) 0,1* n,

D

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 - DC(ELxxxx))

MTTE, ;... =
R PFH(EDOW:)
Hence:
1-DC,, _
MTTFD(EWF(PFH (1904 _ a 0199) - 0.0 _, 028.8y
#1908 1 11E —09—*8760— 9,72E — 06—
h y y
1-DC, _
MTTFD(ELMO):( PFH‘E“%“): d 0199) = 0,01 - =1108,6y
(ELe00)  1,03E —09—*8760— 9,02E — 06—
h y y
1-DC, _
MTTFD(EL2904>:( PFH<E“°°4’): d 0’199) == 0,01 -=913,2y
#2904 1,25E —09—*8760— 1,1E —05—
h y y
1
MTTF,, =—— ; 1 ; ; 1 ——=2521y
+ + + + + +
45662,1y 10288y 1108,6y 913,2y 593607,3y 4566210,0y 1028,8y
9% , 9% . 9% . 9% . 90% . 90% . 90% . 9%
Dcmg:456612,1y 102?,8)} 11021§,6y 9131,2y 5936?7,3)/ 5936(1)7,3)/ 45662110,0)/ 102%13,8y:98,99%

+ + + + + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y  593607,3y 4566210,0y 1028,8y
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Category

A CAUTION

This structure is possible only up to category 3 at the most on account of a possible sleeping error.
Since the EL2904 terminal has only SIL2 in this application, the entire chain has only SIL2!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - b b -
medium b - c c -
high - c c d d d e
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2.7

ESTOP function variant 7 (category 4, PL e)

The emergency stop button with two normally closed contacts, the restart and the feedback loop are
connected to safe channels of an EL1904 input terminal. The testing of the emergency stop button is
deactivated on both channels. The sensor test is activated for the restart button and the feedback loop. The
two emergency stop signals are tested for discrepancy. The contactors K1 and K2 are connected in parallel
to the safe output. Current measurement and testing of the output are active for this circuit.

Restart
S2

Emergency stop
button

17718
(= -~

S1 £

K1

K2

L] Emergency Stop
Restart.
() &
EStopir2... | 2 >‘m’m ]
]
]
2| '
]
]
2] '
]
g] ]
[}
]
-a! W
e S =
[ hctivared Delay Time 1;7]
0m |2 -
—fesus0e0. ) 0
fE] ==e
A
K1}
i )
,l,']
K 1)
-
m
(1]
s

Logical connection in
the EL6900

2.71 Parameters of the safe input and output terminals
1. EL1904

Parameter Value

Sensor test channel 1 active Yes

Sensor test channel 2 active not used

Sensor test channel 3 active No

Sensor test channel 4 active No

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic

2. EL1904

Parameter Value

Sensor test channel 1 active not used

Sensor test channel 2 active not used

Sensor test channel 3 active Yes

Sensor test channel 4 active not used

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic
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EL2904

Parameter Value
Current measurement active Yes
Output test pulses active Yes
2.7.2 Block formation and safety loops
2.7.21 Safety function 1

EL1904

EL6900

Functional &
Safety

273 Calculation

2.7.31 PFHD / MTTFD / B10D - values

Component Value

EL1904 — PFH, 1.11E-09

EL2904 - PFH, 1.25E-09

EL6900 — PFH, 1.03E-09

S1-B10, 100,000

S2 -B10, 10,000,000
K1-B10, 1,300,000

K2 —B10, 1,300,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T,yqe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours
2.7.3.2 Diagnostic Coverage DC

Component Value

S1 with plausibility DC,,,=90%

S2 with testing DC,,;=90%

K1/K2 with testing and EDM DC,,;=99%
(actuation 1x per shift)
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2.7.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

Ly Iy, *60
op T

Zyklus

and:
B10,

0,1%n,,

MTTF, =

Inserting the values, this produces:

S1:
230*16*
5 2 BOHE*E0 o,
10080
MTTF, :M: 45662,1y =3999991204
0,1¥21,90
S2:
*16 %
n :230 16 60:21’90
v 10080
MTTFD:W:4566210,0y:4E10h
0,1*¥21,90
K1/K2:
* *
n :230 16 60221’90
v 10080
MTTF, = M =593607,3y =5199997320A
0,1*21,90

and the assumption that S1, S2, K1 and K2 are each single-channel:

MTTF, = ;%

D

produces for
0,1*n,,*(1-DC) 1-DC

PFH = -
BI0,, MTTF,
S1:
__ 12090 _ 2,50E-10
45662,1*8760
S2:
120,90 =2,50E —12

~ 4566210,0*8760

K1/K2: actuation 1x per shift

1-0,99

- 27 _19E-12
593607,3*8760

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Application Guide TwWinSAFE Version: 3.2.0
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Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

*PFH(K])-t-PFH(,Q) - " "
PFng: :PFH(SI) +PFH(EL1904) +PFH(EL6900) +PFH(EL29O4) +ﬂ f*(l_ﬂ) (PFH(KI) PFH(KZ)) T1

+PFH g, + PFH,

(EL1904)

_ R % * *
Since the portion (=B * (PFH e * PFH ) * T is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

PFH,, =2,5E~10+L11E - 09+1,03E - 09 +1,25E — 09 +10% * 1’92E_12;1’92E_12 +2,5E—12+1,11E—-09=4,75E — 09

in the case of actuation 1x per shift

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 o 1

MTTF,,,, ‘= MTTF,
as:
1 1 1 1 1 1 1 1
= + + + + + +
MTTFDge: MTTFD(SI) MTTFD(EL19O4) MTTFD(EL69OO) MTTFD(EL2904) MTTFD(KI) MTTFD(SZ) MTTFD(EL19O4)
with:
B10
MTTFy(5 = I*D;S”
k) op
B10
(S2
MTTFy5s) = I:n )
> op
BI10
MTTF, ., = 5 1::“)
El op

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 B DC(ELx.m))
MTTFD(Eme) = T
(ELxxxx)
Hence:
1-DC _
MTTE, 500 = ( e (EL1904)) _ a 0i99) = 0,01 10288y
(EL1904) LI1E-09—*8760— 9,72E — 06—
h y y
1-DC, 1— 1
MTTE, i = ( — (o) _ ( 0199) - 0,0 11086y
(EL6900) 1,03F —092*8760f 9,02E - 06—
y y
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1-DC, _
MTTFp g1 2000 = ( PFH ) = d 0’199) o 0,01 = 913,2y
(EL2904) 1,25E -09—*8760— 1,1E-05
h y
1
MTTF,,,, = ] 1 ] 7 ] 7 7 =252,1y

+ + + + + +
45662,1y 1028,8y 1108,6y 913,2y 593607,3y 4566210,0y 1028,8y

0% 9% . 9% 9% _ 90% . 90% . 90% . 99%
Dcmg:456612,1y 102:13,8y 110£1§,6y 9131,2y 5936?7,3)/ 5936(1)7,3y 45662110,0)/ 102?,8y:98,94%
+ + + + + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y  593607,3y 4566210,0y 1028,8y

or:
0% . 9% . 9% . 9% 9% . 9% . 90% 9%
Dcmg:456612,1y 102213,8)/ 110213,6y 9131,2y 5936?7,3)/ 5936?7,3)} 45662110,0y 102213,8)/:98)95%
+ + +

+ + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y 593607,3y 4566210,0y 1028,8y

Application Guide TwWinSAFE Version: 3.2.0 55



ESTOP functions

BECKHOFF

NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low - a b b c -
medium - b c c d -
high C c d d d e
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2.8 EK1960 digital inputs and outputs (category 4, PL e)

The emergency stop button S1 is wired with two normally closed contacts to safe inputs S9 and S10 on the
10-pole X6 connector. The first output group on the 10-pole X7 connector is configured as a clock source (for
FSOUT module 3, the parameter Diag TestPulse for Inputs active is set to TRUE). For inputs S9 and S10,
the parameter Channel x. Test pulse Diag Mode is configured based on the corresponding clock sources.

Contactors K5 and K6 are wired to outputs 7.5 and 7.6 on the second output module on X7. Terminal A2 of
the contactors is wired to the common ground of the 24 V. supply of terminal X7. The feedback loops of the
two contactors are wired in series from pulse 3 to input S8.

Restart S2 is wired to safe input S7 without testing. A restart option must be available for the application,
although this is not included in the calculation.

24V
s2 } Om
on
@)1
Erlpe_rggngv_stgo_ - [] )|
| G ,,,,,,,,,,, || )|
: S1 !I !I
——————— I 0
[ )]
plastic- !I !I
sheathed cable MI
4 24V 24Vpc
5 o
C
= My
Restart $7 =] Restart
S9 ] Estopint & Error 0]
E-Stop 510 cm—c | ESIOE\n2 :> 1000
¥a] Estopin3
¥0] EStoplind
¥3] Estoplns
¥3] EStopiné
] EStopin?
¥9) EStoplng StopOUL [ |5, K6

StopDelOut D

EDM 58 el EDM1
¥3] EDM2
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2.8.1 Parameters of the safe input and output modules

EK1960

Parameter Value

FSOUT module 3 (X7.1 — X7.4) -

8020:01 ModuloDiagTestPulse 0x00

8020:02 MultiplierDiagTestPulse 0x02

8020:03 Standard Outputs active FALSE

8020:04 Diag Testpulse active TRUE

8020:05 Diag Testpulse for Inputs active TRUE

FSOUT Module 4 (X7.5 — X7.8) -

8030:01 ModuloDiagTestPulse 0x00

8030:02 MultiplierDiagTestPulse 0x02

8030:03 Standard Outputs active FALSE

8030:04 Diag Testpulse active TRUE

8030:05 Diag Testpulse for Inputs active FALSE

FSIN Module 4 -

80A1:04 Channel 2.InputFilterTime 0x000C

80A1:05 Channel 2.DiagTestPulseFilterTime 0x0002

80A1:06 Channel 2.Testpulse Diag Mode (X7.3) Testpulse Detection Output Module 3.Channel 3
FSIN Module 5 -

80B1:01 Channel 1.InputFilterTime 0x000C

80B1:02 Channel 1.DiagTestPulseFilterTime 0x0002

80B1:03 Channel 1.Testpulse Diag Mode (X7.1) Testpulse Detection Output Module 3.Channel 1
80B1:04 Channel 2.InputFilterTime 0x000C

80B1:05 Channel 2.DiagTestPulseFilterTime 0x0002

80B1:06 Channel 2.Testpulse Diag Mode (X7.2) Testpulse Detection Output Module 3.Channel 2

ESTOP FB Parameter

Parameter

Value

Reset Time (ms) (Port EDM1)

1000

Discrepancy Time (ms) (Port EStopIn1/EStopIn2) 1000

Safe Inputs After Disc Error TRUE

2.8.2 Block formation and safety loops

28.21 Safety function 1
K5

s L [EK1960 EK1960 EK1960
T digital input 1 Logic ] digital output

K6 oy O
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2.8.3 Calculation

2.8.3.1 PFHD / MTTFD / B10D — values

Component Value

EK1960 digital input — PFH, 6.40E-11

EK1960 safety mat input - PFH, 8.84E-10

EK1960 logic — PFH, 5.18E-09

EK1960 digital output — PFHy 1.50E-10

EK1960 relay output (cat. 4, two-channel) - PFH, 1.46E-09 (actuation 1x per hour)
EK1960 relay — B10, 1,500,000 (DC13 24 Vyc and |« <2 A)
S1-B10, 100,000

K5 -B10, 1,300,000

K6 —B10, 1,300,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T.yqe) 10080 (1x per week)

Lifetime (T1) 20 years = 175200 hours

® Safety-over-EtherCAT communication

The PFH, value of the Safety-over-EtherCAT (FSoE) communication is included in the PFH, value
of the EK1960 logic component.

2.8.3.2 Diagnostic Coverage DC
Component Value
S1 with testing and plausibility check DC,,,=99%

K5/K6 with EDM monitoring (actuation 1x per week |DC,,,=99%
and evaluation of all rising and falling edges with
temporal monitoring) with testing

2.8.3.3 Calculation of safety function 1

Calculation of the performance level according to EN 1SO 13849-1:2015
Calculation of the MTTF values from the B10, values

From:

_230*16*60

n, =21,90
10080

and:
B10,

MTTF, ==L
> op

Inserting the values, this produces:

S1

_230*16*60

n, =21,90
10080
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mrrr, = 190000 4s66r,,
0,1%21,90
K5/K6
23016
n, = 2016705199
10080
mrrE, = 1390900 _ 503607,
0,1¥21,90

The total MTTF; value is calculated based on the following formula:

1 < 1

MTTF, . S MTTF,,

Dges

as:

1 1 1 1

1 1

= + +
MTTFDges MTTFD(SI) MTTFD(EK]%O—Input) MTTF,

+ +
MTTFD( EK1960—Output) MTTF

D(EK 1960~ Logic)

D(K5)

If only PFH, values are available for EL1960 components, the following estimation applies:

(l - DC(EKI%U—W))

MTTF, e =
Pt PFH(EK]%O—mc)
Hence:
1-DC _
MTTE 060 s = (PFH (EK1960—tnpur)) _ a 0,199) = 0,01 1 17836y
D(EK1960—Input) 6,40E—117*87607 5,60E _07
h y y
(1= DC 1960 10gic)) 1-0,99 0,01
MTTFD(EKl%OfLogic) = PFH (ROt = ( 1 ) 7 I =220y
D(EK1960-Logic) 5 18F —09—*8760— 4,54F —05
h y y
(1= DC, 1x1960-0upury) 1-0,99 0,01
MTTFy gx1960-0upuy = PFH ) = ( 1 ) o = 7610y
D(EK1960-Output) 1,50E—IOZ*87607 LL31E - 06—
Yy y

1

MTTF, = =210y

Dees 1 1 1 1 1
+ + + +
45662y 17836y 220y 7610y 593607y

99% + 99% +99% + 99% 99% 99%

+ +
pe - 45662y 17836y 220y 7610y 593607y 593607y _ gg oo

i 1 1 1 1 1 1

+ + + + +
45662y 17836y 220y 7610y 593607y 593607y
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NOTE

Category
This structure is possible up to category 4 at the most.

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e
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Calculation of PFH,, values according to EN 62061

assuming that S1, K5 and K6 are single-channel:

MTTF, = %

D

produces for

0.1%n, *(1-DC) 1-
prpy, <21 " 12DO) _ 1-DC

B10, ~ MTTF,
S1:
PFH,, = _1=0% _ 2,50E 11
45662 * 8760
K5/K6
17099 _ 1,92E -12

® 593607 *8760
The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K5 and K6 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K5 and K6 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH,, value for safety function 1:
PFH

Dges

=PFH + PFH + PFH

D(EK1960—Logic)

+ PFH

D(S1) D(EK1960—Output)

PFH

+B* D(K5)
p 2

D(EK 1960~ Input)

P oo | (1 gy % (PFH, ., * PFH, ) *T1
+(1=B)"*( D(KS) D(ke))

_B) % * *
Since the portion (=B * (PFH sy * PFH () *T1 is smaller than the rest by the power of ten, it is neglected

in this and all further calculations for the purpose of simplification.

to:
PFH ,, =2,5E-11+6,40E —11+5,18E =09 +1,50E =10 +10%* 1’92E_12;1’92E_12
=5,42E-09
Safety integrity level Probability of a dangerous failure per hour (PFHy)
3 210%to <107
2 2107to <10°
1 210%to < 10°

NOTE

Safety integrity level
The application meets the requirements of safety integrity level SIL3 according to EN 62061.
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2.9 EK1960 digital inputs / relay outputs
(category 4, PL e)

The emergency stop button S1 is wired with two normally closed contacts to safe inputs S9 and S10 on the
10-pole X6 connector. The first output group on the 10-pole X7 connector is configured as a clock source (for
FSOUT module 3, the parameter Diag TestPulse for Inputs active is set to TRUE). For inputs S9 and S10,
the parameter Channel x. Test pulse Diag Mode is configured based on the corresponding clock sources.

The relay outputs Channel 1 and Channel 2 are connected in series and can then be used for safety-related
functions (e.g. to transmit an emergency stop message to an upstream or downstream machine). The EDM
is not wired to the ESTOP input, because the relay module performs the EDM monitoring, and in case of an
error it reports a module error for the relay module. The application can then respond to this module error, or
the TwinSAFE group can be configured such that a module error leads to a Com error.

Restart S2 is wired to safe input S7 without testing. A restart option must be available for the application,
although this is not included in the calculation.

Chl-In

Ch2-In =
24Vpe !I
| Pulsel !I
s2 | !I
E-Stop !I
V )|

G sty S Ch1-Out T
g Ch2-Out !I

plastic sheathed
cable

24Vpe 24Vpc

o0

to the actuator

G safestop La2
FBEstop1 )

Restart 57 =] Restart

E-Stop 59 ] Estopin Eror D]

&

510 el EStopin2 > 1000
}a] Estopln3
K| EStoplnd

ba| EStopins
¥a| EStopiné

¥a] EStopin’
¥a] Estoping Delay Time (m: StopOut [
=3

FSOUT Relay Module Channel 1/ Channel 2

100

StopDelOut O]

| EDM1
¥ EDM2
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2.9.1 Parameters of the safe input and output modules

EK1960

Parameter Value

FSOUT module 3 (X7.1 — X7.4) -

8020:01 ModuloDiagTestPulse 0x00

8020:02 MultiplierDiagTestPulse 0x02

8020:03 Standard Outputs active FALSE

8020:04 Diag Testpulse active TRUE

8020:05 Diag Testpulse for Inputs active TRUE

FSOUT relay module -

8060:03 Standard Outputs active FALSE

FSIN Module 5 -

80B1:01 Channel 1.InputFilterTime 0x000C

80B1:02 Channel 1.DiagTestPulseFilterTime 0x0002

80B1:03 Channel 1.Testpulse Diag Mode (X7.1) Testpulse Detection Output Module 3.Channel 1
80B1:04 Channel 2.InputFilterTime 0x000C

80B1:05 Channel 2.DiagTestPulseFilterTime 0x0002

80B1:06 Channel 2.Testpulse Diag Mode (X7.2) Testpulse Detection Output Module 3.Channel 2

ESTOP FB Parameter

Parameter Value
Reset Time (ms) (Port EDM1) 1000
Discrepancy Time (ms) (Port EStopIn1/EStopIn2) 1000
Safe Inputs After Disc Error TRUE

Module error in the relay module

Ack.

NOTE

In case of an EDM error, a module error of the relay module is reported. This module then enters the safe,
switched-off state. The error acknowledgement can take place via the signal FSOUT Relais Module.Err

Switching frequency

switching frequency of 1x per week.

NOTE

To achieve PL e, the relay outputs must be activated at least once per month. This example assumes a

2.9.2 Block formation and safety loops
29.21 Safety function 1
EK1960 EK1960 EK1960
] >1 | digital input | | Logic — relayoutput —
g P g (2-channel)
sy
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293 Calculation

29.3.1 PFHD / MTTFD / B10D — values

Component Value

EK1960 digital input — PFH, 6.40E-11

EK1960 safety mat input - PFH, 8.84E-10

EK1960 logic — PFH, 5.18E-09

EK1960 digital output — PFHy 1.50E-10

EK1960 relay output (cat. 4, two-channel) - PFH, 1.46E-09 (actuation 1x per hour)
EK1960 relay — B10, 1,500,000 (DC13 24 Vyc and |« <2 A)
S1-B10, 100,000

K5 -B10, 1,300,000

K6 —B10, 1,300,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T.yqe) 10080 (1x per week)

Lifetime (T1) 20 years = 175200 hours

® Safety-over-EtherCAT communication

The PFH, value of the Safety-over-EtherCAT (FSoE) communication is included in the PFH, value
of the EK1960 logic component.

2.9.3.2 Diagnostic Coverage DC

Component Value

S1 with testing and plausibility check DC,,,=99%
Two-channel relay output with EDM monitoring DC,,,=99%
(actuation 1x per week and evaluation of all rising

and falling edges) with testing

29.3.3 Calculation of safety function 1

Calculation of the performance level according to EN ISO 13849-1:2015:
Calculation of the MTTF, values from the B10, values.

From:

_230*16*60

n, =21,90
10080

and:
B10,

*
0,1%n,,

MTTF, =

Inserting the values, this produces:

S1

_230*16*60

n, =21,90
10080
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100.000

MTTF, = 012190 45662y

Relay

Both B10, and PFH, values are specified for the relay. In this case, the inferior of the two values is used to
calculate the MTTF, value (in this case the PFH, value — see below).

%164 %
, BOHIEH0_, o
10080
mrrE, = 1390000 _ el 031y,
0,1%21,90

The total MTTF, value is calculated based on the following formula:

1 ool
MTTF,,, < MTTF,,
as:
1 1 1 1 1
= + + +
MTTFDge: MTTFD(SI) MTTFD(EK]%O—Input) MTTFD(EK]%O—Lugic) MTTFD(EKI%O—Relay)

If only PFH, values are available for EL1960 components, the following estimation applies:

(1 - DC(EKl%o—m))

MTTF, oy =
D(EK1960—xxx) PFH(EKI%O_XXX)
Hence:
1-DC, _
MTTE 1060 s = (PFH (EK1960—Inpur)) _ ( 0,199) = 0,01 17836y
DEKS60-tpur) 6,40 —11— %8760~  5,60E —07 —
h y y
(1-DC Logic) (1-0,99) 0,01
MTTFD(EKI%O—Logic) = PFH (R L) = 1 A = =220y
D(ER1960-Logic) 5,18 E —09—*8760—  4,54E — 05—
h ¥ y
(1-DC, ~Rela)) (1-0,99) 0,01
MTTF ) e 1960- Retay) = PEH R = 1 7 =781y
DER1960-Redar) | 46 —09--*8760~ 1,28 —05—
h y y
1
MTTF,,, =— ; ; =169y
+ + +
45662y 17836y 220y 781y
99% + 99% . 99% + 99%
o, - 456162y 178136y 2210y 7811y _99,00%
+ + +
45662y 17836y 220y 781y
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NOTE

Category
This structure is possible up to category 4 at the most.

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e

Application Guide TwWinSAFE Version: 3.2.0 67



ESTOP functions BECKHOFF

Calculation of PFH,, values according to EN 62061:

with the assumption that S1 is single-channel:

MTTF, = %

D

produces for

0,1%n, *(1-DC) 1-
prpy, < 211 "4=DC)_ 1-DC

B10, ~ MTTF,
S1:
PFH,, = _1=0% _ 2,50E 11
45662 * 8760

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

It follows for the calculation of the PFH, value for safety function 1:

PFHDges = PFHD(SI) + PFHD(EK]%O—Input) + PFHD(EKI%O—Logic) + PFHD(EKI%O—Relay)

to:

PFH,,, =2,5E-11+6,40E-11+5,18£-09+1,46E - 09

=6,73E-09
Safety integrity level Probability of a dangerous failure per hour (PFHp)

3 210%to <107
2 210" to<10°
1 210°to < 10°

NOTE

Safety integrity level
The application meets the requirements of safety integrity level SIL3 according to EN 62061.
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210

ESTOP function (category 3, PL d)

The emergency stop button is connected via two normally closed contacts to an EL1904 safe input terminal.
The testing of both signals is switched off. These signals are tested for discrepancy inside the ESTOP
function block. The restart and the feedback signal from the contactors K1 and K2 are wired to standard
terminals and are transferred to TwWinSAFE via the standard PLC. Furthermore, the output of the ESTOP
function block and the feedback signal are wired to an EDM function block. This checks that the feedback
signal assumes the opposing state of the ESTOP output within the set time.

Contactors K1 and K2 are wired to different output channels. The A2 connections of the two contactors are
fed back to the EL2904. The current measurement of the output channels is deactivated for this circuit. The
testing of the outputs is similarly inactive.

ESTOP-Button

K2

2.101

EL1904 (applies to all EL1904 used)

_m | Emergency Stop
Restat.. |
(e ) &
EStopin2. g] >2Ellm=

2|

2|

|
(o) acvand

[ acavared Delay Time

R L v

EDM

R
oo

1000 ms

1500 ms

Switch On Monitoring
&
Switch Off Monitoring

1)
g,

8

)
o
2

o on
on"en
T BT
ons dbn
H
H
N

-

B
&l

hing)

eon
en

(2R

Logical connection in
EL6900

Parameters of the safe input and output terminals (SIL 2)

Parameter Value

Sensor test channel 1 active -

Sensor test channel 2 active -

Sensor test channel 3 active No

Sensor test channel 4 active No

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic
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EL2904

Parameter Value

Current measurement active No

Output test pulses active No

2.10.2 Block formation and safety loops
2.10.21 Safety function 1
K1
— s1 EL1904 —— EL6900 —— EL2904 |
K2
Fug:'l‘i;r:;alg
2.10.3 Calculation
2.10.3.1 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH;, 1.03E-09
S1-B10, 100,000
S2 -B10, 10,000,000
K1 -B10p 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,,qe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.10.3.2 Diagnostic Coverage DC

Component

Value

S1 with plausibility

DC,,,=90%

K1/K2 with EDM monitoring (actuation 1x per week
and evaluation of all rising and falling edges with
monitoring over time) with testing of the individual
channels

DC,,;=90%

2.10.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:
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_d,*h,*60
op T

Zyklus

n

and:

BIO,

0,1%n,,

MTTF, =

Inserting the values, this produces:

S1:
* *
n :230 16 60221’90
v 10080
MTTF, = M =45662,1y =399999120A
0,1*21,90
K1/K2:
* *
n :230 16 60:21’90
v 10080
MTTF, = M =593607,3y =5199997320h
0,1*21,90

and the assumption that S1, K1 and K2 are each single-channel:

MTTF, = %

D

produces for

0,1*n,*(1-DC) 1-DC

PFH = =
BI0,, MTTF,

S1:

12090 _ 2,50E 10
45662,1*8760

K1/K2: Actuation 1x per week and indirect feedback

o 12090 gy
593607,3 *8760

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

pFH, . 1 ge PPt PPH)

PFH,, = PFH g, + PFH + PFH ;6000 (EL2904) f+(l—ﬁ)2 *(PFH ) * PFH ) *T1

(sn (EL1904)
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— RB)? * * *
Since the portion (=B * (PFH o * PFH ) *T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.
to:

PFH,, =25E—10+1L11E—-09+1,03E—09+1,25E - 09+10%* LO2E “1I+192E 115 (sp g9

2

Calculation of the MTTF, value for safety function 1 (under the same assumption):

1 Lo
MTTF, _ZMTTFDM

Dges i=l

as:
1 1 1 1 1 1
= + + + +
MTTFDges MTTFD(SI) MTTFD(EL1904) MTTFD(ELGQOO) MTTFD(ELZ9O4) MTTFD(KI)
with:
B10,
MTTFy, = 1*0::])
) op
BI10
MTTFy )= 1:;“)
b4 op

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:
_ (1 _DC(ELxxxx))

MTTF, .. =
( ELxxxx
e : PFH(ELxxxx)
Hence:
1-DC 1- 1
MTTE, s = ( — (E190n) _ ( 0i99) - 0,0 _1028.8y
(EL1904) LI1E-09—*8760— 9,72E — 06—
h y y
1-DC _
MTTF} 1 6900y = ( PFH (ELGQOO)) = d 0’]99) o 0,01 =1108,6y
(EL6900) 1,03E —09—*8760— 9,02E — 06—
h y y
(1-DC ) (1-0,99) 0,01
MTTFD(Eth)(m) = PFH e 1 7 = 1 = 913,2y
(EL2904) 1,25E-09—*8760— 1,1E—-05—
h y y
MTTF,, = ! =334,1y
Dges — - B
1 + 1 + 1 + 1 + 1
45662,1y 1028,8y 1108,6y 913,2y 593607,3y
90% + 99% + 99% + 99% + 90% + 90%
DCavg _ 456612,1y 102?,8)/ 110213,6y 9131,2y 5936(1)7,3)/ 593607,3y —~98,92%

+ + + + +
45662,1y  1028,8y 1108,6y 913,2y 593607,3y  593607,3y
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A CAUTION
Category
This structure is possible only up to category 3 at the most on account of a possible sleeping error.
Since the EL2904 terminal has only SIL2 in this application, the entire chain has only SIL2!

A CAUTION

Further measures for attaining Category 3!

This structure is possible up to category 3 at the most. In order to attain category 3, all rising and falling
edges must be evaluated together with the time dependence in the controller for the feedback expectation!

This is achieved via the implemented EDM function block.

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Diagnostic coverage
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b C C d -
high - c c d d d e
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3

3.1

Access functions

Protective door function variant 1 (category 3, PL d)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs of
an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (200 ms). The
feedback loop is read in via a standard input and transferred to TwinSAFE via the standard PLC. The
contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of the

output are active for this circuit.

OPEN

CLOSED

K1

B @ @ =

K2

3.1.1

EL1904 (applies to all EL1904 used)

- | G &

w2

[ Manual

»
G 29

2|

2 I

Delay Time
100 ms

s

[ Activated

Machine Monoing

Manual function test

-
L1
(1]

Logical connection in
the EL6900

on
‘I:
[

82k

B2
B
&

Parameters of the safe input and output terminals

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes
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3.1.2 Block formation and safety loops
3.1.21 Safety function 1
S1 K1
EL1904 — EL6S00 — EL2904
s2 K2 _
Fug:'l::;alg
3.1.3 Calculation
3.1.31 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH;, 1.03E-09
S1-B10, 1,000,000
S2 - B10, 2,000,000
K1 -B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,yqe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours
3.1.3.2 Diagnostic Coverage DC
Component Value
S1/S2 with testing/plausibility DC,,,=99%
K1/K2 with testing and EDM DC,,;=90%
3.1.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

L _dy*h, 60
op T

Zyklus

and:
B10,

MTTF, = =
) op

Inserting the values, this produces:

S1:
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*16%
- 20T _1amo

I’lop

MITF, = 1.000.000 =679,3y =5951087h
0,1*%14720

S2:
_ 230*16*60

op

=14720

_2.000.000

MTTF, =
P 0,1%14720

=1358,7y =11902174h

K1/K2:

* *
:230 156 60:14720

op

MTTF, = 1.300.000 =883,2y =7736413h
0,1*14720

and the assumption that S1, S2, K1 and K2 are each single-channel:

MTTF, = %

‘D

produces for
0.1*n,*(1-DC) 1-DC

PFH = -
BI0, MTTF,
S1:
- 12099 k09
679,3*8760
S2:
prH=—129%  _gup_10
1358,7 *8760
K1/K2:
pr = 12990 1,29E — 08
883,2*8760

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:
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, PFH g, + PFH

PFH . =f C2 4+ (1= ) *(PFH ), * PFH ) * T\ + PFH 1, 05 + PFH 115000, + PFH 3001
o PFH , + PFH ;) 2y . .
+p > +(1— B)* *(PFH y,, * PFH ,)*T1
. . 1-B)* *(PFH ¢, * PFH , ) *T1 1-B)* *(PFH ., * PFH ., )*T1
Since the portions =A)=( b 52) and =A7( & ) are smaller than the rest

by the power of ten, they are neglected in this and all further calculations for the purpose of simplification.
to:

PFH,, =10%* 1’68E_09;1’68E_09 +1LI1E - 09 +1,03E — 09 +1,25E — 09 +10% * 1’29E_08;1’29E_08 = 4,85E 09

Calculation of the MTTF, value for safety function 1 (under the same assumption):

1 ool
MTTF,,, 4 MITF,,
as:
1 1 1 1 1 1
= + + + +
MTTFDges MTTFD(SI) MTTFD(EL1904) MTTFD(EL69OO) MTTFD(EL2904) MTTFD(K])
with:
B10,,,
MTTF, g, = 0 1*0:1 ‘
) op
BI0O
MTTFy ;) = 1:(:2)
1%,
BI10O
MTTF, ., = 5 1:;1)
> op

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 -D C(Eme))

MTTF,,, =
D(ELxxxx) PFH( oo
Hence:
1-DC _
MTTF 411000 = ( i ) (1 0199) = 0.01 088y
(EL1904) 1L11E-09—*8760— 9,72E — 06—
h y y
1-DC _
MTTFD(EL6900) _ ( o (EL6900)) _ @ 0,199) = 0,01 1108,6y
(EL6900) 1,03E - 09—*8760— 9,02E — 06—
h y y
(1= DC 15004 1-0,99 0,01
MTTFD(EL2904) = PFH E20° = ( 1 ) 7 = =913,2y
(EL2904) 1,25E -09—*8760— 1,1E—-05—
h y y
1
MTTFDge: = 1 1 1 1 1 = 179, 4y

+ + + +
679,3y 1028,8y 1108,6y 913,2y 8832y

99% 9% . 9% 9% 9% _ 90% _ 90%
Dcavg:6791,3y 135213,7)/ 102?,8)} 110213,6)/ 9131,2y 8831,2y 8831,2y:96,26%
+ + + + + +
679,3y 1358,7y 1028,8y 1108,6y 913,2y 883,2y 883,2y
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Measures for attaining category 3!

the controller for the feedback expectation.

A CAUTION

This structure is possible only up to category 3 at the most on account of a possible sleeping error. In order
to achieve category 3, all rising and falling edges must be evaluated together with the time dependence in

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF;, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

78

Category B 1 2 3 3 4
MTTES bc none none low medium low medium high
low a - b b c -
medium b - c c d -
high - c d d d e
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3.2 Protective door function variant 2 (category 4, PL e)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs of
an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (200 ms). The
feedback loop is read in via a safe input. The contactors K1 and K2 are connected in parallel to the safe
output. Current measurement and testing of the output are active for this circuit.

a2 ——— ==
[IManual I i !
Manual function test
< ‘
= [ [ Monint.. J——— '
o 2 > | ;
(]
2 >1 | :
:
& '
S| P
--d B
D?:mi %
100ms = (1) ogical connection in
R Horbele, . od thle EL690:)
[ Activated ..
LD
i
18 o
LI
g
3.21 Parameters of the safe input and output terminals
EL1904 (applies to all EL1904 used)
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
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3.2.2

3.2.21

Block formation and safety loops

Safety function 1

S1 K1
~|: H EL1904 H EL6900 % EL2904 H EL1904
S2 K2

Functional &
Safety

3.2.3 Calculation

3.2.31 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH;, 1.03E-09
S1-B10, 1,000,000
S2 -B10, 2,000,000
K1 -B10p 1,300,000
K2 - B10p 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16

Cycle time (minutes) (T,,.)

15 (4x per hour)

Lifetime (T1)

20 years = 175200 hours

3.2.3.2

Diagnostic Coverage DC

Component

Value

S1/S2 with testing/plausibility

DC.,,,=99%

K1/K2 with testing and EDM

DC,.,=99%

3.2.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

Ly Iy, *60
op T

Zyklus

and:
B10,

0,1*n

MTTF, =

op
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Inserting the values, this produces:

S1:
_230*16*60

op

=14720

MITF, = 1.000.000 =679,3y =5951087h
0,1*14720

S2:
_230*16*60

n
> 15

=14720

MTTF, = 2:000.000 =1358,7y =11902174h
0,1*%14720

K1/K2:
_230*16*60

op

=14720

VTTE. - 1:300.000

»=—————=2883,2y=7736413h
0,1*%14720

and the assumption that S1, S2, K1 and K2 are each single-channel:

MTTF, = %

‘D

produces for
0,1*n *(l—DC)_ 1-DC

PFH = » =
B10,, MTTF,

S1:

prH - 12099 1,68E —09
679,3*8760

S2:

PrH=—1=%%  _g4p_10
1358,7 *8760

K1/K2:

1209 9p 09

883,2*8760

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).
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It follows for the calculation of the PFH, value for safety function 1:

. PFH 5, + PFH g,

PFH =p 3
PFH . + PFH
+ﬂ*w+(l_ﬂ)2 *(PFH(K”

Since the portions (1= )" *(PFH 5, * PFHs3)*

to:

1,68E —09+1,68E —09

PFH, =10%%*
ges 2

+L11E-09+1,03E - 09+ 1,25E — 09 +10% * -

+d _ﬁ)z *(PFH(SI) *PFH(sz))*Tl +PFH(EL1904) +PFH(EL6900) +PFH(EL29O4)

*PFH ) *T1+ PFH ;100

Tl B)* *(PFH , * PFH ., )*T1

and -

1

BECKHOFF

are smaller than the rest
by the power of ten, they are neglected in this and all further calculations for the purpose of simplification.

29E -09+1,29E -09

2

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 Lol
MTTF,,, < MTTF,,
as:
1 1 1 1 1 1 1
= + + + + +
MTTFDgeS MTTFD(SI) MTTFD(EL]904) MTTFD(ELG‘)OO) MTTFD(EL2904) MTTFD(K]) MTTFD(EL]904)
with:
B10,,,
MTTFy5 =
17 n,
B10
MTTFy i = 1::2>
k) op
B10
MTTF, ., = 5 1:;1)
b4 op

If only PFH, values are available for EL1904,

(1 - DC(ELxm))

EL2904 and EL6900, the following estimation applies:

MTTF, ;o =
P : PFH(ELxxxx)
Hence:
1-DC 1- 1
MTTFD(EL1904) = ( PFH (5“904)) = ( 0i99) A = 0,0 1 =1028,8y
(EL1904) L11IE—-09—*8760— 9,72E —06—
h y y
1-DC, _
MTTE, 0 = ( — (o) _ a 0199) - 0,01 11086y
(EL6900) 1,03E —-09—*8760— 9,02FE — 06—
h y y
(1-DC ) (1-0,99 0,01
MTTFD(EL2904) = PFH e 1 ) 7 = 1 = 913,2y
(EL2904) 1,25E-09—*8760— 1,1E—-05—
h y y
1
MTTF,,, = T i I I 7 i =152,7y
+ + + + +
679,3y 1028,8y 1108,6y 913,2y 883,2y 10288y
99% 99% 99% 99% 99% 99% 99% 99%
pc - 6793y 13587y 10288y 11086y 9132y 8832y 8832y 10288y o9
avg 1 1 1 1 1 1 1 1
+ + + + + + +
679,3y 1358,7y 1028,8y 1108,6y 913,2y 883,2y 8832y 10288y
82 Version: 3.2.0
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e
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3.3

(Category 4, PL e)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs of
an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (200 ms). The
feedback loop is read in via a safe input. The proximity sensors S3 and S4 are wired to safe inputs and
detect, for example, when a dangerous machine part is in a safe position so that the protective door may be
opened when the machine is running. The testing of these inputs is deactivated so that the static 24 V

voltage of the sensors can be used.

Protective door function with range monitoring

The contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of

the output are active for this circuit.

OPEN #2 Machine Monitoring
Restart [ Manual
Manual function test
®
T
- T> &
200
-ad o >1 L
CLOSE!
[secust.. J——=—] &

== @ >50Dms H

.

]

'

: Delay Time

- 100ms -

- ot
]
] EDM2 [l activated
[ ]
(]

Proximity
switch S3

Proximity
switch 54

Safe position

machine part

Maving

[ —e———

AR RN .
Protective door 51, 52

Logical connection in
the ELE900
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3.3.1 Parameters of the safe input and output terminals

EL1904 (upper EL1904 on the drawing)

Parameter Value

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic

EL1904 (lower EL1904 on the drawing)

Parameter Value

Sensor test channel 1 active No

Sensor test channel 2 active No

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic

EL2904 (applies to all EL2904 used)

Parameter Value

Current measurement active Yes

Output test pulses active Yes

3.3.2 Block formation and safety loops

3.3.21 Safety function 1

—  S1 K1
- EL1904 EL6S00 —  EL2904
- S2 K2
an:'l‘i:;alg

L EL1904
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3.3.3 Calculation

3.3.3.1 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
S1-B10p 1,000,000
S2 -B10, 2,000,000
S3-B10, 20,000,000
S4 -B10, 20,000,000
K1 -B10, 1,300,000
K2 —B10, 1,300,000
Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T.yqe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours
3.3.3.2 Diagnostic Coverage DC

Component Value
S1/S2 with testing/plausibility DC..,;=99%
S3/S4 with without testing / with plausibility DC,,;=90%
K1/K2 with testing and EDM DC,,;=99%
3.3.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

and:
B10,

MTTF, = =
) op

Inserting the values, this produces:

S1:

* *
:230 156 60:14720

op

MTTF, = 1.000.000 =679,3y =5951087h
0,1*14720

S2:

* *
_ 230 1156 60 ~14720

op
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_2.000.000

MTTF, =
P0,1%14720

=1358,7y =11902174h

S3:

k *
:230 156 60:14720

op

MTTF, = 20.000.000 =13586,9y =119021739h

0,1*14720

S4:

*16%
=W:mzo

op

MTTF, = 20.000.000 =13586,9y =119021739A
0,1*14720

K1/K2:
_ 230*16*60

op

=14720

_1.300.000

MTTF, =
0,1*14720

D

=883,2y =7736413h

and the assumption that S1, S2, S3, S4, K1 and K2 are each single-channel:

MTTF, = ;%

D

produces for
0.1%*n,*(1-DC) 1-DC

PFH = -
BI0,, MTTF,
S1:
pr = 1299 _ 1,68 —09
679,3*8760
S2:
prH = — 1209 _ 8,4E-10
1358,7 *8760
S3/S4:
__ 12050 8,4E—10
13586,9*8760
K1/K2:
H=w=l,29E—O9
883,2*8760

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

The proximity sensors S3/S4 are monitored for plausibility (temporal/logical) and are type A systems
according to EN 61508 (simple components whose behavior under error conditions is fully known). The safe
position is driven to once per shift.
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Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

PFH,

+ PFH,
_ (S1/S2/EL1904)
PFH,, =p*

(S3/S4/EL1904) _ 2 % 3 *
P +(1 ﬂ) (PFH(SI/SZ/EL1904) PFH(S}/S4/EL1904)) T1+PFH(EL69OO) +13F'}I(EL2904)

PFH,,, + PFH
*Hﬂl_ﬂ)z *(PFH g, * PFH 5)) * T1

+B

Since the portions (l_ﬂ)z *(PFH(SI/SZ/EL1904) *PFH(SS/S4/EL1904))*T1 and (1 _ﬁ)z *(PFH(KI) *PFH(KZ)) *T1 are smaller

than the rest by the power of ten, they are neglected in this and all further calculations for the purpose of
simplification.

to:

PFH /5201008 = B * w + PFH 1005 =10%* LOBE — 09; 8AE 10 1 11E-09=1,24E-09
PFH g3/550100 = B * w + PFH 1005 =10%* 8,45 ~10 Jz’ 8AE 10 1 11E-09=1,19E-09
PrH,, =10%x 22 EZOLIEZ0 1y 635 0941258094100+ LEEZOHLIEZ0 ) 535 o

2 2

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

n

1 1
MTTF, . Z‘ MTTF,,

Dges

as:
1 1 1 1 1 1
= + + + +
MTTFDgeS MTTFD(SI) MTTFD(EL1904) MTTFD(ELﬁOOO) MTTFD(EL2904) MTTFD(K])
with:
B10
MITFy g, =2
1 *n,,
B10
MTTF,, = W’)(nm
] op
BlODm)
MTTF, s, = e
> op
B10
MTTF,, = W[’(ns‘”
£ op
B10
MTTFD(KI) = 0 lf;,lkl)
1*n,,

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 - DC(ELX)Q‘X))
PFH,

( ELxxxx)

MTTFD(EL,wx) =

Hence:
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1-DC, -
MTTF. . _( (E190n) _ (1-0,99) ___ 001 10288y
D(EL1904) PFH 1 h 1
(09 LLLE -09*8760 " 9,72E - 06
y
1-DC, _
MTTF, ¢ o) _ 1-0.%9) %0 1086y
D(EL6900) PFH 1 h 1
Ee00)  1,03E —09—*8760—  9,02E — 06
h y y
1-DC, _
MTTF _( 2909 _ (1-0,99) _ 00 g5 2
D(EL2904) PFH 1 h 1
EL2904) 1,25 —09—*8760— 1,1E - 05
h y y
1
MTTF,,, = ; ; ; 7 = 179,4y

+ + + +
679,3y  1028,8y 1108,6y 913,2y 8832y

99% . 99% . 90% . 90% 9% 9% . 9% 9% _ 99% _ 9%
679,3y  1358,7y 13586,9y 13586,9y 1028,8y 1028,8y 1108,6y 913,2y 883,2y 883,2y .
DCy =73 1 1 1 1 1 1 1 1 T o885
+ + + + + + + + +
679,3y 1358,7y 13586,9y 13586,9y 1028,8y 1028,8y 1108,6y 913,2y 8832y 883,2y
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NOTE

Category

porally and logically programmed.

This structure is possible up to category 4 at the most. The monitoring of sensors S3 and S4 must be tem-

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % =<DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b c -
medium b - c c d -
high - c c d d d e
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3.4 Protective door function with tumbler
(Category 4, PL e)

The protective door has two contacts, S1 ‘door closed’ and S2 ‘door closed and locked’, which are wired to
safe inputs of an EL1904. The testing of the inputs is active. Checking of the signals for discrepancy cannot
take place, because there is no temporal relationship between the signals. The feedback loop and the restart
signal are read in via a safe input. The testing of the inputs is active here also. The contactors K1 and K2 are
connected in parallel to the safe output. Current measurement and testing of the output are active for this
circuit.

The tumbler is switched via 2 safe inputs in which testing is active. Testing and current measurement is
active on the safe output for the tumbler.

OPEN I. 0s_oal 0708
= — T —
=] T —
oo R
: i
" (1]
g ===
[ : ] L]
J [}
(15%16 ] '.'.,F.. 05
L] ) -
| #2 Machine Moritaiing [} [
3 .ﬁ—‘ r [ T X1 N
17418k - -Heslart Manusl (] 4 ® Ho7%os!
BE Restat) peeae®” Manual function test [] (] -m Em
o ] [ 1 X 1]
BECKHOFF ] Beiorr
ik '
................. & :
------------------ ]
[t []
(]
e 2| '
"05_08L 07080 [}
T — [}
== G =
O el N 'E_.
[ 2 [ —
= .ﬁ " —l ] 1'?} Logical connection in
1703%04 ("] e=e
A P} 1] the ELB900
K. &L L
---------- 0000 .--------- Achvaied K1)
4§ .® JHo7"o8} [ ] [ Activated 1 1
- ==
00 00 ' K1)
Bedinore L} e
[] L3
........ . o8

K1

mm Lock |\ eeee= set.. | SR
e R —————{sou ) ===

3.41 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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EL2904 (applies to all EL2904 used)

Parameter Value
Current measurement active Yes
Output test pulses active Yes
3.4.2 Block formation and safety loops
3.4.21 Safety function 1
S1
Lock — EL1904 — EL6900 —_——

S2 I EL2904 H Guard-Lock %
\_ Functional
Saioty . &

Unlock

K1

— ——  EL2904 EL1904 % Restart }7

K2

3.4.3 Calculation

3.4.3.1 PFHD / MTTFD / B10D - values

Component Value

EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
S1-B10p 2,000,000

S2 -B10, 2,000,000
Restart - B10, 10,000,000
Lock — B10, 100,000

Unlock — B10, 100,000

K1 -B10p 1,300,000

K2 - B10, 1,300,000
Tumbler (guard lock) - B10, 2,000,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T,yqe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours
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3.4.3.2 Diagnostic Coverage DC

Component

Value

S1 with testing

DC,,;=90%

S2 with testing and expectation

DC,.,=99%

Lock/unlock with testing/plausibility

DC.,,,=99%

Restart DC,,;=99%
K1/K2 with testing and EDM DC,,;=99%
Tumbler DC,,;=99%
3.433 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

_d,*h,*60
op T

Zyklus

n

and:
Bl0,

MTTF, ==L
> op

Inserting the values, this produces:

S1:

% %
:230 156 60:14720

nop

MTTF, = 2:000.000 =1358,7y =11902174h

0,1*14720

S2:
_ 230*16*60

op

=14720

_2.000.000

MTTF, =
P 0,1%14720

=1358,7y =11902174h

Lock/Unlock:

* *
:%5660:14720

op

MTTF, = _100.000_ =67,9y =595108h
0,1*14720

K1/K2:

* *
_ 230 1156 60 ~14720

op

_1.300.000

MITTF,) = —————
0,1*14720

D

=883,2y =7736413h

Restart:
_230*16*60

op

=14720

MTTF. — 10.000.000

p= =6793,5y =59511060A
0,1*%14720
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Tumbler:

_230*16*60

n
0p 15

=14720

MTTF, = 2:000.000 =1358,7y =11902174h
0,1*14720

and the assumption that S1, S2, S3, S4, K1, K2 and the tumbler are each single-channel:
MTTF, -1
Ap

produces for

0,1*n_*(1-DC -
prp = O " ) _1-DC
BI0, MTTF,
S1:
H:&:SAOE—@
1358,7*8760
S2:
prH=—129%  _gup_10
1358,7 %8760
Lock/Unlock:
PFH:ﬂ:mSE—os
67,9*8760
Restart:
PFH:&:I,&;E—@
6793,5*8760
K1/K2:
12099 g 09
883,2 %8760
Tumbler:
PFH 120,99 =8,4E —10

T 1358,7%8760
The following assumptions must now be made:

The door switches S1/S2 must both be actuated. Since the switches have different values, but the complete
protective door switch consists of a combination of normally closed and normally open contacts and both
switches must function, the poorer of the two values (S1) can be taken for the combination!

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

The tumbler is mechanically connected to the switch S2 in such a way that a separation of the coupling is
impossible.

The restart is monitored, so that a signal change is only valid once the door is closed.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).
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It follows for the calculation of the PFH, value for safety function 1:
PFH

2/ Lock Unlock EL2904/ Guardtocky T PFH (s
PFng: =p* S = 5 el 2+ (1- ﬁ)z * (PFH(S2/Lack/Un[ock/EL2904/GuardLuck) *PFH(s1)) *T1+ PFH(EL1904)
*PFH(K1)+PFH(K2> 2 4 N N
+PFH{EL6900) +PFH(EL2904) +B 5 +(1-5) (PFH(KI) PFH(KZ}) Tl +PFH(EL1904) +PFH{Re.s'lart)
2
a-p)* (PFH(X) * PFH(},)) *T1

Since the portions are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:

PFH, + PFH,

(Unlock)
2 + PFH(EL2904) + PFH(GuardLock)

1,68E —08+1,68E — 08
2

(Lock)

= *
PFH(SZ//L(;L'k/Un]uL'k/EL2904/Guardank) - PFH(SZ) + ﬁ

=8,4E-10+10%* +1,25E-09+8,4E-10=4,61E - 09

4,61E-09+8,4E -09

PFH , =10%* +L11E-09+1,03E-09+1,25E - 09

2
+10% * 1’29E_09;1’29E ~ 0 11E—09+1,68E - 09
= 6,96E —09

Calculation of the MTTF value for safety function 1 (under the same assumption):

1 n 1
MTTFDges i=1 MTTF, D
as:
1 1 n 1 n 1 . 1 P S 1 . .
MITFy,.,  MTTFy 5ok mocksrooossGuaratoy  MITTEpgrionsy  MITFppreony  MTTFpygp00  MTTFy gy MTTF 000 MTTEFp o)
with:
B10
MTTF) ), = D(S1)
0’1 * n(}p
B10,
MTTF, by
e 091 *n
op
B10
MTTF, =~ "D(Lock)
D(Lock) 0,1 * nop
B10,,
MTTF, | = D(Unlock)
D(Unlock) 0.1
op
B10, .
MTTF, . = D(Gurdlock)
D(GuardLock) 0’1 * nop
B10,,
MTTF, = DKD
PED =) T n,

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

MTTF _ (1 - DC(ELxxxx))

P PFH(EL.YXXX)
Hence:
1-DC,, 1- 1
MTTF ) 511900 = ( PRI (euonn) = ( 0i99) W= 0,0 =1028,8y
(EL1904) 1,11E—09Z*87607 9,72E — 06—
y y
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1-DC _
yrrr, 0= DCaow)  0-0.99) 001 0
D(EL6900) PFH 1 I 1
(EL6900) 1,03E - 09—*8760— 9,02E —06
h y y
(1=DC 12004 1-0,99 0,01
MTTFp gy 2004 = PFH e ( 1 ) o 1=913,2y
(EL2904) 1,25E -09—*8760— 1,1E—-05—
h y y
1
MTTFD(SZ/LO(‘I:/Unlock/EL2904/GuardLuck) = 1 1 1 1
+ + +
MTTFy 50y MITF, 00y MITF, 000 MTTFyGuaaron
1
= 1 ] I 1 =57,82y
+ + +
1358,7y 67,9y 913,2y 1358,7y
1
MTTFDM— I i I 1 1 1 I =44,41y
+ + + + + +
57,82y 1028,8y 1108,6y 913,2y 883,2y 1028,8y 6793,5y
99% 99% N 99% . 99% + 99% 99% 99% 99% + 99% . 99% + 99% 99% + 90%
DC _ 57,82y 1358,7y 67,9y 67,9y 913,2y 1358,7y 1028,8y 1108,6y 913,2y 883,2y 883,2y 1028,8y 6793,5y
avg

1 1 1 1 1

1 1 1 1 1 1 1 1

+ + + + + + + + + + + +
57,82y 1358,7y 67,9y 67,9y 9132y 13587y 10288y 1108,6y 913,2y 8832y 883,2y 1028,8y 6793,5y

=98,98%
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e
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3.5

Two-hand controller (Category 4, PL e)

The two-hand buttons each consist of a combination of normally closed and normally open contacts on safe
inputs of an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (200 ms).
In addition, the synchronous actuation of the two buttons is activated with a monitoring time of 500 ms.

The feedback loop is read in via a safe input. The contactors K1 and K2 are connected in parallel to the safe
output. Current measurement and testing of the output are active for this circuit.

3.51

#6 Two Hand control e
TwoHand1... &
3B > 200 ms
TwoHand2... [———}
Diskrepanz
™
500 ms =5
TwoHandOut
TwoHand3... s
3B > 200ms |
TwoHandd... [———C
peeeeeeeeeeeeecccccccccccccccccccccccccccccccoeoanes
.
H —
. . .
: #7 EDM control =
H State —
: g ] e
H [ L]
H Error ID a
: (1]
toeen| Cosne J—— Eom e
2| YY)
........ Mon2.., J——— g
Switch On Monitoring [ .]
500 ms - _..
L ]
Switch OFf Monitori ==
500 ms = [-Y-}
£L6900
BECKHOFF
BECKADFE

EL1904 (applies to all EL1904 used)

Parameters of the safe input and output terminals

Logical connection in
the EL6900

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes
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3.5.2 Block formation and safety loops
3.5.21 Safety function 1
s1 K1
{ H EL1904 H EL6900 % EL2904 H M
s2 K2
Fug:fl;r:;alg
3.5.3 Calculation
3.5.3.1 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
S1-B10, 20,000,000
S2 -B10, 20,000,000
K1-B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16

Cycle time (minutes) (T,,.)

1 (1x per minute)

Lifetime (T1)

20 years = 175200 hours

3.56.3.2 Diagnostic Coverage DC

Component

Value

S1/S2 with testing/plausibility

DC.,,,=99%

K1/K2 with testing and EDM

DC,,,=99%

3.5.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

L _dy*h, 60
op T

Zyklus

and:
B10,

MTTF, = =
) op

Inserting the values, this produces:

$1/S2:
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* *

n, = 201670 _ 220,800

MTTF, = M =905,8y =7.934.783h
0,1*220.800

K1/K2:
% *

| _BOMIE*60 o e
MTTF, 1.300.000 =58,9y =515.760h

® 7 0,1¥220.800
and the assumption that S1, S2, K1 and K2 are each single-channel:

MTTF, = %

D

produces for

0.1%n, *(1-DC) 1-
prpg =21 "2 DC)_1-DC

BI10,  MTTF,
S1/S2:
PR =— 1209 _ 1,26E —09
905,8y *8760
K1/K2:
PR =— =09 _ 1,94E — 08
58,9y *8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10,, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

*PFH(S1)+PFH(52) 2% N .
PFH, 3 =ﬁ —+(1_ﬁ) (PFH(SI) PFH(sz)) T1+PFH(EL|904) +PFH(EL6900)

ges 2

, PFH ., + PFH

+PFH + E2 4 (1= B) *(PFH ) * PFH ;,)) * T1+ PFH 1, 100,

(EL2904) 5

(1= B)* *(PFH g, * PFH ,)) *T1 (1= B)* *(PFH y,, * PFH ,)*T1

Since the portions and are smaller than the rest
by the power of ten, they are neglected in this and all further calculations for the purpose of simplification.
to:

1’26E_09;1’26E_09 +L11E—09+1,03E —09+1,25E — 09 +10%* 1’94E_08§1’94E_08

+L11E-09

PFH,, =10%*
=6,56E 09

Calculation of the MTTF,, value for safety function 1 (under the same assumption):
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1 T |
MTTF,,, < MITF,,
as:
1 1 1 1 1 1
= + + + +
MTTFDges MTTFD(SI) MTTFD(EL1904) MTTFD(EL69OO) MTTFD(EL2904) MTTFD(K])
with:
B10
MTTFy i, = I*D:D
k) op
B10
(82
MTTF, g, = o :n )
> op
B10
MTTE g, = g 20
El op

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1-DC 1))
MTTFD(ELXXXX) = TM
(ELxxxx)
Hence:
1-DC ,, -
MTTFD(EL1904) = ( (ELI)M)) = (1-0.99) = 0,01 =1028,8y
PFH, 1 h
(EL1904) LI1E-09—*8760— 9,72E — 06—
h y y
1-DC _
MTTFD(EL6900) = ( (ELMO)) = 1-0.99) = 0,01 =1108,6y
PFH 1 h
(EL6900) 1,03E—09—*8760— 9,02E — 06—
h y y
1-DC _
MITEy ey <07 P o) (2099 00l
PFH, 1 h
(EL2904) 1,25E-09—*8760— 1,1E—-05—
h y y
1
MTTF,,,, = I I I I I I =454y

+ + + + +
905,8y  1028,8y  1108,6y 913,2y 58,9y 1028,8y

99% 99% 99% 99% 99% 99%  99% 99%
+ + + + +

+ +
pc 9058y 9058y 10288y 11086y 9132y 589y 589y 10288y oo o0

o 1 1 1 1 1 1 1 1

+ + + + + + +
905,8y 905,8y 1028,8y 1108,6y 913,2y 58,9y 58,9y 1028,8y
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e
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3.6

Laser scanner (category 3, PL d)

The laser scanner has two OSSD outputs (Output-Signal-Switching-Device), which are wired to safe inputs
of an EL1904. The testing of the inputs is not active, since the OSSD outputs carry out their own test.
Furthermore, the signals are checked for discrepancy (200 ms). The feedback loop is read in via a safe
input. Testing is active for this input. The contactors K1 and K2 are connected in parallel to the safe output.
Current measurement and testing of the output are active for this circuit.

0SSD 1 um

I7°8 ® @

ELI904
BECKHOFF
=20

3.6.1

EL1904 (applies to all EL1904 used)

105.06! 07._08
s
[
achine Monitorng m
[J#anual il
Manual function test
XX
:
’ R 05%08
L —f & e
g] >200ms 0 [(YX Y)
’ “in orop
I !  mmmm
] o1 P abee
Z1 K . BECKHOFF
]
]
& '
2| H R
’ DAY
] 1
I | O S —
===}
Delay Time %
100 ms e b~
‘ o
M [ Activated . .
60
H
o0
.
A
(1]
EL6900
BECKHOFF

Parameters of the safe input and output terminals

Logical connection in

the EL6900

Parameter Value
Sensor test channel 1 active No
Sensor test channel 2 active No
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes

Logic channel 1 and 2

OSSD arbitrary types of pulse

Logic channel 3 and 4

Single Logic

EL2904

Parameter Value

Current measurement active Yes

Output test pulses active Yes
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3.6.2 Block formation and safety loops
3.6.2.1 Safety function 1
K1
—  Scanner — EL1904 — EL6900 —  EL2904
Fug:fl;r:;alg
K2
3.6.3 Calculation
3.6.3.1 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH;, 1.11E-09
EL2904 — PFH;, 1.25E-09
EL6900 — PFH, 1.03E-09
Laser scanner — PFH, 7.67E-08
K1-B10p 1,300,000
K2 - B10p 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,yqe) 10 (6x per hour)
Lifetime (T1) 20 years = 175200 hours

3.6.3.2 Diagnostic Coverage DC

Component

Value

0OSSD1/2 with testing (by scanner) / plausibility

DC,,,=90%

K1/K2 with testing and EDM

DC,,;=99%

3.6.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

L _dy*h, 60
o =

Zyklus

and:
B10,

MTTF, = =

Inserting the values, this produces:

K1/K2:
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_230*16*60

=22.080

I’lop

MTTF, = _1:300.000. =588,7y =5.157.012h
0,1%22.080

and the assumption that K1 and K2 are each single-channel:

MTTF, = %

D

produces for

0.1%n, *(1-DC) 1-DC

PFH = =
BI0,, MTTF,

109 g
588,7) *8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

, PFH ., + PFH

+ PFH, 2 {KZ)+(1_ﬁ)2*(PFH(K1)*PFH(KZ))*TI

(EL1904)

+ PFH,

PFng: =PFH, (EL6%00) T PFH(EL2904) +B

(Scanner)

(1- By *(PFH,

(K1)

: . *PFH, , )*¥T1 . o .
Since the portion 2 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

LL94E - 09 +1,94E - 09
2

PFH , =7,67E —08+1,11E-09+1,03£ —09+1,25E — 09 +10%*
=8,03£ -08

Calculation of the MTTF value for safety function 1 (under the same assumption):

1 Lol
MTTF, _,z::‘MTTFDn

Dges

as.
1 1 1 1 1 1
= + + + +

MTTFDge: MTTFD(Scamer) MTTFD(EL1904) MTTFD(ELGQOO) MTTFD(EL2904) MTTFD(KI)
with:

B10
MTTF ) = ——%2

0,1%*n,,

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:
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(1 -D C( Eme))

MTTF, gy =
Pt PFH(ELn;xx}
Hence:
(1-DC ) (1-0,99 0,01
MTTFD(EL|904) = PFH EE” = 1 ) A = 1 = 1028,8)/
(EL1904) 1L11E-09—*8760— 9,72E —06
h y y
1-DC _
MTTFD(EL6900) _ ( o (EL6900)) _ @ 0,199) = 0,01 1 1108,6y
(EL6900) 1,03E - 09—*8760— 9,02E — 06—
h y y
(1=DC 12004 1-0,99 0,01
MTTFD(EL2904) = PFH E20° = ( 1 ) 7 = I =913,2y
(EL2904) 1,25E -09—*8760— 1,1E-05
h y y
1-DC, _
mrtF. . = 87 PCsamen) (1-0,90) _ 0 sy
D(Scanner) PFH 1 h 1
(Scanner) 7,67E — 082 *8760— 6,72E — 04—
y y

In accordance with the limitation of the MTTF, to 100 years for components with a category 3 structure (for
category 4 the limit is 2500 years) introduced in EN ISO 13849-1, the value is limited to 100 years for the
further processing of the MTTF,, of the scanner.

MTTFD(Scanner) = 100_)/‘

1
MTTF,,, =— 1 1 1 ——=68,2y

+ + + +
100y  1028,8y 1108,6y 913,2y 588,7y

90%+ 99% N 99% N 99% N 99% N 99%
pDC = 100 1028,8 1108,6 913,2 588,7 588,7
@ 1 1 1 1 1 1
+ + + + +
100 1028,8 1108,6 913,2 588,7 588,7

=93,5%
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NOTE

Category
This structure is possible up to category 3 at the most through the use of the type 3 (category 3) laser scan-
ner.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Area
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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3.7 Light curtain (Category 4, PL e)

The light curtain has two OSSD outputs (Output-Signal-Switching-Device), which are wired to safe inputs of
an EL1904. The testing of the inputs is not active, since the OSSD outputs carry out their own test.
Furthermore, the signals are checked for discrepancy (200 ms). The feedback loop is read in via a safe
input. Testing is active for this input. The contactors K1 and K2 are connected in parallel to the safe output.
Current measurement and testing of the output are active for this circuit.

o
M Machine Monitoring
i O _
[ ]
E
-Monln1,., —
Av 200ms | E
y —p2 >1 :
(] - (]
: :
‘ 2 & '
' , n=
' ——— E
: Delay Time . %
lew [V Activated =5 = eQ Logical connection in
) e - the EL6900
M [ Activated LI
00
II]
00
[0 ]
--
g
3.71 Parameters of the safe input and output terminals
EL1904
Parameter Value
Sensor test channel 1 active No
Sensor test channel 2 active No
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Asynchronous evaluation OSSD
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
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3.7.2 Block formation and safety loops
3.7.21 Safety function 1
K1
— Lightcurtain —  EL1904 +— EL6900 H  EL2904
Fug:fl;r:;alg
K2
3.7.3 Calculation
3.7.31 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH;, 1.03E-09
Light curtain — PFH, 1.50E-08
K1-B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,yqe) 5 (12x per hour)
Lifetime (T1) 20 years = 175200 hours
3.7.3.2 Diagnostic Coverage DC
Component Value
0OSSD1/2 with testing (by light curtain) / DC,,;=99%
plausibility
K1/K2 with testing and EDM DC,,,=99%
3.7.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

Ly, *60
op T

Zyklus

Inserting the values, this produces:

K1/K2:
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% %

n,, :7230 16760 =44.160

MTTF, = 1:300.000 _ 294,4y =2.578.944h
0,1*%44.160

and the assumption that K1 and K2 are each single-channel:

MTTF, = %

D

produces for

0.1%n, *(1-DC) 1-DC

PFH = =
BI0,, MTTF,

:i =3,88E —09
294,4y *8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

, PFH . + PFH

PFH,, = PFH + PFH + PFH 1 g000) + PFH (12004, + B f+(l - By *(PFH ) * PFH ,))*T1

(Lightcurtain) (EL1904)

_ R % * *
Since the portion (=B * (PFH o * PFH ) *T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.
to:

3,88E - 09 +3,88E-09
2

PFH,, =1,50E-08+L11E-09+1,03£-09+1,25E-09+10% *
=1,88E-08

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 ool
MTIF, . ,Z:‘MTT .

Dges

as.
1 1 1 1 1 1
= + + + +
MTTFDge: MTTFD(Lighrcurtain) MTTFD(EL19O4) MTTFD(EL6900) MTTFD(EL29O4) MTTFD(K])
with:
MTTF, Bl0px)

DK =
(kD 0,1%*n,,
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If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

_ (1 - DC(ELxm))

MTTF, ,, =
P ) PFH(ELxxxx)
Hence:
1-DC _
MTTFD(EL1904) = ( (5“904)) = d 0i99) A = 0,01 =1028,8y
PFH oy 111E-09-%8760"  9,72F — 06—
h y y
1-DC _
MTTFD(EL6900) = ( (ELGQOO)) = d 0’]99) 7 = 0,01 =1108,6y
PFH ey, 1,03 —09-*8760~ 9,02F — 06—
h y y
1-DC _
MTTF ;000 = - DCearmn) _ d 0’199) = 0,01 -=913,2y
PFH pao  1,25E-09~*8760" 1,1E—05—
h y y
l_DC ightcurtain -
MTTFD(Lightc'urtain) = ( T )) = d 0’199) 7 0,01 = 76,1y
PFH igeurainy 1,50 — 08~ %8760 1,31E — 04—
h y y
MTTF, = ! =513
Dges =7 1 1 1 Y
+ + + +
76,1y 1028,8y 1108,6y  913,2y  294,4y
99% 9% 99%  99%  99%  99%

+ + + +
pe 161y 10288y 11086y 9132y 2944y 2944y g0 00

ae 1 1 1 1 1

1

+ + + + +
76,1y 1028,8y 1108,6y 913,2y 2944y 2944y
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NOTE

Category
This structure is possible up to category 4 at the most through the use of the type 4 (category 4) light cur-
tain.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - c c d -
high - c c d d d e
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3.8 Safety switching mat / safety bumper

(Category 4, PL e)

Safety switching mats or safety bumpers work according to the cross-circuit principle. The contact surfaces
of the device are wired to safe inputs of an EL1904. The testing of the inputs is active and the signals are
tested for discrepancy (200 ms). As soon as a cross-circuit between the signals is detected (safety mat is
stepped on), a logical 0 is signaled by the EL1904 input terminal. If the cross-circuit is no longer present, a
logical 1 is signaled. The feedback loop is read in via a safe input. The testing of the input is active here also.
The contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of
the output are active for this circuit.

#2 Machine Monitoring
[DManuat
Manual function test
[}
.
& '
e J——
- R > 200ms [}
Gz 2 :
M ]
h ]
2| '
21 '
]
]
& '
&l il ]
' o8
] 3
e E
r
Delay Time %
100 ms = b
[V] Activated L] Logical connection in
) R e-- the EL6900
[ Activated L]
K1)
i
)
K 1)
-
[
20
EL6900
BECKHOFF

3.8.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Cross-circuit is not a module error
Logic channel 3 and 4 Single Logic

EL2904

Parameter Value

Current measurement active Yes

Output test pulses active Yes
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3.8.2 Block formation and safety loops
3.8.2.1 Safety function 1
K1
safety L1 p9904 | EL6Y00 H  EL2904
switching mat
Fug:fl;r:;alg
K2
3.8.3 Calculation
3.8.3.1 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH;, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
Safety switching mat — B10, 6.00E06
K1 -B10p 1,300,000
K2 - B10p 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16

Cycle time (minutes) (T.yq.)

1 (1x per minute)

Lifetime (T1)

20 years = 175200 hours

3.8.3.2 Diagnostic Coverage DC

Component

Value

Switching outputs (mat) with testing/plausibility

DC,,,=99%

K1/K2 with testing and EDM

DC.,,,=99%

3.8.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:
oy, 60
op T

Zyklus

and:

B10,

0,1*n

MTTF, =

D

op
Inserting the values, this produces:

K1/K2:
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* *

n, = 201670 _ 220,800

mrrE, = 1300000_ se g 515760
0,1%220.800

Safety mat:
% *

BN
mrrE, =300 0y 5~ 2380434

® 7 0,1¥220.800
and the assumption that K1 and K2 are each single-channel:

MTTF, = %

D

produces for

0.1%n, *(1-DC) 1-
prpg =21 "2 DC)_1-DC

BI10,  MTTF,
K1/K2
PFH :% =1,94E - 08
Safety mat:
prH =109 4,20E — 09

©271,7y*8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10,, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

PFH ., + PFH

PFHg&- = PFH(SafetyMat) +PFH(EL19O4) +PFH(EL6900) +PFH(E[_2904) +p* e 5 E2 4 (l_ﬂ)z *(PFH(KI) *PFH(KZ))*TI

A% * *
Since the portion (=B * (PFH o * PFH ) *T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

1,94E - 08 +1,94F - 08

PFH , =4,20E-09+111E-09+1,03£ —09+1,25E - 09 +10%* 2

=9,53E-09

Calculation of the MTTF, value for safety function 1 (under the same assumption):

1 Lo
MTTF, . “ MTTF,,

Dges

as:
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1 1 1 1 1 1
= + + + +
MTTFDgeS MTTFD(SaﬁelyMaz) MTTFD(EL1904) MTTFD(EL6900) MTTFD(EL2904) MTTFD(KI)
with:
B10 DK
MITF 0, =,
JI1*n,,

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 _DC(ELxxxx))

MTTF, ) o) =
D(ELxxxx) PFH(ELxxxx)
Hence:
1-DC, —
MTTFD(EMM) _ ( (51‘1904)) _ (1-0,99) _ 0,01 =1028,8y
PFH 1 .
(EL1904) L1IE—-09—*8760— 9,72E —06—
h y g
1-DC, -~
MTTF} gy 6900y = ( (EL6900)) - (1-0,99) = 0,01 =1108,6y
PFH 1 .
. 1,03E —09—*8760— 9,02E — 06—
h y g
1-DC, —
. ) ( rwos) _ (1-0,99) _ 0,01 =913,2y
D(EL2904) PFH 1 ; 1
o 1,25E-09—*8760— 1,1E —05
hy g
1
MTTFp,, =— ! ! 1 N

+ + + +
271,7y  1028,8y 1108,6y 913,2y 58,9y

99% . 99% N 99% N 99% + 99% N 99%
DC,, = 2711,7y 102?,8y 110?,6}/ 9131,2y 58,19y 58,19y ~99,00%
+ + + + +
271,7y 1028,8y 1108,6y 913,2y 58,9y 58,9y

116 Version: 3.2.0 Application Guide TwWinSAFE



BEGKHOFF Access functions
NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e
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3.9

Muting (Category 4, PL e)

The light curtain has two OSSD outputs (Output-Signal-Switching-Device), which are wired to safe inputs of
an EL1904. The testing of the inputs is not active, since the OSSD outputs carry out their own test.
Furthermore, the signals are checked for discrepancy (200 ms). The feedback loop is read in via a safe
input. The muting switches and the enable switch are also wired to safe inputs. Testing is active for these

inputs.

The contactors K1 and K2 are connected in parallel to a safe output. The muting lamp is also wired to a safe
output. Current measurement and testing of the output are active for this circuit.

K2

#8 Muting control
Max. MutingTime
e 10 minutes

-

0708, ' Filtertime Muting Inputs State
=] Sequential Inputs 100 ms = o J
rm v
e :

T ' ] Muting1 Error D

CL | ' ] R

SO T [Rarcne)

Mutingctive

e o ! o

- (] ' 055DInt ... |———— &
eccdes 2 200ms
' ] 055DIn2 ... |———
P) (]
o :- oe _Mutinga.,. Muting2

[ Ee
mE 31 b o o |[ Mutingt... ] ——

o '

s !

-:. - [ DML ] Activated Output Delay Time
J 5 oms =
1 Activated &
;ooeeee 0 ctvate —{[vuteDelout. .

0708 (]
=l (]
o L d
- d

on

~On
L
&=

Ms1

3.91

EL1904 (upper terminal on the drawing)

2

on
_en

= =» » Logical connection in
the EL6900

uig

o:E ]

Parameters of the safe input and output terminals

Parameter Value

Sensor test channel 1 active No

Sensor test channel 2 active No

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Asynchronous evaluation OSSD
Logic channel 3 and 4 Single Logic

EL1904 (lower terminal on the drawing)

Parameter Value

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic
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EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
3.9.2 Block formation and safety loops
3.9.21 Safety function 1
K1 MS
— Light curtain —— EL1904 — EL6900 — EL2904 - =
K2 MS _
Fug:'l::ynal @
MS
- EL1904 % S1 —
MS
3.9.3 Calculation
3.9.31 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
S1-B10, 100,000
Light curtain — PFH, 1.50E-08
MS1 -B10, 100,000
MS2 - B10, 100,000
MS3 - B10, 100,000
MS4 - B10, 100,000
K1 -B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 8
Cycle time (minutes) (T.yqe) 60 (1x per hour)
Lifetime (T1) 20 years = 175200 hours
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3.9.3.2 Diagnostic Coverage DC

Component

Value

0OSSD1/2 with testing (by light curtain) /
plausibility

DC,,,=99%

MS1/2/3/4 with testing/plausibility

DC,.,=90%

K1/K2 with testing and EDM

DC.,,,=99%

S1 with testing

DC,,,=90%

3.9.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:
oy, 60
op T

Zyklus

and:

Inserting the values, this produces:

S1:
*16 %

n, = 230*16*60 — 1840
60

MTTF, = 100.000 =543,5y =4761060h
0,1*1840

K1/K2:
* *

g S 20FI6H60

Y 60

MTTF, = 1.300.000 =7065,2y =61891152h
0,1*1840

MS1/MS2/MS3/S4:
* *

n, = 230*16*60 ~ 1840

MTTF, = 100.000 =543,5y =4761060h
0,1*1840

and the assumption that S1, K1 and K2 are each single-channel:

MTTF, = %

D

produces for

O,I*nop*(l—DC)_ 1-DC

PFH = =
B10,, MTTF,
S1:
12090 ;0508
543,5*8760
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K1/K2:
- & =1,62E-10
7065,2 *8760
MS1/MS2/MS3/S4:
prp = 12990 _ 2,10E — 08
543,5*8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

, PFH ., + PFH,

PFHgks = PFH(Lightcurtuin) + PFH(EL1904) + PFH(EL6900) + PFH(EL2904) +B 5 £ 4 (- ﬁ)z *(PFH(KI) *PFH(KZ)) *T1
PFH + PFH, PFH + PFH,
¢ O (1= ) % (PFH ) * PFH g5) * T4 #8088 4 (1 )% (PFH 55 * PFH y5)* T
+PFH, + PFH

(EL1904) (1)

(1-B)**(PFH,, * PFH

o) *T1

Since the portions are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:

L62E~10+1,62E-10 o, 2.10E ~08+2,10E ~08

PFH ,, =1,50E-08+L11E-09+1,03£ - 09 +1,25E - 09+10% * 5 2

+10%* 2’10E_08;2’10E_08 +1,11E-09+2,10E — 08

=4,47E - 08

Calculation of the MTTF, value for safety function 1 (under the same assumption):

1 ool
MTTF, 7;MTTFDM

Dges

as:
1 1 1 1 1 1
= + + + +
MTTFDges MTTFD(Lighrcurmin) MTTFD(EL1904) MTTFD(EL()Q(JO) MTTFD(EL2904) MTTFD(K])
1 1 1 1
+ + + +
MTTFD(MS]) MTTFD(MS}) MTTFD(EL1904) MTTFD(SI)
with:
B10
MTTF, ) = ——52
PED0,1%n,,

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 - DC(ELxxxx))
PFH

(ELxxxx)

MTTFD(ELxxxx) =

Hence:
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1-DC -
MTTF 000 = (euionn) (1-0.99) S 00 oossy
D(EL1904) PFH 1 h 1
(EL1904) 1»11E—09**8760— 9572E—067
h ¥ y
1-DC ~
MTTE}, 1 900) = ( o) = L 0199) o 0,01 T= 1108,6y
PFHeuom)  1,03£-09 #8760  9,02E ~06
h ¥ y
1-DC -
MTTF (512000 = ( o) = ¢ 0,199) i 0.01 T= 913,2y
PFH 15904, 1,25E—-09-*8760" 1,1E—05—
h % y
1-DC e _
MTTF ) Ligneuriainy = ( wircwran) = a 0’199) - = 0,01 1
PP e 1,50 - 08-*8760— 1,31E—04
Y y
1-DC B
MTTF s1ma53) = { s = d 0’190) = 0,1 _- 543,67
PFH 51/ 153 2,10E—082*87607 1.84E —04 L
Y y
MTTF,, = 1
Dges — 1 1 1 1 1 1

] =44,0y

+ + + + + + + +
76,1y 1028,8y 1108,6y 913,2y 7065,2y 543,6y 543,6y 1028,8y 543,5y

99% . 99% N 99% + 99% 99%

99% 90%

90% 90% 99% 99%

+ + + + + + + +
pe 161y 10288y 11086y 9132y 70652y 70652y 5436y 5436y 543,6y 543,6y 10288y 5435y

i 1 + 1 1 1 1

1 1

1 1 1

+ + + + + + + + + +
76,1y 1028,8y 1108,6y 913,2y 70652y 70652y 543,6y 5436y 5436y 5436y 1028,8y 543,5y

=96,51%
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NOTE

Category
This structure is possible up to category 4 at the most through the use of the type 4 (category 4) light cur-
tain.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - c c d -
high - c c d d d e
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3.10 EK1960 safety mat inputs / digital outputs
(category 2, PL d)

The safety mat is wired to safe input S17 (or 8.7) on the X8 10-pole connector. The first output group on the
10-pole X7 connector is configured as a clock source (for FSOUT module 3, the parameter Diag TestPulse
for Inputs active is set to TRUE). For input S16, the parameter Channel x. Testpulse Diag Mode is configured
based on the corresponding clock source.

Contactors K5 and K6 are wired to outputs 7.5 and 7.6 on the second output module on X7. Terminal A2 of
the contactors is wired to the common ground of the 24 V. supply of terminal X7. The feedback loops of the
two contactors are wired in series from pulse 3 to input S16 (or 8.6).

Pulsel

Pulse?

| Pulse3
Pulse4

safety

switching mat

8k2 :______

24Vpc24Vp

24Vpc X3

{ii safeMon A2
0Vpc FBMon1
}O] Restart

safety switching
mat

517 emeef@] Monin1_| & Error [0

}9] Monin2

p9] Monin3

18] Monina >1

$9] secure1

19] Secure2

Delay Time (ms—MonOut [0 K5, K6
100 LMonDelOut O

EDM 516 =eetl] EDM1
0] EDM2

A CAUTION

Safety mat wiring

Only safety mats that operate according to the principle of resistance change (resistance value: 8k2) are
supported. The ground connection of the safety mat must be connected to the ground of the EK1960 supply
voltage according to the above drawing.
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3.10.1 Parameters of the safe input and output modules
EK1960

Parameter Value

FSOUT module 3 (X7.1 — X7.4) -

8020:01 ModuloDiagTestPulse 0x00

8020:02 MultiplierDiagTestPulse 0x02

8020:03 Standard Outputs active FALSE

8020:04 Diag Testpulse active TRUE

8020:05 Diag Testpulse for Inputs active TRUE

FSOUT Module 4 (X7.5 — X7.8) -

8030:01 ModuloDiagTestPulse 0x00

8030:02 MultiplierDiagTestPulse 0x02

8030:03 Standard Outputs active FALSE

8030:04 Diag Testpulse active TRUE

8030:05 Diag Testpulse for Inputs active FALSE

FSIN Module 8 (X8.5 — X8.6) -

80E1:04 Channel 2.InputFilterTime 0x0014

80E1:05 Channel 2.DiagTestPulseFilterTime 0x0002

80E1:06 Channel 2.Testpulse Diag Mode (X7.3) Testpulse Detection Output Module 3.Channel 3
FSIN Module 9 (X8.7 — X8.8) -

80F0:03 Input Mode Bumper Mode Channel 1 (1)
80F1:01 Channel 1.InputFilterTime 0x0014

80F1:02 Channel 1.DiagTestPulseFilterTime 0x0002

80F1:03 Channel 1.Testpulse Diag Mode External test pulses (0)

MON FB parameter

Parameter Value
Reset Time (ms) (Port EDM1) 1000
3.10.2 Block formation and safety loops

3.10.2.1 Safety function 1

K5

EK1960

digital input EK1960
(switching mat- 1 Logic

operation mode)

Safety
— switching —
mat

] digital output

EK1960

K6

Functional
Safety o
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3.10.3 Calculation

3.10.3.1 PFHD / MTTFD / B10D — values

Component Value
EK1960 digital input — PFH, 6.40E-11
EK1960 safety mat input - PFH, 8.84E-10
EK1960 logic — PFHy 5.18E-09
EK1960 digital output — PFHy 1.50E-10
Safety mat — B10, 6,000,000
K5 - B10, 1,300,000
K6 — B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16

Cycle time (minutes) (T.yq.)

60 (1x per hour)

Lifetime (T1)

20 years = 175200 hours

@® Safety-over-EtherCAT communication

The PFH, value of the Safety-over-EtherCAT (FSoE) communication is included in the PFH, value

of the EK1960 logic component.

3.10.3.2 Diagnostic Coverage DC

Component

Value

Safety mat with testing

DC,,;=90%

K5/K6 with EDM monitoring (actuation 1x per hour
and evaluation of all rising and falling edges with
temporal monitoring) with testing

DC.,,,=99%

3.10.3.3 Calculation of safety function 1

Calculation of the performance level according to EN ISO 13849-1:2015:

Calculation of the MTTF, values from the B10, values.

From:

and:
B10,

*
0,1%n,,

MTTF, =

Inserting the values, this produces:

Safety switching mat:
230*16*60

=3680
”" 60
6.000.000
MTTE} g ichingvtary = 0.1%3680 =16304y
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K5/Ke:
L 230%16%60
» 60

1.300.000
MITEy = %3680~

=3680
532y

The total MTTF; value is calculated based on the following formula:

1 oo
MTTF, _,Z;MTTF

Dges Dn

as:

1 1 1 1 1 1

+ + + +
MTTFDge.\' MTTFD(Switchinng) MTTFD(EKl960—InpurSwitchingMut) MTTFD(EKI‘)GO—LUgic) MTTFD(EK]%O—Outpm) MTTFD(KS)

If only PFH, values are available for EL1960 components, the following estimation applies:

1-DC,
MTTFD(EKI%(FXH) = M

PFH( EK1960—xxx)
Hence:
(1-DC  InputSwitchingMat)) (1-0,90) 0,1
MTTFD(EKl960—lnputSwizchingMaz) = PEH s - = 1 A = = 12913y
D(EK1960— InputSwitchingMat) 8, 84F —10—*8760— 7,74E —06—
h y y
(1= DC ik 1960-10gicy) (1-0,99) 0,01
MTTFD(EKI%O—Lugic) = PFH (Rl = 1 7 = 1 =220y
D(EK 1960~ Logic) 5,18E —09—*8760— 4,54F — 05—
h y y
(1-DC, ouutr) 1-0,99 0,01
MTTFD(EKI%O—Outpm‘) = PFH (XD Ovpi)” = ( 1 ) A = T =7610y
D(EK1960~Output) 1,50E -10—*8760— 1,31E —-06—
h y y
MTTF,, = ! =1
Pes T I I I I

+ + + +
16304y 12913y 220y 7610y 3532y

90% N 90% + 99% N 99% . 99% N 99%
nC,, = 163104y 129113y 2210y 7610)/ 35312)/ 35312y —98.76%
+ + + + +
16304y 12913y 220y 7610y 3532y 3532y
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NOTE

Category
This structure is possible up to category 2 at the most.

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c C d d d e
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Calculation of PFH,, values according to EN 62061:

assuming that the safety mat, K5 and K6 are all single-channel:

MTTF, = %

D

produces for

0,1%n,, *(1-DC) 1-DC

PFH, = =
BI0,, MTTF,

Safety switching mat:

PFH,, = 12090 _ 7,00E -10
16304 *8760

K5/K6:

PFH 1-0,%9 =3,23E-10

» 7 3532%8760
The following assumptions must now be made:

Relays K5 and K6 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K5 and K6 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

PFH

Dges

+PFH + PFH

D(EK1960—Output)

= PFHD(SwitL‘hingMat) +PFH

e PFH 5, + PFH
2

D(EK 1960 InputSwitchingMat) D(EK1960—-Logic)

DES) (l_ﬂ)z *(PFHD(KS) *PFHD(KG))*TI

2
Since the portion (=B * (PFH sy * PEH p ) ¥ T is smaller than the rest by the power of ten, it is neglected

in this and all further calculations for the purpose of simplification.

to:
PFH,, =7,00E-10+8,84E —10+5,18E =09 +1,50E 10 +10%* 3’23E_10;3’23E_10
=6,94E —-09
Safety integrity level Probability of a dangerous failure per hour (PFHy)
3 > 10-8 to < 10-7
2 2107 to<10°
1 210°to < 10°

NOTE

Safety integrity level

The application meets the requirements of safety integrity level SIL2 according to EN 62061, since the max-
imum achievable SIL for the safety mat input is limited to SIL 2.

Application Guide TwWinSAFE Version: 3.2.0 129



Access functions

BECKHOFF

3.11
(Category 4, PL e)

EP1957 OSSD sensor for protective door

The OSSD Safety Sensor (in this case, for example, a proximity limit switch with a defined behavior under
error conditions (PDDB) according to EN 60947-5-3) is connected to the EP1957 via an M12 connection and
can be used, for example, for a protective door application. The power supply is on pins 1 and 3 of the M12
connection (PowerModeA). The sensor checks the wiring between the sensor and the EP1957 by means of
test pulses on the two OSSD channels and switches both OSSD signals to the safe state in case of error.

The two OSSD inputs are monitored for discrepancy within the logic.

The two actuators K1 and K2 are switched according to the protective door state. The feedback loop of the
two actuators is wired to a safe input. The test pulses are activated for this input.

{%i safeMon
FBMon1

T

#0] Restart

OS8D1 = === o] Monini Error [C

&

0SSD2---- /8] Montnz_| > 500
#8] Monin3
#a] Monln4 >

I
-
|

¥0] Securel
#0] Secure2

Delay Time (msp——MonOut ﬁ

100

L_MonDelOut >

K1/K2 == == i0] EDm1
9] EDM2

Safety Sensor

0SSD signals incl. 24V ECIN £CouT

. « @ & @:
power supply i b

=

K1 s

K2 -

Logical connection
in EP1957

q---- K1/K2
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3111 Parameters of the safe input and output modules
EP1957

Parameter Value
FSOUT Module 1 Settings Common -
8000:04 Diag Testpulse active TRUE
8000:07 Module Fault Link active TRUE
FSOUT Module 2 Settings Common -
8010:04 Diag Testpulse active TRUE
8010:07 Module Fault Link active TRUE
FSIN Module 1 Settings Common -
8040:04 Diag Testpulse active FALSE
8040:05 Module Fault Link active TRUE

8040:0C Input Power Mode

PowerMode A: Pin1(+) / Pin3(-)

FSIN Module 1 Settings Channel

8041:01 Channel 1.InputFilterTime

0x000A (1ms)

8041:02 Channel 1.DiagTestPulseFilterTime

0x0002 (0.2 ms)

8041:04 Channel 2.InputFilterTime

0x000A (1ms)

8041:05 Channel 2.DiagTestPulseFilterTime

0x0002 (0.2 ms)

FSIN Module 4 Settings Common

8070:04 Diag Testpulse active

TRUE

8070:05 Module Fault Link active

TRUE

8070:0C Input Power Mode

Diag TestPulse

FSIN Module 4 Settings Channel

8071:01 Channel 1.InputFilterTime

0x000A (1ms)

8071:02 Channel 1.DiagTestPulseFilterTime

0x0002 (0.2 ms)

MON FB parameter

Parameter Value
Reset Time (ms) (Port EDM1) 1000
Discrepancy Time (ms) (port Monin1/MonIn2) 500
Safe Inputs After Disc Error TRUE

3.11.2 Block formation and safety loops
3.11.21 Safety function 1
K1
Safety EP1957
sensor
KZ Fug:'l‘i‘walg
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3.11.3 Calculation

3.11.31 PFHD / MTTFD / B10D - values
Component Value
EP1957 — PFH, 6.50E-09

Safety sensor — PFH,
(certified according to EN 60947-5-3 and
EN ISO 13849)

1.00E-08 (Cat. 4 / PL e)

K1-B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 8

Cycle time (minutes) (T¢yqe)

15 (4x per hour)

Lifetime (T1)

20 years = 175200 hours

3.11.3.2

Diagnostic Coverage DC

Component

Value

Safety sensor with OSSD outputs

DC,,;=99%

K1/K2 with testing and EDM

DC,,,=99%

3.11.3.3

Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

Ly, *60
op T

Zyklus

and:
B10,

0,1*n

MTTF, =

op

Inserting the values, this produces:

K1/K2:
_ 230*8* 60

n
0p 15

=7360

1.300.000
0,1*7360

MTTF, =

D

=1766,3y =15472788h

and the assumption that K1 and K2 are each single-channel:

MTTF, = %

‘D

produces for

0,1%n, *(1-DC) 1-DC

PFH = =
BI10, MTTF,

132
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K1/K2

1-0,99

PFH = ——F——
1766,3 *8760

=6,46E -10

The following assumptions must now be made:

The contactors K1 und K2 are both connected to the safety function. The non-functioning of a contactor does
not lead to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1
and K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through contactor contacts, overtemperature in
the control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

, PFH . + PFH . . i
PFH o = PFH sy + PFH gosy + ¥ —— 502 (1= B)* * (PFH e, * PFH ) * T
2
(1- B)* *(PFH,,, * PFH, ) *T1

Since the portions are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:

6,46E —10+ 6,46E —-10

PFH , =1,00E —08+6,50E —09+10%* 5

=1,66F - 08

Calculation of the MTTF, value for safety function 1 (under the same assumption):

1 < 1

MTTF,,, < MITF,,
as:

1 1 . 1 L1
MTTFDges MTTFD(SafétySensor) MTTFD(EP1957) MTTFD(KI)

If only PFH, values are available for EP1957 and safety sensor, the following estimation applies:

1-DC
MTTFD(ELXMX) — ( PFH (ELXXXX))
(ELxxxx)
Hence:
MTTF _ (1 - DC(EP1957)) _ (1 - 0’99) _ 0,01 _ 175y
D(EP1957) PFH 1 h 1
(EP1957) 6,50E —09—*8760— 5,69E — 05—
h y y
(1 - DC(Safe[vSemor)) (1 - 09 99) O’Ol
MTTFD(Sajét)/S@n:or) = PFH — = 1 h = 1 =1 14y
(SafetySensor) 1,00E —08—*8760— 8,76E — 05—
h y y
1
MTTF,,, =— : =066y
+ +
114y 175y 1766,3y
DC N DC 4 DC N DC
DC = MTTFD(Sq/k’tvansor) MTTFD(EP1957) MTTFD(K]) MTTFD(KZ)
@ 1 1 1 1
+ + +
MTTF, MTTF, MTTF, MTTF,

D(SafetySensor) D(EP1957) D(K1) D(K2)

Application Guide TwWinSAFE Version: 3.2.0 133



Access functions BECKHOFF

99%  99% 99% 99%
+ + +

DCavg=lll4y 1715y 176?,3)/ 176?,3)/:99’00%

+ + +
114y 175y  1766,3y  1766,3y

NOTE

Category
This structure is possible up to category 4 at the most.

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b C c d -
high - C c d d d =

Safety integrity level according to Table 3 EN62061
Safety integrity level Probability of a dangerous failure per hour (PFHp)
3 210%to <107
2 2107 to < 10°
1 =2 10°%to < 10°

NOTE

Safety integrity level
The application meets the requirements of safety integrity level SIL3 according to EN 62061.
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A Potential groups

4.1 All-pole disconnection of a potential group with
downstream interference-free standard terminals
(Category 4, PL e)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs of
an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (200 ms). The
contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of the
output are active for this circuit.

The diagnostic information from the KL/EL9110 (24 V is present on the power contacts) is negated, ANDed
with the feedback signals from contactors K1, K2, K3 and K4 and applied to the EDM input.

The supply to the power contacts (24 V and also 0 V) of the potential group is switched off with the NO
contacts of contactors K1 and K2. The 0 V potentials of the load employed (in this case K3 and K4) must
always be fed back to the potential group.

NOTE

Safety consideration

The EL/KL9110 and EL/KL2xxx terminals used are not an active part of the safety controller. Accordingly,
the safety level attained is defined only through the higher-level safety controller. The standard terminals
are not incorporated in the calculation.

The external wiring of the standard terminals can lead to limitations in the maximum attainable safety lev-
els.

NOTE

Power supply unit requirements

The standard terminals must be supplied with 24 V by an SELV/PELV power supply unit with an output volt-
age limit U,,, of 60 V in the event of a fault.

A CAUTION

Prevention of feedback
Feedback can be prevented by various measures (see further information below):

» No switching of loads with a separate power supply

» Ground feedback and all-pole disconnection (used in this example)
or
cable short-circuit fault exclusion (separate sheathed cable, wiring only inside control cabinet, dedicated
earth connection per conductor)

Interference-free Bus Terminals

A list of the interference-free Bus Terminals can be found in the Beckhoff Information System under
http://infosys.beckhoff.de.
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Maximum attainable safety level

Avoid feedback through ground feedback and all-pole disconnection:
DIN EN ISO 13849-1: max.cat. 4 PLe

IEC 61508: max. SIL3

EN 62061: max. SIL3

.
L

TE
LR
A8 A8
=== I
LR
W
=
Aalaal
| Yoy
LRI}
[ LRT)
-%
%
w T8
E gg Logical connection
- e=- in EL6900
& 5
a8 v, g ; a8
- M ' =
8 1 # : s a8l
K1 mw !
I 2| ' a2
e ! ' as
IEE : 2| .- Wbl
K2 —A8 ] o
NI
o ]
]
K3 ]
teccccccccscscscscsccscscccccccne .
'
= e e meElee me e
K4 ‘:
24V v E 22|28 |28 (SE (22|28 |28
I @0 I
K1 - 06|00 09 |9600 0Y OO
2
e M |00 |00 |02 | |00
D J *e 18990 1919199 19191919 [O0
o iy e
0ol I
99 9919% (0
Time delay

Switching off the power supply for the potential group can delay the shutdown of the downstream contac-
tors and actuators. This delay depends on the downstream actuators, loads and lines and must be taken
into account by the user in the safety assessment.
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411 Notes on prevention of feedback

4111 No switching of loads with a separate power supply

Loads that have their own power supply must not be switched by standard terminals, since in this case
feedback via the load cannot be ruled out.

external
power supply

safe disconnection
(2-channel, all poles)

1 5 1
- o}e) o
i ; 2 6 2
230V ~ e ?_(f_ ¢}
® E —~
= o o¢| |00
SELV/PELV (= o——C

power supply

ol fe
-
O,

potential supply standard
terminal terminal

Exceptions to the general requirement are allowed only if the manufacturer of the connected load guarantees
that feedback to the control input cannot occur.

41.1.2 Option 1: Ground feedback and all-pole shutdown (used in this
example)

The ground connection of the connected load must be fed back to the safely switched ground of the
respective output terminal or potential group. (Here: K1 — correct wiring, K2 — incorrect wiring)

safe disconnection
(2-channel, all poles)

1 5 1 5
T 00 o e
230V ~ e 4 ®® o0
. ®9
@ § —C C
Sav = Lo~ > @ ?f ?7 v X

SELV/PELV _c i c
power supply 8
O

@EZIZ
—

S

potential supply standard
terminal terminal
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41.1.3 Option 2: Cable short-circuit fault exclusion

If option 1 is not feasible, the ground feedback and all-pole disconnection can be dispensed with if the
danger of feedback due to a cable short-circuit can be excluded by other measures. The following measures
can be implemented as an alternative.

safe disconnection
(2-channel, one pole) 1 5 1 5 protected cable routing
— 00 o @
P 2 6 2 6
230V ~ 2NN ?_Cf_ O O —/———5
@ = <
24V = ?3 f 2? ?7
SELV/PELV —C o—e—1—C
power supply 4 8 4 8
2l oo
_c
potential supply standard
terminal terminal
Alternative 1: Load connection via separate sheathed cables

The non-safely switched potential of the standard terminal may not be conducted
together with other potential-conducting lines inside the same sheathed cable

Alternative 2: Wiring only inside the control cabinet

All loads connected to the non-safe standard terminals must be located in the same
control cabinet as the terminals. The cables are routed entirely inside the control cabinet.

Alternative 3: Dedicated ground connection per conductor

All conductors connected to the non-safe standard terminals are protected by a separate
ground connection.
Alternative 4: Permanent (fixed) wiring, protected from external damage

All conductors connected to the non-safe standard terminals are permanently installed
and protected from external damage, e.g. through a cable channel or an armored
conduit.

A CAUTION
Fault exclusion

The machine builder or the user is solely responsible for the correct execution and evaluation of the applied
alternatives.

4.1.2 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
41.3 Block formation and safety loops
4.1.3.1 Safety function 1
S1 K1
| EL1904 EL6900 EL2904 —— = e
S2 K2 Functional @
Safety
 Nottaken moaccount, Ka
because interference-free
414 Calculation
41.41 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
S1-B10, 1,000,000
S2 -B10, 2,000,000
K1 -B10, 1,300,000
K2 - B10, 1,300,000
K3 -B10, 1,300,000
K4 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 8
Cycle time (minutes) (T,yqe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours
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41.4.2 Diagnostic Coverage DC

Component Value
S1/S2 with testing/plausibility DC,,;=99%
K1/K2 with testing and EDM DC,,,=99%
K3/K4 with EDM DC,,,=90%
41.4.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

_d,*h,*60
op T

Zyklus

n

and:
B10,

MTTF, = =
> op

Inserting the values, this produces:

S1:
_230*8%*60

n
OP 15

=7360

1.000.000
MITE, = %7360

=1358,7y =11902212h

S2:
. _230%8%60
» 15

2.000.000
MITE, = %7360

=7360
=2717,4y =23804424h

K1/K2/K3/K4:

k Q%
:230 8 60:7360

n,,

1.300.000

MITE, = 3 %7360

=1766,3y =15472788h

and the assumption that S1, S2, K1, K2, K3 and K4 are each single-channel:

MTTF, = %

D

produces for

* —
PFH:O’I*n"” (1 DC): 1-DC
B10, MTTF,
S1
12099 eu0E—10
1358,7*8760
S2
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_1-0,99
2717,4*8760

=4,20E-10

K1/K2

1-0,99

PFH =——»——
1766,3*8760

=6,46E-10

K3/K4

1-0,90

PFH = ——
1766,3*8760

=6,46EF - 09

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

The contactors K1, K2, K3 und K4 are all connected to the safety function. The non-functioning of a
contactor does not lead to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10,
values for K1, K2, K3 and K4 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through contactor contacts, overtemperature in
the control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

, PFH g, + PFH g, - . .
PFH,, = 10— 24 (1= B)* * (PFH g, * PFH 5,)) * T4 PFH 11000 + PFH gy 00, + PFH 120
PFH,, + PFH PFH ., + PFH,
Y Pl 3] 27““) +(1= B)* * (PFH ) * PFH ) *T1+ g+ — &)~ &9 > S+ (1= B)’ * (PFH 5, * PFH ) * T

_B)2* * *
Since the portions (=p) *(PFH,, * PFH ) * T1 are smaller than the rest by the power of ten, they are

neglected in this and all further calculations for the purpose of simplification.

to:

8,40E -10+4,20E -10
2
6,46E—10+2-6,46E—10 +10%* 6,46E—09;—6,46E—09

PFH , =10%*

+1,11E-09+1,03E-09+1,25E-09

+10% *

=4,16E-09

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 oo
MTTF, _;MTTFDn

Dges

as:

1 1 1 1 1 1 1
= + + + + +
MTTF, MTTF, MTTF, MTTF, MTTF, MTTF, MTTF,

Dges D(S1) D(EL1904) D(EL6900) D(EL2904) D(K1) D(K3)

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(= DCprrnry)
MITF p gy = b

(ELxxxx)

Hence:
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1-DC -
MTTFD(EL1904) _ ( o (ELI904)) _ (1 0199) . _ 0,01 1 10288y
(EL1904) 1L1I1IE-09—*8760— 9,72E —06
h y y
(1-DCz15000)) 1-0,99 0,01
MTTFD(EL6900) = PFH EED- = ( 1 ) 7 = I =1108,6y
(EL6900) 1,03E —09—*8760— 9,02E —06
h y y
(1-DC,, ) 1-0,99 0,01
MTTFD(EL2904) = PFH E2° = ( 1 ) A = = 913,2y
(EL2904) 1,25E -09—*8760— 1,1E-05
h y y
1
MTTF,,,, = I I I I I I =206,7y
+ + + + +
1358,7y 1028,8y 1108,6y 913,2y 1766,3y 1766,3y
99% N 99% 99% 99% N 99% 99% 99% 90% 90%
1358,7y 2717,4y 1028,8y 1108,6y 913,2y 1766,3y 1766,3y 1766,3y 1766,3y
DC =
ag 1 1 1 1 1 1 1 1 1
+ + + + + + + +
1358,7y 2717,4y 1028,8y 1108,6y 913,2y 1766,3y 1766,3y 1766,3y 1766,3y
=97,39%
142 Version: 3.2.0

Application Guide TwWinSAFE



BEGKHOFF Potential groups
NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e

Safety integrity level according to Table 3 EN62061
Safety integrity level Probability of a dangerous failure per hour (PFHp)
3 210®°to <107
2 2107 to < 10°
1 >10%to < 10°®
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4.2 Single-pole disconnection of a potential group with
downstream interference-free standard terminals
with fault exclusion (Category 4, PL e)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs of
an EL1904. Testing of the inputs is active, and the signals are checked for discrepancy (200 ms in this case).
The contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of
the output are active for this circuit.

The feedback signals of the contactors K1, K2, K3 and K4 are applied to the EDM input.

Only the 24 V supply to the power contacts of the potential group is switched off with the make contacts of
contactors K1 and K2. The 0 V connection of the power contacts is fed directly back to the 0 V of the power

supply.

The 0 V potentials of all loads and devices that are used have to be at or connected to the same potential.

NOTE

Safety consideration

The EL/KL9110 and EL/KL2xxx terminals used are not an active part of the safety controller. Accordingly,
the safety level attained is defined only through the higher-level safety controller. The standard terminals

are not incorporated in the calculation.

The external wiring of the standard terminals can lead to limitations in the maximum attainable safety lev-
els.

NOTE

Power supply unit requirements

The standard terminals must be supplied with 24 V by an SELV/PELV power supply unit with an output volt-
age limit U,,, of 60 V in the event of a fault.

A CAUTION

Prevention of feedback
Feedback can be prevented by various measures (see further information below):
» No switching of loads with a separate power supply

» Ground feedback and all-pole disconnection
or
cable short-circuit fault exclusion (separate sheathed cable, wiring only inside control cabinet, dedicated
earth connection per conductor)
(used in this example)

Interference-free Bus Terminals

A list of the interference-free Bus Terminals can be found in the Beckhoff Information System under
http://infosys.beckhoff.de.
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Maximum attainable safety level

Avoiding feedback through short-circuit fault exclusion:
DIN EN ISO 13849-1: max.cat. 4 PLe

IEC 61508: max. SIL3

EN 62061: max. SIL2

mE
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protected
cable routing

NOTE

Fault exclusion

Due to the "line short circuit" fault exclusion in the wiring from the interference-free standard output termi-
nals EL/KL2xxx to the load (K3, K4 in this case), a power feed terminal with diagnostic function is not re-
quired in this case. Power feed terminals of type EL/KL9xxx can therefore be used.

The 0 V potentials of the load (K3, K4 in this case) have to be identical to the 0 V potential of the power
supply for the potential group.

A CAUTION
Time delay

Switching off the power supply for the potential group can delay the shutdown of the downstream contac-
tors and actuators. This delay depends on the downstream actuators, loads and lines and must be taken
into account by the user in the safety assessment.
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4.2.1 Notes on prevention of feedback

4211 No switching of loads with a separate power supply

Loads that have their own power supply must not be switched by standard terminals, since in this case
feedback via the load cannot be ruled out.

external
power supply

safe disconnection
(2-channel, all poles)

1 5 1
- o}e) o
i ; 2 6 2
230V ~ e ?_(f_ ¢}
® E —~
= o o¢| |00
SELV/PELV (= o——C

power supply

ol fe
-
O,

potential supply standard
terminal terminal

Exceptions to the general requirement are allowed only if the manufacturer of the connected load guarantees
that feedback to the control input cannot occur.

4.2.1.2 Option 1: Ground feedback and all-pole disconnection

The ground connection of the connected load must be fed back to the safely switched ground of the
respective output terminal or potential group. (Here: K1 — correct wiring, K2 — incorrect wiring)

safe disconnection
(2-channel, all poles)

power supply

1 5 1 5
T 00 @ e
230V ~ 24 \ ® ® 6 o6 [ k1 | [ k2 |
@ ?_?_-c C
sav= o~ e S v x
SELV/PELV _c ? (f c
8
(@)

@EZIZ
—

&

potential supply standard
terminal terminal
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4213

Option 2: Cable short-circuit error exclusion (used in this example)

If option 1 is not feasible, the ground feedback and all-pole disconnection can be dispensed with if the
danger of feedback due to a cable short-circuit can be excluded by other measures. The following measures
can be implemented as an alternative.

230V~

®

24V =

safe disconnection
(2-channel, one pole) 5 protected cable routing

1 5 1
e 00 o @
24V \L\L 2 6 606
- 1
P <

oV

w
~

SELV/PELV
power supply

Alternative 1:

Alternative 2:

Alternative 3:

Alternative 4:

IS
©

A
O* ¢-@-

7

T
8

O

potential supply standard
terminal terminal

Load connection via separate sheathed cables

The non-safely switched potential of the standard terminal may not be conducted
together with other potential-conducting lines inside the same sheathed cable

Wiring only inside the control cabinet

All loads connected to the non-safe standard terminals must be located in the same
control cabinet as the terminals. The cables are routed entirely inside the control cabinet.

Dedicated ground connection per conductor

All conductors connected to the non-safe standard terminals are protected by a separate
ground connection.

Permanent (fixed) wiring, protected from external damage

All conductors connected to the non-safe standard terminals are permanently installed
and protected from external damage, e.g. through a cable channel or an armored
conduit.

alternatives.

Fault exclusion
The machine builder or the user is solely responsible for the correct execution and evaluation of the applied

A CAUTION
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4.2.2 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
4.2.3 Block formation and safety loops
4.2.31 Safety function 1
S1 K1
| EL1904 EL6900 EL2904 —— = e
S2 K2 P o

K3

Not taken into account, K4

because interference-free
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4.2.4 Calculation

4241 PFHD / MTTFD / B10D — values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
S1-B10p 1,000,000
S2 -B10, 2,000,000
K1-B10, 1,300,000
K2 - B10, 1,300,000
K3 -B10p 1,300,000
K4 — B10, 1,300,000
Days of operation (d,,) 230

Hours of operation / day (h,,) 8

Cycle time (minutes) (T.yqe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours
4.2.4.2 Diagnostic Coverage DC

Component Value
S1/S2 with testing/plausibility DC.s=99%
K1/K2 with testing and EDM DC,,,=99%
K3/K4 with EDM DC,,;=90%
4243 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

and:
B10,

MTTF, = =
) op

Inserting the values, this produces:

S1:
 230*8*60

op

=7360

1.000.000
0,1*7360

MTTF, =

D

=1358,7y =11902212h

S2:

_230*8*60

=7360
» 15
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MTTF, :M =2717,4y =23804424h
0,1*7360
K1/K2/K3/K4:
2 * Q%
= 30*8 60:7360
MTTF, :M =1766,3y =15472788h
0,1*7360

and the assumption that S1, S2, K1, K2, K3 and K4 are each single-channel:

MTTF, = %

D

produces for
0.1*n,*(1-DC) 1-DC

PFH = -
B10,, MTTF,
S1
1509 o aop o
1358,7 *8760
S2
PFH =%=4,20E—10
2717,4*8760
K1/K2
PFH :%zé,%E—lo
1766,3*8760
K3/K4
1-090 _ 6,46E —09

" 1766,3*8760
The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

The contactors K1, K2, K3 und K4 are all connected to the safety function. The non-functioning of a
contactor does not lead to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10,
values for K1, K2, K3 and K4 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through contactor contacts, overtemperature in
the control cabinet).

It follows for the calculation of the PFH, value for safety function 1:
. PFH g, + PFH

PFH, =f > E2 4 (1= BY* *(PFH g, * PFH 5,)) * T1+ PFH, ;000 + PFH 1 000, + PFH 11 3004,
PFH. .. + PFH PFH .. + PFH
ppr ey TIT Rk ] U2 4 (1= B)? *(PFH ) * PFH ) ) ¥T1+ p* —— (4 > S+ (1= B)’ * (PFH 3, * PFH ) * T
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— B)* * *
Since the portions (1= B)"*(PFH,, * PFH ) *T1 are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.
to:

8,40E -10+4,20E -10

PFH, =10%* +1,11E-09+1,03E-09+1,25E -09

2
+10% * 6,46E—10;6,46E—10 £10%* 6,46E—O942—6,46E—09

=4,16E-09

Calculation of the MTTF,, value for safety function 1 (under the same assumption):
1 < 1
MTIF, . ,Z‘MTTFDn

Dges

as:

1 1 1 1 1 1 1
+ + + + +
MTTFDge: MTTFD(S 1) MTTFD(EL 1904) MTTFD(EL 6900) MTTFD(EL2904) MTTFD( K1) MTTF

D(K3)

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:

MTTFD(ELxm) = TM
(ELxxxx)
Hence:
(1-DC ;1004 1-0,99 0,01
MTTFD(EL1904) = PFH ELED° = ( 1 ) 7 = 1028,8y
(EL1904) L11E - 092 *8760— 9,72F —06
y
1-DC, _
MTTF _{ ezom) _ (1-0.99) __ou =1108,6y
D(EL6900) PFH 1 h 1
(EL6900) 1,03E —09—*8760— 9,02E — 06—
h y y
1-DC, _
MTTF _ ( (EL2904)) _ (1-0,99) __o0or _ 913,2y
D(EL2904) PFH ] h ]
(£L2904) [, 25E —09—*8760— 11E-05
h y y
! =206
MTTFp,, =—— T 1 ] ] T =206,7y

+ + + + +
1358,7y  1028,8y 1108,6y 913,2y 1766,3y 1766,3y

99% 9% 9% . 9% . 99% 9% _ 9% _ 90% _ 90%
1358,7y  2717,4y 1028,8y 1108,6y 913,2y 1766,3y 17663y 1766,3y 1766,3y
DC, =
avg 1 1 1 1 1 1 1 1 1
+ + + + + + + +
1358,7y  2717,4y  1028,8y 1108,6y 913,2y 1766,3y 1766,3y 1766,3y 1766,3y
=97,39%
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e

Safety integrity level according to Table 3 EN62061
Safety integrity level Probability of a dangerous failure per hour (PFHp)
3 >10%to <107
20 2107 to<10°
1 >10%to < 10°®

*) In accordance with EN 62061 chapter 6.7.7.2, SILCL in restricted to a maximum of SIL2 in relation to
structural constraints for a subsystem that has an HFT of 0 and for which fault exclusions have been applied
to faults that could lead to a dangerous failure.
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4.3 EL2911 potential group with interference-free
standard terminals (Category 4, PL e)

The protective door uses a combination of NC and NO contacts and is wired to safe inputs of the EL2911.
Testing of the inputs is active, and the signals are checked for discrepancy (500 ms in this case). The 24 V
supply of the power contacts of the potential group is switched off at the safe output. The 0 V connection of
the power contacts is fed directly back to the 0 V of the power supply of the EL2911.

The EL2911 monitors a feedback to the 24 V. to the power contacts and enters the module error state as
soon as a voltage higher than 5 V is read in the switched-off state.

The feedback loop of the contactors K3 and K4 is connected to a safe input of the EL2911.

The 0 V potentials of all loads and devices that are used have to be at or connected to the same potential.

NOTE

Safety consideration

The EL2xxx terminals used are not an active part of the safety controller. Accordingly, the safety level at-
tained is defined only through the higher-level safety controller. The standard terminals are not incorpo-
rated in the calculation, but they must be interference-free.

The external wiring of the standard terminals can lead to limitations in the maximum attainable safety lev-
els.

“ Frowes 3 Logi -
on gical connection
oy Tb}‘* ®=°  inEL29M
[ i~ i G G V|
Open . ol
EEESER
gggg%g éz :' S1 ® @ @$0] Monint & Error (D]
AAAA NS AA = S2 ® @ e 0] Monin2 >500
””””” st O OOy EE BE —
HAH RIS F £9] Monin3
AB8|6666 7 #3] Monind >1
oD OC B HE 32
- T -
l—é LR CECTE ¥0] Securet L
%E :5‘ 4 : Bl . Output to 24Vpc
______ 52 m. 90"6 Qmo . -; Delay:gge (ms——MonOut ﬁ- == power contact
i secoorr ecorr § & L MonDelout [
Close K3/K4 @ @ @] EDM1
3] EDM2
K3 | |
K4
protected cable
routing
A CAUTION

Power supply unit requirements

The standard terminals must be supplied with 24 V; by an SELV/PELV power supply unit with an output
voltage limit U,,,, of 36 V in the event of a fault.

A CAUTION

Prevention of feedback
Feedback can be prevented by various measures (see further information below):
* No switching of loads with a separate power supply

 Cable short-circuit fault exclusion (separate non-metallic sheathed cable, wiring only inside control cabi-
net, dedicated earth connection per conductor, fixed installation)
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A CAUTION

Interference-free EtherCAT Terminals

In the potential group connected through the EL2911, only interference-free standard terminals must be
used. A list of the interference-free EtherCAT Terminals can be found in the Beckhoff Information System
under

http://infosys.beckhoff.de.

A CAUTION

Maximum attainable safety level

Avoiding feedback through short-circuit fault exclusion:
DIN EN ISO 13849-1: max.cat.4PLe

IEC 61508: max. SIL3
EN 62061: max. SIL2

A CAUTION
Potential 0V

The 0 V potentials of the load (in this case K3, K4) must be identical to the 0 V potential of the power supply
of the EL2911.

A CAUTION

Time delay

Switching off the power supply for the potential group can delay the shutdown of the downstream contac-
tors and actuators. This delay depends on the downstream actuators, loads and lines and must be taken
into account by the user in the safety assessment.

4.3.1 Notes on prevention of feedback

4311 No switching of loads with a separate power supply

Loads that have their own power supply must not be switched by standard terminals, since in this case
feedback via the load cannot be ruled out.

external
supply

Ol—l
Ou
O'—l
Ou
Or—-
©)

N
a

o~
O
Fe.
|
o~
O
A

2) O7 3 7' 3? ?7
- | P
230 <> ;\:/ 7 s[4 8 = 4 8 h
24V = —LE)//O © ©0°
sepey d

standard

EL2911 .
terminal
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Manufacturer's data

Exceptions to the general requirement are allowed only if the manufacturer of the connected load guaran-
tees that feedback to the control input cannot occur.

A CAUTION

4.3.1.2

Cable short-circuit fault exclusion

The danger of feedback on account of a cable short-circuit must be ruled out through further measures. The
following measures can be implemented as an alternative.

230V~

»

24V =

ov

protected cable routing

1 5|1 5 1 5

O 0|0 O O @

2 62 6' 2 6

00 0 Ol—/——
tH. <
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24V

I__/

SELV/PELV
power supply

Alternative 1:

Alternative 2:

Alternative 3:

Alternative 4

—@ »
O, 0.
e

OJ:
O
o=
O
Ob

&

standard
terminal

EL2911

Load connection via separate sheathed cables

The non-safely switched potential of the standard terminal may not be conducted
together with other potential-conducting lines inside the same sheathed cable

Wiring only inside the control cabinet

All loads connected to the non-safe standard terminals must be located in the same
control cabinet as the terminals. The cables are routed entirely inside the control cabinet.

Dedicated earth connection per conductor

All conductors connected to the non-safe standard terminals are protected by a separate
ground connection.

Permanent (fixed) wiring, protected from external damage

All conductors connected to the non-safe standard terminals are permanently installed
and protected from external damage, e.g. through a cable duct or an armored conduit.

Fault exclusion

The machine manufacturer or the user is solely responsible for the correct execution and evaluation of the
applied alternatives.

A CAUTION
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4.3.2 EL2911 parameters

EL2911

Parameter Value
FSOUT Settings Common -
0x8000:04 — Diag Testpulse active TRUE
0x8000:12 — Output Cross Circuit Detection Delay 1000 ms
FSIN Settings Common -
0x8010:02 - MultiplierDiagTestPulse 0x01
0x8010:04 — Diag TestPulse active TRUE

FSIN Settings Channel

0x8011:01 — Channel 1.InputFilterTime

0x0014 (2 ms)

0x8011:02 — Channel 1.DiagTestPulseFilterTime

0x0002 (0.2 ms)

0x8011:04 — Channel 2.InputFilterTime

0x8011:05 — Channel 2.DiagTestPulseFilterTime

0x8011:07 — Channel 3.InputFilterTime

0x0014 (2 ms)

0x8011:08 — Channel 3.DiagTestPulseFilterTime

0x0002 (0.2 ms)

0x8011:0A — Channel 4.InputFilterTime

0x0014 (2 ms)

0x8011:0B — Channel 4.DiagTestPulseFilterTime

0x0002 (0.2 ms)

FB MON

Parameter Value
Reset Time (ms) (Port EDM1) 1000
Discrepancy Time (ms) (port MonIn1/MonlIn2) 500
Safe Inputs After Disc Error TRUE

4.3.3 Block formation and safety loops

4.3.31 Safety function 1

S1 [T

t EL2911 —

S2 v

Not taken into account,
because interference-free

K3

K4

Functional
Safety o
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4.3.4 Calculation

43.41 PFHD / MTTFD / B10D — values

Component Value

EL2911 — PFH, 4 .50E-09
S1-B10, 1,000,000

S2 -B10, 2,000,000

K3 -B10, 1,300,000

K4 —B10, 1,300,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 8

Cycle time (minutes) (T.yqe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

4.3.4.2 Diagnostic Coverage DC

Component

Value

S1/S2 with testing/plausibility

DC,,;=99%

K3/K4 with EDM

DC,,,=90%

4343 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

Lyl *60
op T

Zyklus

and:
B10,

0.1%n,

MTTF, =

Inserting the values, this produces:

S1:
 230*8*60

=7360
» 15

MTTF. — 1.000.000

»= =1358,7y =11902212h
0,1*7360

S2:

230*8*60
n == ° 70

=7360
o 15

2.000.000
MITE, = 7360

=2717,4y =23804424h

K3/K4:
_230%8*60

op

=7360
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1.300.000
MITE, = T+ 7360

=1766,3y =15472788h

and the assumption that S1, S2, K3 and K4 are each single-channel:

MTTF, = %

D

produces for
O,I*nop*(l—DC) _1-DC

PFH = =
B10,, MTTF,
S1
:% =8,40E-10
1358,7 *8760
S2
__ 12099 4 o0E-10
2717,4%8760
K3/K4
1-090 _ 6,46E —09

" 1766,3*8760
The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

The contactors K3 und K4 are both connected to the safety function. The non-functioning of a contactor does
not lead to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K3
and K4 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through contactor contacts, overtemperature in
the control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

, PFH g, + PFH,;,

PFH,, =J 3 +(1-p) *(PFH g, * PFH ,))*T1+ PFH 5,
PFH ., + PFH
HpH S (1= BY *(PFH ) * PFH ) *T1

(1-B)* *(PFH,, * PFH,

(}’))*Tl

Since the portions are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:

8,40E —10+4,20E —10 +4’50E_09+10%*6,46E—09+6,46E—09

PFH,, =10%*
& 2 2

=5,21E —09

Calculation of the MTTF,, value for safety function 1 (under the same assumption):
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1 Lo
MTTF,,, < MITF,,
as:
(R 1 L1
MTTFDges MTTFD(SI) MTTFD(EL2911) MTTFD(K3)

If only PFH, values are available for EL2911, the following estimation applies:
(1 _DC(ELxxxx))

MTTFD (ELxxxx =
: PFH(ELxxxx)
Hence:
T _(1=DCgyanny) _ (1-0,99) __ 001 e
D(EL2911) PFH 1 h 1
(EL2911) 4,50E -09—*8760— 3,94FE - 05—
h y y
1
MTTF,,, =— 1 =190y
+ +
1358,7y 253y  1766,3y
DC + DC + DC + DC + DC
pe 2 MTTFysy  MTTEys)  MTTFyps,  MTTFy  MTTFy
o 1 1 1 1 1
+ + + +
MTTF,, MTTF,, MTTE, ., MTTE,, MTTF,,,

909% . 99% 9% . 90% _ 90%
Dcwg:13521;,7y 271'17,4y 2513y 176?,3y 176?,3y:97’35%
+ + + +
1358,7y  2717,4y 253y 1766,3y 1766,3y
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTF,
low a - a b b c -
medium b - b c C d -
high - C c d d d =
Safety integrity level according to Table 3 EN62061
Safety integrity level Probability of a dangerous failure per hour (PFHp)
3 >10%to <107
20) 2107 to <10°
1 >210°to <10°

*) In accordance with EN 62061 chapter 6.7.7.2, SILCL is restricted to a maximum of SIL2 in relation to
structural constraints for a subsystem that has an HFT of 0 and for which fault exclusions have been applied
to faults that could lead to a dangerous failure.
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4.4 EPP potential group with EPP9022-9060
(Category 4, PL e)

The protective door uses a combination of NC and NO contacts and is wired to safe inputs of the first
EL2911 (1). Testing of the inputs is active, and the signals are checked for discrepancy (500 ms in this
case). The 24 V supply Up of the potential group is switched off at the safe output of the second EL2911 (2).
The 0 V connection is fed directly back to the 0 V of the power supply of the EL2911. The 0 V potentials of
the two EL2911s are at the same potential or are bridged.

The feedback loop of the contactors K3 and K4 is connected to a safe input of the EL2911.

The 0 V potentials of all loads and devices that are used have to be at or connected to the same potential.

Diagnostics

No fault exclusion can be used for the EtherCAT p cable because Us and Up are located in a common
sheathed cable and there is no dedicated earth connection per cable.

Firstly, for diagnosis of whether there is a feedback or cross-circuit on the EtherCAT p cable, the voltages Us
and Up are measured by the EPP9022-9060 EtherCAT p Box and transmitted by TwinSAFE SC as an
analog value to the EL2911. Corruption of the analog signals on the communication path is thus ruled out.
Secondly, the EL2911 monitors a feedback to the 24 V. of the safe output and enters the module error state
as soon as a voltage higher than 5 V is read in the switched-off state.

NOTE

Safety consideration

The EPP2xxx boxes used are not an active part of the safety controller. Accordingly, the safety level at-
tained is defined only through the higher-level safety controller. The standard boxes are not incorporated in
the calculation.

The external wiring of the standard boxes can lead to limitations in the maximum attainable safety level
(See also Notes on prevention of feedback [P_164]).
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A CAUTION

Power supply unit requirements

The standard terminals must be supplied with 24 V; by an SELV/PELV power supply unit with an output
voltage limit U,,,, of 36 V in the event of a fault.
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A CAUTION

Prevention of feedback
Feedback can be prevented by various measures (see further information below):
» No switching of loads with a separate power supply

« Cable short-circuit fault exclusion (separate non-metallic sheathed cable, wiring only inside control cabi-
net, dedicated earth connection per conductor, fixed installation)

A CAUTION

Maximum safety response time

The maximum time for detecting a fault (Fault Detection Time) occurs when detecting of a fault by reading

the feedback circuits of the contactors K3 and K4, as this time is typically very much longer than detection

by reading back the voltages on the EL2911 and the EPP9022-9060. The time is set in the safety logic and
should be set large enough to enable fast error detection, but so that the availability of the machine is also

ensured.

The Fault Reaction Time results from the input filter time of the EL2911 (the safe input to which the feed-
back loop is connected), double the cycle time of the logic program running on the EL2911 (can also be
read from the CoE objects) and the release time of the contactors K3 and K4 after the voltage at the output
of the EL2911 has been switched off. The time is strongly dependent on the actuators employed.

These two times added together result in the Safety Response Time.

SafetyResponseTime = FaultDetectionTime + FaultReactionTime
= EDMtime + InputfilterTimeEL2911+ 2 * LogicCycleTime + SwitchOffTimeAktuators

This Safety Response Time must be referred to and checked by the user or machine manufacturer for the
safety assessment of his application.

Safety application

If the safe output of the EL2911 (2) for Up is switched off, the analog value for Up transmitted via
TwinSAFE SC must signal a value smaller than 5 V. If this is not the case, both EL2911 outputs (1) + (2)
must be switched off. This is implemented, for example, via an EDM function block, which is programmed in
a TwinSAFE group with the outputs Us and Up and thus switches off the entire group and all outputs
configured within it in case of error.

Furthermore, in the case of a module error, the EL2911 (2) for Up and the EL2911 (1) for Us must be
switched off.

A CAUTION

Implementation of the safety application

The user or machine manufacturer is solely responsible for the correct implementation and testing of the
safety application.
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Example of a safety application

Doorin1 PO
Doorin2

UpAnalogValue }0] |

NOTE

Feedback loop

For clarity the feedback loop of the actuators K3 and K4 is not shown, but it must be taken into account by
the user.

NOTE
Maximum attainable safety level

Avoiding feedback through short-circuit fault exclusion:
DIN EN ISO 13849-1: max.cat. 4 PLe

IEC 61508: max. SIL3

EN 62061: max. SIL2

NOTE
Potential 0 V

The 0 V potentials of the load (in this case K3, K4) must be identical to the 0 V potential of the power supply
of both EL2911s.

Application Guide TwinSAFE Version: 3.2.0 163



Potential groups BEGKHOFF

A CAUTION

Time delay

Switching off the power supply for the potential group can delay the shutdown of the downstream contac-
tors and actuators. This delay depends on the downstream actuators, loads and lines and must be taken
into account by the user in the safety assessment.

441 Notes on prevention of feedback

4411 No switching of loads with a separate power supply

Loads that have their own power supply must not be switched by standard boxes, since in this case
feedback via the load cannot be ruled out.
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power supply

EL2911 standard standard
EPP box EPP box

A CAUTION

Manufacturer's data

Exceptions to the general requirement are allowed only if the manufacturer of the connected load guaran-
tees that feedback to the control input cannot occur.
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441.2 Cable short-circuit fault exclusion

The danger of feedback on account of a cable short-circuit must be ruled out through further measures. The
following measures can be implemented as an alternative.
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SELV/PELV
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Alternative 1:

Alternative 2:

Alternative 3:

Alternative 4-:

O-b
Oo
o=
O
&

[x]

/] protected cable routing
00
O O

EL2911 standard standard
EPP box EPP box
Load connection via separate sheathed cables

The non-safely switched potential of the standard terminal may not be conducted
together with other potential-conducting lines inside the same sheathed cable

Wiring only inside the control cabinet

All loads connected to the non-safe standard terminals must be located in the same
control cabinet as the terminals. The cables are routed entirely inside the control cabinet.

Dedicated earth connection per conductor

All conductors connected to the non-safe standard terminals are protected by a separate
ground connection.

Permanent (fixed) wiring, protected from external damage

All conductors connected to the non-safe standard terminals are permanently installed
and protected from external damage, e.g. through a cable duct or an armored conduit.

Fault exclusion

The machine manufacturer or the user is solely responsible for the correct execution and evaluation of the
applied alternatives.

A CAUTION
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4.4.2 EL2911 parameters

EL2911 (applies to all EL29115s)

Parameter Value
FSOUT Settings Common -
0x8000:04 — Diag Testpulse active TRUE
0x8000:12 — Output Cross Circuit Detection Delay 1000 ms
FSIN Settings Common -
0x8010:02 - MultiplierDiagTestPulse 0x01
0x8010:04 — Diag TestPulse active TRUE

FSIN Settings Channel

0x8011:01 — Channel 1.InputFilterTime

0x0014 (2 ms)

0x8011:02 — Channel 1.DiagTestPulseFilterTime

0x0002 (0.2 ms)

0x8011:04 — Channel 2.InputFilterTime

0x8011:05 — Channel 2.DiagTestPulseFilterTime

0x8011:07 — Channel 3.InputFilterTime

0x0014 (2 ms)

0x8011:08 — Channel 3.DiagTestPulseFilterTime

0x0002 (0.2 ms)

0x8011:0A — Channel 4.InputFilterTime

0x0014 (2 ms)

0x8011:0B — Channel 4.DiagTestPulseFilterTime

0x0002 (0.2 ms)

FB MON

Parameter Value
Reset Time (ms) (Port EDM1) 1000
Discrepancy Time (ms) (port MonIn1/MonlIn2) 500
Safe Inputs After Disc Error TRUE

4.4.3 Block formation and safety loops
4431 Safety function 1

s1 K3

EL2911 —— EL2911 —é
s2 K4
Must not be taken into account Functional @
Safety
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44.4 Calculation

4441 PFHD / MTTFD / B10D — values

Component Value

EL2911 — PFH, 4 .50E-09
S1-B10, 1,000,000

S2 -B10, 2,000,000

K3 -B10, 1,300,000

K4 —B10, 1,300,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 8

Cycle time (minutes) (T.yqe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

4442 Diagnostic Coverage DC

Component

Value

S1/S2 with testing/plausibility

DC,,;=99%

K3/K4 with EDM

DC,,,=90%

4443 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

Lyl *60
op T

Zyklus

and:
B10,

0.1%n,

MTTF, =

Inserting the values, this produces:

S1:
 230*8*60

=7360
» 15

MTTF. — 1.000.000

»= =1358,7y =11902212h
0,1*7360

S2:

230*8*60
n == ° 70

=7360
o 15

2.000.000
MITE, = 7360

=2717,4y =23804424h

K3/K4:
_230%8*60

op

=7360
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1.300.000
MITE, = T+ 7360

=1766,3y =15472788h

and the assumption that S1, S2, K3 and K4 are each single-channel:

MTTF, = %

D

produces for
O,I*nop*(l—DC) _1-DC

PFH = =
B10,, MTTF,
S1
:% =8,40E-10
1358,7 *8760
S2
__ 12099 4 o0E-10
2717,4%8760
K3/K4
1-090 _ 6,46E —09

" 1766,3*8760
The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

The contactors K3 und K4 are both connected to the safety function. The non-functioning of a contactor does
not lead to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K3
and K4 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through contactor contacts, overtemperature in
the control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

, PFH g, + PFH,;,

PFH,, = > +(1= B) *(PFH 5, * PFH 3,)) * T+ PFH, 50, + PFH 5,50,
PFH ., + PFH,
+ﬂ*w+(l_ﬂ)z *(PFH 3 * PFH ) *T1

(1-B)* *(PFH,, * PFH,

(}’))*Tl

Since the portions are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:

8,40E—10+4,20E—10+4’50E_09+4,50E_09+10%*6,46E—09+6,46E—O9

PFH,, =10%*
& 2 2

=9,71E-09

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

168 Version: 3.2.0 Application Guide TwWinSAFE



BEGKHOFF Potential groups

1 Lo
MTTF,,, < MITF,,
as:
1 1 1 1 1
= + + +
MTTFDges MTTFD(sn MTTFD(EL2911) MTTFD(EL2911) MTTFD(K3)

If only PFH, values are available for EL2911, the following estimation applies:
(1 _DC(ELxxxx))

MTTFD(ELxxxx =
: PFH(ELxxxx)
Hence:
T _(1=DCgyanny) _ (1-0,99) __ 001 e
D(EL2911) PFH 1 h 1
(EL2911) 4,50E -09—*8760— 3,94FE - 05—
h y y
1
MTTF,,, =— 1 1 =108y
+ + +
1358,7y 253y 253y  1766,3y
DC + DC + DC + DC N DC 4 DC
DC — MTTFD(SI) MTTFD(SZ) MTTFD(ELZ9II) MTTFD(ELZQI]) MTTFD(KS) MTTFD(K4)
o 1 1 1 1 1 1
+ + + + +
MTTFD(SI) MTTFD(SZ) MTTFD(EI_2911) MTTFD(EL2911) MTTFD(K}) MTTFD(K4)

909% . 99% 9%  99% . 90% _ 90%
Dcwg:13521;,7y 271'17,4y 2513y 2513y 176?,3)} 176?,3)/:98’00%
+ + + + +
1358,7y  2717,4y 253y 253y 1766,3y 17663y
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTF,
low a - a b b c -
medium b - b c C d -
high - C c d d d =
Safety integrity level according to Table 3 EN62061
Safety integrity level Probability of a dangerous failure per hour (PFHp)
3 >10%to <107
20) 2107 to <10°
1 >210°to <10°

*) In accordance with EN 62061 chapter 6.7.7.2, SILCL is restricted to a maximum of SIL2 in relation to
structural constraints for a subsystem that has an HFT of 0 and for which fault exclusions have been applied
to faults that could lead to a dangerous failure.
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5 STO/SS1 functions

5.1 AX8xxx-x1xx STO function (Category 4, PL e)

The protective door is wired with an NC/NO contact combination to safe inputs of an EL1904. The test
pulses of the inputs are activated. Within the TwinSAFE logic the protective door is connected to an FB Mon
and the directly switching output is used to inform the NC controller that, for example in 500 ms, an STO will
be executed and a stop ramp is therefore to be driven.

After 500 ms, for example, the AX8xxx-x1xx will be informed via the delayed-switching output that STO is to
be activated.

In this example it is assumed that, with the opening of the door and the delayed switching of the AX8xxx-
x1xx, the machine is in a safe state after STO before the hazard point can be reached by the user.

The machine manufacturer must assess the machine and the application.

If another application is to be executed on the drive, this can be implemented through a customer-specific
logic application on the AX8xxx-x1xx.

PLC/NC
o
— . .
" E logical connection to
"
- T ! the PLC / NC
| 3]
T safeMon 4 v A  eccccee
Open "'=" {gﬁ . ) M : : e Logical connection
= 1 HEH - - g
ﬁ-m. . " ad inside the EL69xx or
!g ] Restart : : =E FSoE connection
******* s gE o me
\\ == $5] Monint & Error [0 . A8
L} $3] Monin2 :> 200 " o
B — " - -
!;i #3] Monln3 " GO
A 6 #9] Monlnd > ' )
—-= =1 i iitore
[N Y e |
2 A & ‘o
" b $0] securet ‘.0
f . ; S = B ]
" -
. Delay Time (m: onlut Dle s eee seee
500 onDelOut %[.)T- -------- m"
¥a] EDM1
$0] EDM2

Application Guide TwWinSAFE Version: 3.2.0 171



STO/SS1 functions

BECKHOFF

51.1 Parameters of the safe input and output modules
EL1904

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active -

Sensor test channel 4 active -

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
MON FB parameter

Parameter Value
Discrepancy Time (ms) (port Monin1/MonIn2) 200

Safe Inputs After Disc Error TRUE

MON Delay Time 500

5.1.2 Block formation and safety loops
5.1.21 Safety function 1
S1
EL1904 — EL6910 — AX8XXX-X1XX —
Fug:'lit:ynalg
S2
51.3 Calculation
5.1.31 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL6910 — PFH, 1.79E-09
AXBxxx-x1xx - PFHy 3.04E-09
S1-B10, 1,000,000
S2 -B10, 2,000,000
K1 -B10, 1,300,000
K2 - B10p 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,qe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours
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5.1.3.2 Diagnostic Coverage DC

Component Value

S1 with testing and plausibility check DC,,;=99%
AX8xxx-x1xx STO function DC,,;>99%
5.1.3.3 Calculation of safety function 1

Calculation of the performance level according to EN ISO 13849-1:2015

Calculation of the MTTF, values from the B10, values

From:

230*16*60

n
” 15

=14720

and:

B10,

0,1%n,,

MTTF, =

Inserting the values, this produces:

S1
_230*16*60

n
o 15

=14720

1.000.000

MTTF, =——— =
P0,1%14720

679y

S2

=14720

op

_230*16*60
5

MTTF, = 2:000.000 =1358y
0,1*14720

The total MTTF, value is calculated based on the following formula:

1 < 1

MTTF,,, —“ MITF,,
as:
1 1 1 1 1
= + + +
MTTF,, ~ MTTF, MTTF, MTTF, 5000 MTTE, g i

Dges D(S1) D(EL1904)

If only PFH, values are available for EL1904, EL6910 and AX8xxx-x1xx, the following estimation applies:

(1 -D C( Eme))

MTTF,,, .. =
D(ELxxxx) PFH( oo
Hence:
1-DC, _
MTTF 1) 1000 = ( i ) (1 0199) = 0.01 1088y
(EL1904) 1L11E-09—*8760— 9,72E — 06—
h y y
(I-DC ) 1-0,99 0,01
MTTFD(EL6910) = PFH EED- = ( 1 ) A = I =637y
(EL6910) 1,79E—09Z*8760— 15,68E — 06—
Yy y
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(1 _DC(AXS)cxxfleax)) _ (1 _0599) _ 0701

(AX8xxx—xlxx) =
PFH paxseavic 3,04 — 09% #8760" 2,66 051
¥ y

MTTF, =375y

MTTE,,, =— o =149y

+ +
679y 1028y 637y 375y

pc_ . pc . pC__ . DC_ DC
DC = MTTFD(SI) MTTFD(sz) MTTFD(EL1904) MTTFD(ELsolo) MTTFD(AXSXL\'—xlxx)
g 1 1 1 1 1
+ + + +

MTTFD(SI) MTTFD(SZ) MTTFD(EL1904) MTTFD(EL6910) MTTFD(AXSxxx—xlxx)

99%  99%  99%  99%  99%

679y 1358y | 1028y 637y 375
pc. =27Y Y Y Y Y ~99,00%

@ =] 1 1 1 1
+ + + +
679y 1358y 1028y 637y 375y

NOTE

Category
This structure is possible up to category 4 at the most.

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.
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Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium - c c d -
high - c c d d d e
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Calculation of PFH,, values according to EN 62061

with the assumption that S1 and S2 are each single-channel:

MTTF, = %

D

produces for

0.1%n, *(1-DC) 1-
prpy, < 211 "4=DC)_ 1-DC

B10, ~ MTTF,
S1:
PFH, = 1099 _ 1,68E — 09
679 *8760
S2:
PFH 1-0,9 =8,41E—10

? 7 1358*8760
The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

P, = pr o

Dges 2

* PFH s 1- B)* *(PFH ., * PFH *T1+ PFH PFH PFH
+( ﬁ) ( D(S1) D(SZ)) + D(EL1904)+ D(EL69]0)+ D(AX 8xxx—xlxx)

_ a2
Since the portion (=B *(PFH s * PFH ) * T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:
PFH,,, =10%* 1,685 _09;’8’4“5_10 +1L11E =09 +1,79E — 09+ 3,04E — 09
=6,07E —09
Safety integrity level Probability of a dangerous failure per hour (PFHp)
3 >10°to <107
2 >107 to < 10°
1 >10%to < 10°

NOTE

Safety integrity level

The application meets the requirements of safety integrity level SIL3 according to EN 62061.
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5.2 Drive option AX5801 with SS1 stop function
(Category 4, PL e)

By activating the emergency stop button inputs EStopIn1 and EStopIn2 of FB ESTOP are switched to state
“0”, resulting in outputs EStopOut and EStopDelOut of FB ESTOP being switched to state “0”. As a result, a
quick stop command is issued to the PLC and therefore the AX5000 via EtherCAT. The output EStopDelOut
of the ESTOP FB ensures that, after the expiry of a specified delay time (in this case e.g. 1000 ms), the 24 V
supply of the safety option AX5801 is interrupted and the internal relays of the AX5801 are thus de-
energized. The two channels (motors) are switched torque-free via the internal switch-off paths of the
AX5000.

Testing and checking for discrepancy are activated for the input signals. The testing of the outputs is also
active. The relays of the 4 AX5801 option cards are wired in parallel to a safe output of the EL2904. The
feedback loops are wired in series to a safe input. The restart signal is wired to a non-safe input.
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5.21 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic

EL2904

Parameter Value

Current measurement active Yes

Output test pulses active Yes

5.2.2 Block formation and safety loops

5.2.21 Safety function 1

— s1 —  EL1904 |— EL6900 —  EL2904  t-----
AX5801 — AX5801 —— AX5801 |— AX5801 Functonal
AX5801 — AX5801 —— AX5801 +— AX5801
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5.2.3 Calculation

5.2.31 PFHD / MTTFD / B10D — values

Component Value

EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
AX5801 - B10, 780,000
S1-B10, 100,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 8

Cycle time (minutes) (T.yqe) 60 (1x per hour)
Lifetime (T1) 20 years = 175200 hours

5.2.3.2 Diagnostic Coverage DC

Component Value

S1 with testing/plausibility DC,,,=99%
AX5801 DC,,;=99%
5.2.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

d, *h,*60

n =

v TZyklu.v
and:
MTTF, = B10,
0,1*n

op
Inserting the values, this produces:
S1:
230*8*60
n,=———
? 60

100.000
MITE, = 1840

=1840

=543,5y =4761060A

AX5801:

* Q%
”0,72230 8 60:1840

780.000
0,1*1840

MTTF, =

D

=4239,1y =37134516h

B10,, 780.000

18401

y

T,

100 =

=423y

Application Guide TwWinSAFE

Version: 3.2.0

179



STO/SS1 functions BEGKHOFF

and the assumption that S1 is single-channel:

MTTF, = %

‘D

produces for
0.1%*n,*(1-DC) 1-DC

PFH = -
BI0,, MTTF,
S1:
prr =209 _ 2,10E — 09
543,5%8760
AX5801:
PFH 1-099 _ 2,70E -10

" 4239,1%8760
The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

4% PFH 5o + 4% PFH 560,
PFH,, = PFH g, + PFH o, + PFH ;0 + PFH, +B* (AX3801 AXSH0D

(EL2904) >
+4% (1 _ﬂ)z * (PFH(AXSSOI) * PFH(AXSSOI)) *T1

_ 2
Since the portion (=p) *(PFH, * PFH,))*T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

4*2,70E -10+4%*2,70E -10

PFH , =2,10E-09+1L11E-09+1,03£-09+1,25E - 09 +10% * 2 =5,60E —-09
Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 Z 1
MTTF,,, ‘S MTTF,,
as:

1 1 1 1 1 1 1 1 1

= + + + + + + +
MTTFDges MTTFD(S]) MTTFD(EL1904) MTTFD(ELGQOO) MTTFD(ELZQ[M) MTTFD(AXSXO]) MTTFD(AXSSOI) MTTFD(AXSSOI) MTTFD(AXSXO])
with:
B10
MTTF,, =——32
PED 0,1,
BIOD(AXSSOI)

MTTFD(AXSSO]) = 0.1% n,

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:
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(1 -D C( Eme))

MTTF, o) =
e : PFH( ELxxxx)
Hence:
(I1-DC, ) (1-0,99 0,01
MTTFD(EL1904) — o (EL1904)) : ) - — : _ 1028,8)/
(EL1904) 1L11E-09—*8760— 9,72E —06
h y y
1-DC _
MTTFD(EL6900) _ ( o (EL6900)) _ @ 0,199) = 0,01 1 1108,6y
(EL6900) 1,03E - 09—*8760— 9,02E —06
h y y
(1= DC 15004 1-0,99 0,01
MTTFD(EL2904) = PFH E20° = ( 1 ) 7 = I =913,2y
(EL2904) 1,25E -09—*8760— 1,1E—-05—
h y y
1
MTTF, =

Dees 1 1 1 1 1 1 1 1

=173,8y
+ + + + + + +
543,5y 1028,8y 1108,6y 913,2y 4239,1y 4239,1y 4239,1y 4239,1y

99% , 9% 9% . 9% . 99% ., 99% 9% . 9% . 9% ., 99% _ 9% . 9%
543,5y 10288y 1108,6y 9132y 42391y 4239,1y 42391y 4239,y 4239,1y 4239,1y 4239,1y 42391y
DC, =
g 1 1 Lo 1 1 1 1 1 1 1 1

+ + + + + + + + + +
543,5y 10288y 1108,6y 913,2y 42391y 4239,1y 42391y 4239,y 4239,1y 4239,1y 4239,1y 42391y
=99,00%
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NOTE

Category

This structure is possible up to category 4 at the most.

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b c -
medium b - c c d -
high - C c d d d e
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5.3 STO function with EL72x1-9014 (category 3, PL d)

The following application example shows how the EL72x1-9014 can be wired together with an EL2904 in
order to implement an STO function according to EN 61800-5-2.

A protective door (S1 and S2) and a restart signal (S3) are logically linked on an ESTOP function block. The
EStopOut signal is transferred to the NC controller, with which, for example, the Enable signal of the
EL72x1-9014 can be switched. The STO input of the EL72x1-9014 is operated via the delayed output
EStopDelOut. The EL72x1-9014 supplies the information that the STO function is active via the standard
controller. This information is transferred to the EDM input of the ESTOP function block and additionally to
the EDM function block in order to generate an expectation for this signal.

Controller PLC / NC

logical connection logical connection
in PLC / NC in EL69xx

Restart
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IGIH g!H GIHGE#IIIIE'

"
[ : :
[
'
- ] [ : : :
o0 I o
s " ]
' ] [
' ] [
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ps ------ ¥ g1 S ] gstopinz | > 1000 o
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i H Bl v 4 ! STOactive >EDM
41 a8 H £] eStopin? EStopOut->NC 3 4 ' CCTTTTTEETESEeeeS
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EL2904

STO-Signal

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

If the risk analysis returns the result that a restart is to be realized in the safety controller, then the restart
must also be placed on a safe input.
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Wiring only inside the control cabinet

The wiring between the EL2904 and the STO input of the EL72x1-9014 must be located in the same control
cabinet in order to be able to assume a fault exclusion for the cross-circuit or external power supply of the
wiring between EL2904 and EL72x1-9014.

The evaluation of this wiring and the evaluation of whether the fault exclusion is permissible must be done
by the machine manufacturer or user.

NOTE

Calculation EL72x1-9014

The EL72x1-9014 is not taken into account in the calculation of the Performance Level according to
DIN EN ISO 13849-1 since it behaves interference-free to the safety function.

The PFH, value goes into the calculation according to EN 62061 with a value of 0.

5.3.1 Parameters of the safe input and output terminals
EL1904
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active No
Output test pulses active Yes
5.3.2 Block formation and safety loops
5.3.21 Safety function 1

S1

t EL1904 EL6900 EL2904 —
S2 _i,,;,,,,,,,_,,,,_,i \ F“g:,‘;g;«'*'@
interference-free
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5.3.3 Calculation

5.3.3.1 PFHD / MTTFD / B10D - values

Component Value

EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
EL72x1-9014 - PFH, 0.00

S1-B10, 1,000,000

S2 -B10, 2,000,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T,yq) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours
5.3.3.2 Diagnostic Coverage DC

Component Value

S1/S2 with testing/plausibility DC,,;=99%
EL2904 with testing DC,,;=99%
5.3.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

_d,*h,*60
op T

Zyklus

n

and:

Bl0,,
0,1%n,,

MTTF, =

Inserting the values, this produces:

S1:
* *
n :230 16 60:14720
v 15
MTTF, :M =679,3y =5951087h
0,1*14720
S2:
* *
Ui
MTTF, —M:1358,7y:11902174h

0,1%14720
and the assumption that S1 and S2 are each single-channel:

MTTF, = %

D
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produces for

0,1%n,_*(1-DC) |-
prry = 21 " )_1-DC

B0, ~ MTTF,
S1:
PFH :%:1,6%—09
S2:
109 _ 8,4E—10

" 1358,7%8760
The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

. PFH 5, + PFH g,

PFH,, =J 2

+ (1 - ﬁ)z * (PFH(SI) * PFH(SZ)) * T1+ PFH(EL19O4) + PFH(EL6900) + PFH(EL2904) +PFH

(EL72x1-9014)

(1-B)* *(PFH

(1)

: . *PFH ,)*T1 . s :
Since the portion 52 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

PFH, =10%* 1’68E_09;1’68E_09 +1L11E-09+1,03E =09 +1,25E — 09 + 0,00 = 3,558 E — 09

Calculation of the MTTF, value for safety function 1 (under the same assumption):

1 Lo
MTTF, _;MTTFDH

Dges

as:
1 1 1 1 1
= + + +
MTTFDges MTTFD(SI) MTTFD(EL19O4) MTTFD(EL69OO) MTTFD(EL29O4)
with:
B10
(S1)
MTTF,, = 0 l*Dn]
4 op
B10
MTTF,, = 5 1:(:2)
) op

If only PFH, values are available for EL1904, EL6900 and EL2904, the following estimation applies:

(1-DC 1)
MTTFD(Eme) = PFH e
(ELxxxx)
Hence:
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1-DC, _
MTTE} g11000) = ( PFH tusny) = a 0i99) i 0,01 = 1028,8y
(EL1904) 1,11E—09;*87607 9,72E - 06—
y
(1= DC 1z 6900)) 1-0,99 0,01
MTTFD(EL6900) = PFH EED- = ( 1 ) 7 = I =1108,6y
(EL6900) 1,O3E—-09—*8760— 9,02E — 06—
h y y
(1= DCl12908)) 1-0,99 0,01
MTTFD(EL2904) = PFH E2° = ( 1 ) A = I =913,2y
(EL2904) 1,25E -09—*8760— 1,1E-05
h y y
1
MTTF,,,, = ] ] ] ] =2252y

+ + +
679,3y  1028,8y 1108,6y 913,2y
99% 9% . 99% 99%  99%

+ +
pe - 8793y 13587y 10288y 1108,6y 913.2y _gg 100,

e
[ R
679,3y 1358,7y 10288y 1108,6y 9132y
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A CAUTION
Category
This structure is possible up to category 3 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
54 STO function with IndraDrive (category 4, PL e)

The following example shows the application of the safe EL2904 outputs in conjunction with a BOSCH
Rexroth IndraDrive for realizing an STO function on this drive.

As an example, a protective door is wired to a safe input (in this case EL1904) together with a restart signal
in two-channel mode. Within the TwinSAFE Logic, these signals are used at an ESTOP function block.
Switching of the ESTOP function block is delayed and is used for the two safe EL2904 outputs. The
EStopOut output can be used to stop the drive electrically via the NC controller .

One output of the EL2904 is wired to STO input X49.1 of the Bosch Rexroth IndraDrive, the other output is
wired to X49.3. The corresponding GND connection (X49.2) is taken back to the EL2904 to illustrate that the
EL2904 and the IndraDrive use the same ground potential of the 24 V supply.
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Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

541 Parameters of the safe input and output terminals
EL1904

Parameter Value

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic

EL2904

Parameter Value

Current measurement active No

Output test pulses active Yes
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5.4.2 Block formation and safety loops
5.4.21 Safety function 1
S1
EL1904 EL6900 EL2904 IndraDrive
S2 \ Fug:'l‘i::;al @
54.3 Calculation
5.4.31 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
Bosch Rexroth IndraDrive" - PFH, 0.50E-09
Bosch Rexroth IndraDrive" - MTTF > 200 years
S1-B10, 1,000,000
S2 - B10, 2,000,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T.yqe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

" Please note the information provided in the Bosch Rexroth user documentation

5.4.3.2 Diagnostic Coverage DC

Component Value
S1/S2 with testing/plausibility DC,,,=99%
EL2904 with testing DC,,,=99%
Bosch Rexroth IndraDrive" DC..,;=99%

" Please note the information provided in the Bosch Rexroth user documentation

5.4.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:
oy, 60
op T

Zyklus

and:
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B10,

%
0,1 n,,

MTTF, =

Inserting the values, this produces:

S1:
_230*16*60

op

=14720

MITE. = 1.000.000

H=—————=0679,3y =5951087h
0,1*14720

S2:
_ 230*16*60

op

=14720

MTTF, = 2:000.000 =1358,7y =11902174h
0,1*%14720

and the assumption that S1 and S2 are each single-channel:

MTTF, = %

D

produces for

O,I*nop*(l—DC)_ 1-DC

PFH = -
B10,, MTTF,
S1:
prp = 12099 _ 1,68E —09
679,3*8760
S2:
PFH 1-09 _ 8,4E-10

" 1358,7*8760
The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains tables (Table F.1: Criteria for determining the CCF, and
Table F.2: Estimation of the CCF factor(3)), which can be used to determine the 3 factor precisely.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely at
the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

It follows for the calculation of the PFH, value for safety function 1:

, PFH g, + PFH

PFH,, =J D+ { _ﬁ)z *(PFH(SI) *PFH(sz))*Tl +PFH(ELI904) +PFH(EL69(JO) +PFH(EL29()4) +PFH(IrzzlmDrive)

ges 2

_ 2
Since the portion (=B *(PFH s * PFH ) * T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:
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1,68 —09+8,40E -10

PFH, =10%*
2

+L11E-09+1,03E-09+1,25E - 09+ 0,50E — 09 =4,016E — 09

Calculation according to EN 62061
This value corresponds to SIL3, according to EN 62061, Table 3.

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 < 1

MTTEF,,,, 4 MTTF,,
as.
1 1 1 1 1 1
= + + + +

MTTFDge: MTTFD(SI) MTTFD(EL1904) MTTFD(EL69OO) MTTFD(EL2904) MTTFD(Inderive)
with:

B10
MTTF, ) = ——%0

0,1* n,
MTTEp ugraprivey = 200y

If only PFH, values are available for EL1904,

EL6900 and EL2904, the following estimation applies:

1-DC
MTTFD(ELW) _ ( e (ELxxxx))
(ELxxxx)
Hence:
1-DC i
MTTFD(EL1904) = ( (ELIW)) = d 0i99) A = 0,01 = 1028,8y
PFH oy 111E-09-%8760"  9,72F — 06—
h y y
1-DC _
MTTE}, g6000) = ¢ (EL@OO)) = d 0199) n e 0,01 ] =1108,6y
PFH ey, 1,03 —09-*8760~ 9,02F — 06—
h ¥ ¥
1-DC _
MTTFD(EL2904) = ( (ELZW)) = d 0’199) 7 = 0,01 I =913,2y
PFH 00 1,25E-09—*8760" 1,1E—05
h ¥ y
MTTF, = ! =105,9y
Dges — - s
I B R
679,3y  1028,8y 1108,6y 913,2y 200y
99%  99% 99% 9% . 99% 9%
pe,, - 6791,3y 135213,7y 102i;,8y 110213,6)/ 9131,2y 2010y 90.00%
+ + + + +
679,3y 13587y 10288y 1108,6y 913,2y 200y

NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
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DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - c C d -
high - C c d d d =

Safety integrity level according to Table 3 EN62061

Safety integrity level

Probability of a dangerous failure per hour (PFHp)

3

210%to <10”

2

>107to <10

1

>10°to <10°
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544 Technical Note from Bosch Rexroth AG

Rexroth
Bosch Group

Technical Note Bosch Rexroth AG

Postfach 1357

97803 Lohr am Maln
Bgm.-Dr.-Nebel-Str. 2
97816 Lohr am Maln
Tel. +49 9352 18-0
Fax +49 9352 18-8400
www.boschrexroth.com

09. Marz 2017

Sehr geehrte Damen und Herren,

Folgend bestatigen wir Ihnen die Anwendungsbedingungen fur die sichere
Anwahl von Sicherheitsfunktionen unseres IndraDrive.
Die Anwendungsbedingungen gelten fur die IndraDrive Antriebsfamilien Cs,
C/M, Mi, ML mit folgenden Sicherheitsoptionen

e |3, L4: Anwahl Giber Klemme X49 des Steuerteils

e 54, 55: Anwahl iiber Klemme X41 des Sicherheitszonenmoduls HSZ01

Die Installations- und Projektierungshinweise in der Kundendokumentation
sind zu beachten.

Flrmensitz: Stuttgart, Reglstrierung: Amtsgericht Stuttgart HRE 23192
Vorstand: Rolf Najork (Vorslizender), Dr. Markus Forschner; Dr. Steffen Haack; Dr. Bertram Hoffmann
Vorsltizender des Aufsichtsrats: Dr. Werner Struth
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1 Safety Anforderungen

Die Anforderungen von Kat.4 Ple nach EN 13849 bzw. SIL 3 geméal EN 61062 sind
fr die sichere Anwahl der Sicherheitsfunktionen des Antriebssystems IndraDrive
gegeben, wenn die Ansteuereinheit (z.B EL2904 Fa. Beckhoff) folgende
Anwendungsbedingungen erfallt:

1.1 Elektrische Anforderungen

Die sicheren Eingange verhalten sich konform zur IEC61131-2, Typ 2
(Sicherheitsoption L3, L4) bzw. Typ 1 (Sicherheitsoption S4, 55).

Entsprechend muss der Ausgang der aktiven Ansteuereinheit folgende Pegel

fur das Low-Signal einhalten. Im einfachen Fall liegt das Low-Signal vor,
wenn die Ausgangspannung <5V und der Leckstrom Ausgangstufe <0, 5mA

ist.
uw ‘ Tivpi
* . LM max
Uemaw —  Tiyp2 30V—30V,
U -
e T mir ElN-Bereich _
| 16mA
Yemin + |
2mA 30mA
6m LL H max
ELmay, i e £/t min 047 T mag
1;1 vl 5§\| r 54 5N/
: T min Ubergangsbereich  ma
UL max oder U min
iL min =
mA
(e
mA
0 ——
| | ma

UL min

1.2 Durch Testungen des Ausgangs der Ansteuereinheit

werden folgende Fehler aufgedeckt.

» Kurzschluss der Anwahlsignale mit 24 \/
* Kurzschluss zwischen den beiden Anwahlsignalen

Dies entspricht dem Verhalten von O55D-Ausgangen

Rexroth
Bosch Group

09. Marz 2017
Seite 2 von 4
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2 Funktionale Anforderungen an die Anwahl (fiir
Verfiligbarkeit)

Folgende funktionale Anforderungen an die Testimpulse der aktiven
Ansteuereinheit mussen erfullt sein.

2.1 Anforderung IndraDrive mit Sicherheitsoption L3/L4

Zweikanalige Anwahl Uber Klemme X489 (Eir

1gang nach IEC 61131-2, Tynp 2)
Uynamisierungspulse der US50U-Ausgange tolgende Grenzwerts einhalten:
Wert Erklarung

toLmas 1 ms maximale Low-Zeil des Testpulses

 Pp— 20ps minimale Low-Zeit des Testpulses

L 1h mammals Penodsndausr der Testpulss
o 500 ps mimmale Penodendauer der Testpulse
.. 1s ma.ximde Verzugszed der Anwshlsignale

bei Anwahl oder Abwahl

o = o o 50% :-iln'lw::::nale Tastverhalnis der
e 400 ms maximale Prelidaver bei einer An- oder

Abwahl

. Phasenverschisbung der Testpulse auf
A bewden Kanalen: keine Anforderung

Tab. 5-1. Grenzwarte der Dynamisierungspulse der O8SD-Ausginge

Dynamisierung A L_ F 10 ] :

Dynamisierung B L L J . L

24V (X454 L
Dyn_Ch1 (x49.6) I
Dyn_Ch2 (x42.5) I | Dynamisisrung

Lelstungstell

SEC

Aktive Katagaiod PLe
Sicherheitsein heit JE

Katogens 4 FLa, SIL %

e sl_cht (x49.3) 1] | 70

S1_Chz (X49.1
Logange| 24V — ( ]| Eﬁ-n?mledhc

=

ov (X43.2)

24V oV

Bramse

Mator

DFOOORED Yok th

Rexroth
Bosch Group

09. Marz 2017
Seite 3von 4
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2.2 Anforderung IndraDrive mit Sicherheitsoption S4, S5

Zweikanalige Anwahl Uber Klemme X41 des Sicherheitszonenmoduls HSZ01
(Eingang nach IEC 61131-2, Typ 1)

Granzwert Erklérung

G = 1 Me maximale Low-Zeit des Testpulses

temin = O ms minimale Low-Zeit des Testpulses

o1 = 18 maximale Verzugszeit der Anwahlsignale bei Armwahl
eder Abwahl

tomin = tpp Mo = 90 % minimales Tastverhaltnis der Anwahlzignale

e = b= [ 1p = 100 % maximales Tastverhdltnis der Anwahlsignale

toey = 400 ms maximale Prelldauer bei einer An- ader Abwahl|

of=- Phasenverschizbung der Testpules auf beiden Kana-
len: keine Anforderung

1 gilt nur bei zweikanaliger Anwahl
Tab 5-1- Grenzwerte der Dynamiserungspuise dar OSS0-Ausgange

Dynamisierung A I—l U E . I—l U . |_|
Dynamisierung B I_J |_| |_I |_| |_
i e i, gt
Ermr el o -

.

e e

CEONEST

Abb. 51 Beispiel flr dynamisierie Anwalilsignale
Aktive Sicherheitseinheit X4d: 1.2
{z. B. Lichtgitter, Sicherheits-SPS) G

N
X41:1.2
) &

X41:27
X41:2.8

DFOOJRTE vD1,fh 11

Abb. 5-2: Dynamisierung bel Anwah/ tiber eine aktive Sicherheitseinheit

Diese Bestatigung gilt bis auf Widerruf.

Mit freundlichen GriiBen

Bosch Rexroth AG (DC-1A/EDY)

Rexroth
Bosch Group

09. Marz 2017
Seite 4 von 4

Application Guide TwinSAFE Version: 3.2.0

197



Safe Motion functions BEGKHOFF

6 Safe Motion functions

6.1 Drive option AX5805 with SS2 stop function
(Category 4, PL e)

The protective door is connected with a combination of normally closed and normally open contacts to an
EL1904 safe input terminal. Testing and checking for discrepancy are activated for the input signals. The
output is linked on the AX5805.

The feedback signals are checked via the control and status word returned by the drive option.

SHing

__ Maghine Montorry_|
J L
L]
Manual function test o0 ----- Logical connection in
LR eeees the EL6900
-
o0
ﬂ."
o0
[E.5
i
(1]
L6900
b BECKHOFF
:
Delay Time .
100 ms 2] !
- S :
: )
E D Activated :
: :
: ]
:
i
:

Control / status word

. AX5805 , AX5805 AX5805 AX5§0? H
' AX5000 : i AX5000¢ AX5000¢ ! AX5000 ! i i
6.1.1 Parameters of the safe input and output terminals
EL1904 (applies to all EL1904 used)
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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AX5805
Parameter Value
6.1.2 Block formation and safety loops
6.1.2.1 Safety function 1
S1
EL1904 P EL6900 —  AX5805 =~ AX5805 + AX5805 =~ AX5805 —
S2 \ Functional @
Safety
6.1.3 Calculation
6.1.3.1 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL6900 — PFH, 1.03E-09
AX5805 — PFH, 5.15E-09 (see list of approved motors)
S1-B10p 1,000,000
S2 -B10, 2,000,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 8
Cycle time (minutes) (T.yqe) 60 (1x per hour)
Lifetime (T1) 20 years = 175200 hours
6.1.3.2 Diagnostic Coverage DC
Component Value
S1/S2 with testing/plausibility DC,,;=99%
6.1.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:

and:
B10,

0,1%n,,

MTTF, =

Inserting the values, this produces:
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S1:

2 * Q 3k
, BOTEE0 e,
1.000.
MTTF, = M =5434,8y = 476088481
0,1*1840
S2:
*k Q%
”,,,,:230 8 60:1840
60
2.000.
MTTF, :M =10869,6y =95217696A
0,1*1840

and the assumption that S1 and S2 are each single-channel:

MTTF, = %

‘D

produces for

0,1%n, *(1-DC) 1
prpr 2 O ) 1-DC

B10,  MTTF,
S1:
PFH :54314_’3% =2,10E 10
S2:
12099 osp-10

" 10869,6%8760
The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

PFH . + PFH
PFH,, =8 *H +(1- B) *(PFH ),

+ PFH,

* PFH s, )*T1+ PFH +PFH

(EL1904) (EL6900)

+PFH

(AX 5805)

(AX 5805) +PFH{AX5805) +PFH

(AX5805)

_ 2
Since the portion (=p) *(PFH,, " PFH,))*T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

2,10E-10+1,05E -10

PFH,, =10%*
‘ 2

+L11E-09+1,03E-09+4%*5,15E -09=2,28E-08

Calculation of the MTTF,, value for safety function 1 (under the same assumption):
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1 |
MTTF,,, < MITF,,
as:
1 1 1 1 1 1 1 1
= + + + + + +
MTTFDges MTTFD(SI) MTTFD(EL1904) MTTFD(EL69OO) MTTFD(AXSSOS) MTTFD(AXSSOS) MTTFD(AXSSOS) MTTFD(AXSSOS)
with:
B10
MTTF,, = ——52
0,1*n,,
MTTF, B0

D(S2) =
GV 0,1%n,,

If only PFH, values are available for EL1904, AX5805 and EL6900, the following estimation applies:

(1-DCppp)
MTTFD(ELx)m:) = Wm)
(ELxxxx)
Hence:
1-DC, _
MTTF, 1 = ( (EL1904)) _ (1-0,99) _ 0,01 ~1028,8y
PFH, 1 h
(EL1904) L11E-09—*8760— 9,72E — 06—
h y y
1-DC, _
MTTF} 11 000, = ( ow) _ (1-0,99) __ee 108,6y
‘ PFH,, 1 h
(EL6900) 1,03E—-09—*8760— 9,02E — 06—
h y y
1-DC _
MTTFD(AXSSOS) = ( (AXSSOS)) = d-0.99) = 0,01 =221,7y
PFH, 1 h
(AX'5805) 5,15E -09—*8760— 4,51E—-05—
h y y
1
MTTF,,,, = 0 R ] ] ] ] ] = 49,8y

+ + + + +
54348y  1028,8y 1108,6y 221,7y 2217y 2217y 2217y

9% 9% . 9% . 9% 9% . 9% _ 9% . 99%
e 54348y 108696y 10288y " 1108,6y 2217y 2217y 2217y 2217y

g
1 + 1 N 1 + 1 + 1 + 1 + 1 + 1
54348y 10869,6y 10288y 1108,6y 221,7y 221,7y 221,7y 221,7y
=99,00%
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e
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7 Analog value processing with TwinSAFE SC

71 Speed monitoring (category 3, PL d)

The speed of a drive is to be monitored. This drive has a safety function (in this case, for example, STO),
which is activated via a corresponding input. This input is conducted through one working contact of each of
two contactors. The position and speed signals are transmitted via two different communication paths to the
EL6910 TwinSAFE Logic and processed there according to the illustrated logic. The sin/cos encoder is wired
to an EL5021-0090, and the position information is transferred via TWinSAFE SC communication and
EtherCAT. The drive speed is also transferred to the EL6910 TwinSAFE Logic, via the standard PROFINET
communication (any other fieldbus is also possible) and the standard PLC.

A speed (Speed FB) is calculated from the position value within the safety-related EL6910 logic. The speed
of the drive is scaled via the FB so that the value matches the calculated speed. These two speed values are
checked by a Compare FB for equality and monitored by a Limit FB for a maximum value. Since the two
speed values (one calculated directly and the other calculated in the safety-related EL6910 logic) are never
100% equal at any time, the difference between the two speed values must lie within the tolerance band of
10% in order to still meet the condition of equality. If the current speed value lies below the threshold
specified in the Limit FB, the STO output is set to logical 1 and the drive can rotate. If the limit is exceeded or
the comparison is invalid, the output is set to logic 0, and the drive is switched torque-free or the safety
function integrated in the drive is activated. The entire calculation and scaling are performed at the SIL3/PL e
safety level in the safety-related EL6910 logic. Using this method, a safety-related result is created from two
non-safety-related signals.

An emergency stop function is additionally implemented by an ESTOP function block (not shown in the
diagram for reasons of clarity), which prevents the restart and also takes over the control of contactors K1
and K2.

The IsValid signal of the Compare function block must be used for shutdown in the event of a fault.
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Structure
24Vdc
PLC
K1 —

K2 fieldbus e.g. PROFInet S
3

I standard communication - rw

STO | Speed Speed
K2
Drive I j : '
TWinSAFE SC — Logic see below
position value ~ EL5021-0090
Sin/Cos 1Vss
Encoder
Structural image structure
Encoder EL5021 PC
g |sinc0s -0090 black channel EL6910 EL2904 actuator
motor shaft z IZ encoder signal
H p— H j—
I {1
Drive
standard fieldbus
motor cable actual speed
- - -0
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Logic

TwinSAFE SC
Communication —
Position value

EStopinx

STO - Drive

Standard Communication -
Speed

Restart

Estop Inl
Estop In2 =——

STO - Drive

— Ki/K2

Feedback K1/K2 —1——8

711 Structure and diagnosis

The input signals from the drive and the encoder are standard signals, which are dynamic and different. The
drive supplies a speed value, the encoder supplies a sin/cos signal, which is evaluated by a standard
terminal and packed and transmitted in a safe telegram (FSoE with modified polynomial - TwinSAFE SC).

This terminal (EL5021-0090) supplies a position value that is converted within the safe logic to a speed
value, then scaled and compared with the speed value of the drive. Equality means in this case that the
difference signal lies within the tolerance window of 10%.

The encoder signal is transmitted via the standard fieldbus using the black channel principle. This value is
checked for plausibility against the drive speed that is transmitted via the standard fieldbus. Errors in one of
the two channels are detected by means of the comparison of the two diverse speed and position signals
within the safe logic and lead to the activation of STO of the drive.
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7.1.2 FMEA

Error assumption Expectations Checked
The speed value, e.g. via This is detected via the second value and the plausibility

PROFINET, freezes check in the EL6910 (other fieldbus and TwinSAFE SC

communication between EL5021-0090 and EL6910).
In addition, the standard-communication watchdog should
be enabled for speed 0.

Speed value via EtherCAT and This is detected via the watchdog within the TwinSAFE SC
TwinSAFE SC communication communication.
freezes

Plausibility check: Dynamic speed values are also expected
when the motor is started.

Speed values are copied in A distorted value within the TwinSAFE SC communication
succession in the standard PLC  |leads to an invalid CRC within the telegram and thus to
immediate shutdown of the group and the outputs.

The data types of the two speed values have a different
length (e.g. 4 bytes and 11 bytes)

Speed value is distorted, e.g. via |This is detected via the second value and the plausibility
PROFINET check in the EL6910 (other fieldbus and TwinSAFE SC
communication between EL5021-0090 and EL6910)

There is no longer any connection |Detected within the EL6910 via the plausibility check with
between the motor and the the speed value of the drive.
encoder

Plausibility check: Dynamic speed values are also expected
when the motor is started.

Encoder supplies an incorrect Detected within the EL6910 via the plausibility check with
position value the speed value of the drive

Drive supplies incorrect speed This is detected via the second value and the plausibility
value check in the EL6910 (other fieldbus and TwinSAFE SC

communication between EL5021-0090 and EL6910)
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Error assumption

Expectations

Checked

Communication error 61784-3 for
standard communication:

Corruption

This is detected through the plausibility check of the speed
values together with the TwinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unintentional repetition

This is detected through the plausibility check of the speed
values together with the TwinSAFE SC communication
within the EL6910. In addition, the standard-communication
watchdog should be enabled for speed 0.

Communication error 61784-3 for
standard communication:

Wrong sequence

This is detected through the plausibility check of the speed
values together with the TwWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Loss

This is detected through the plausibility check of the speed
values together with the TwinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unacceptable delay

This is detected through the plausibility check of the speed
values together with the TWinSAFE SC communication
within the EL6910. In addition, the standard-communication
watchdog should be enabled for speed 0.

Communication error 61784-3 for
standard communication:

Insertion

This is detected through the plausibility check of the speed
values together with the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3 for
standard communication:

Addressing

This is detected through the plausibility check of the speed
values together with the TwWinSAFE SC communication
within the EL6910

Communication error for standard
communication:

Recurrent memory errors in
switches

This is detected through the plausibility check of the speed
values together with the TwWinSAFE SC communication
within the EL6910

71.21

Note on TwinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the checksum
and this polynomial is sufficiently independent of the polynomial previously used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-2).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected via
the comparison in the safe logic, since this would lead to inequality.

713 Parameters of the safe output terminal

EL2904

Parameter Value

Current measurement active Yes

Output test pulses active Yes
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71.4 Block formation and safety loops
71.41 Safety function 1
Drive
K1
:Tn;uzl ___________ 'i EL6910 EL2904 4’
| K2
: Encoder - E_E)SOOQZOI ! Fug:'l‘i:;al @
| g e ———
71.5 Calculation
7.1.51 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6910 — PFH, 1.79E-09
Drive — MTBF 516,840 (59a)
Encoder —- MTTF 549,149
EL5021-0090 - MTBF 1,205,000
K1-B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16

Cycle time (minutes) (T,yq)

10080 (1x per week)

Lifetime (T1)

20 years = 175200 hours

7.1.5.2 Diagnostic Coverage DC

Component

Value

Drive and encoder with EL5021-0090 and plausibility
within the logic

DC,,;=90% (alternatively in calculation: 99%)

K1/K2 with EDM monitoring (actuation 1x per week
and evaluation of all rising and falling edges with
monitoring over time) with testing of the individual
channels

DC,,,=99%

71.5.3

Calculation of safety function 1

For clarity, the safety factor is calculated according to EN 62061 as well as EN 13849. Calculation according

to one standard is sufficient in practice.

Calculation of the PFH, and MTTF, values from the B10, values:

From:
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_d,*h,*60
op T

Zyklus

n

and:

BIO,

0,1%n,,

MTTF, =

Calculation of the PFH, and MTTF, values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:
MTTF, =2* MTBF

MTTF, = —
‘D
with
1 0,1*n
PIULLI @
TIOD BIOD

produces for

O,I*nnp*(l—DC) _1-DC

PFH = -
BI0,, MTTF,

Inserting the values, this produces:

Drive
MTTF, =2*MTBF =2%*59y =1.033.680h =118y

1-DC _ 1-0,9
MTTF,  1.033.680h

PFH = =9,67E -08

Encoder
MTTF, =2* MTTF =2*549149h =1.098.298h =125y

1-DC _ 1-0,9

PFH = =
MTTF,  1.098.298h

=9,10E-08

EL5021-0090
MTTF, =2* MTBF =2%*1.205.000k =2.410.000h =275y

1-DC _ 1-0,9

= = =4,15E - 08
MTTF,  2.410.000A

Input subsystem 1

PFH iy = PFH godery ¥ PEH 515001 0000) = 9,10E =08+ 4,15E - 08 =13,25E - 08
K1/K2:
% %
0 = 230*16* 60 ~21,90
i 10080
MTTF, = 1.300.000 =593607,3y =5199997320h
0,1*%21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback
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o 1209 g1
593607,3%8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

The input signals from the encoder with EL5021-0090 and drive have different measuring procedures,
deliver differently scaled values and are both involved in the safety function. A malfunction of a channel does
not lead to a dangerous situation, but is detected by comparing the two values in the TwinSAFE Logic and
leads to shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where  =10%. EN 62061 contains tables (Table F.1: Criteria for determining the CCF, and
Table F.2: Estimation of the CCF factor(B)), which can be used to determine the B factor precisely. For the
input subsystem, an estimated value of 2% can be achieved if the table for calculating the 8 factor is
modified accordingly. In the following calculation, the worst case is assumed with 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely at
the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

It follows for the calculation of the PFH, value for safety function 1

PFH, + PFH,

PFHgES — ﬁ * (Inputl) > (Drive) + (1 _ 'B)z * (PFH(Inputl)

*PFH(Drive))*Tl + PFH(EL6910) +PFH(EL2904)

, PFH ., + PFH,

+8 > E2 4 (1- B)* *(PFH ) * PFH ) * T1

(1_;6)2 *(PFH(KI) *PFH(Kz))*Tl (l_ﬁ)2 *(PFH(Inputl) *PFH(Antrieb))*Tl

Since the portions and are smaller than the
rest by the power of ten, they are neglected in this and all further calculations for the purpose of
simplification.

13,25E - 08+9,67E — 08 L92E -12+1,92E -12

PFH , =10%* 5 +1,79E —09+1,25E — 09 +10% * >

=145E -08

EN 62061

According to EN 62061, the input subsystem is evaluated with an SFF or a DC of 90%. This limits the maxi-
mum SIL value that can be achieved to 2, according to table 5 of EN 62061.

Alternative calculation of the MTTF, value for safety function 1 according to EN 13849 (under the same
assumption):

1 oo
MTTF, . ;MTTF[M

Dges

The inferior value is taken from the input subsystem (in this case a combination of encoder and
EL5021-0090):

1 1 1 1 1 1
= + + + +
MTTF, MTTF, MTTF, MTTF, MTTF, MTTF,

Dges D(Encoder) D(EL5021-0090) D(EL6910) D(EL2904) D(K1)

with:
If only PFH, values are available for EL2904 and EL6910, the following estimation applies:

1-DC,
MTTFD(Eme) _ ( i (Eme))

(ELxxxx)
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Hence:
MTTF. _ (1 - DC(EL6910)) _ (1 - 0=99) _ 0,01 _ 637y
D(EL6910) PFH 1 h 1
(EL6910) 1,79E —09—*8760— 15,68E —06
h y y
(1-DC ) (1-0,99) 0,01
MTTFD(EL29()4) = PFH e 1 7 = 1 = 913,2)}
(EL2904) 1,25E-09—*8760— 1,1E—-05—
h y y
1
MTTFp,, =— i T T =099
+ + + +
125y 275y 637y 913y 593607y
DC DC DC DC DC DC DC
+ + + + + +
DC — MTTFD(Encuder) MTTFD(ELSO2]—()O90) MTTFD(Drive) MTTFD(EL()QIO) MTTFD{EL2904) MTTFD(KI) MTTFD(KZ)
g 1 1 1 1 1 1 1
+ + + + + +
MTTFD(Encader) MTTFD(EL502170090) MTTFD(Drive) MTTFD(EL6910) MTTFD(EL2904) MTTFD(KI) MTTFD(KZ)
90% 90% 90% 99% 99% 99% 99%
125 +275 +118 +7637 +913 +7593607 +593607
DC,, ===t 2Rk SR S Y ~90,78%
+ +

+
125y 275y

Alternatively with DC = 99%

+ + +
118y 637y 913y 593607y 593607y

99% 9%  99% 99% 9% 9% 9%
pc 125y 275y 118y 637y 913y 593607y 593607y _gg oo
we = Il 1 1 1 1

+ + + + +
125y 275y 118y 637y 913y 593607y 593607y
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Category

A CAUTION

This structure is possible up to category 3 at the most.

Standstill

When the motor is stopped, an error such as the freezing of an encoder signal is detected only if a move-
ment is requested. The machine manufacturer or user must take this into account.

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4

MTTES DC none none low medium low medium high
low a - a b b c -

medium b - c c d -
high - c c d d d e

Alternative with DC = 99% for the input subsystem:

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
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DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - C C -
high - c c d d d e

Safety integrity level according to Table 3 EN62061

Safety integrity level

Probability of a dangerous failure per hour (PFHp)

3

>10%to <107

2

210" to <10°

1

>10%to <10°
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7.2 Speed monitoring (via 10-Link) (category 3, PL d)

The speed of a drive is to be monitored. This drive has a safety function (in this case, for example, STO),
which is activated via a corresponding input. This input is conducted through one working contact of each of
two contactors.

The speed signals are transmitted in two different ways to the EL6910 TwinSAFE Logic and processed
according to the logic shown. The IO-Link encoder is wired to an EL6224-0090, and the speed information is
transmitted via a TwWinSAFE SC communication. The drive speed is also transferred to the EL6910
TwinSAFE Logic, via the standard PROFINET communication (any other fieldbus is also possible) and the
standard PLC.

The two speeds are scaled by the Scale FB within the safety-related EL6910 logic so that the values match
each other. These two speed values are checked by a Compare FB for equality and monitored by a Limit FB
for a maximum value. Since the two speed values are never 100% equal at any time, the difference between
the two speed values must lie within the tolerance band of 10% in order to still meet the condition of equality.
If the current speed value lies below the threshold specified in the Limit FB, the STO output is set to logical 1
and the drive can rotate. If the limit is exceeded or the comparison is invalid, the output is set to logic 0, and
the drive is switched torque-free or the safety function integrated in the drive is activated. The entire
calculation and scaling are performed at the SIL3/PL e safety level in the safety-related EL6910 logic. Using
this method, a safety-related result is created from two non-safety-related signals.

An emergency stop function is additionally implemented by an ESTOP function block (not shown in the
diagram for reasons of clarity), which prevents the restart and also takes over the control of contactors K1
and K2.

The IsValid signal of the Compare function block must be used for shutdown in the event of a fault.

10-link structure

24Vdc
PLC
K1 S—
K2 fieldbus e.g. PROFInet
| standard communication -
STO | Speed speed
I
K2
Drive EL6224-0090
10-Link Master L] Logic see below

standard communication —
speed over 10-link

Encoder
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Structural image structure

Encoder EL6224 PC
-Li - BlackChannel
motor shaft | 0 1K 000 cpeed EL6910 EL2904 actuator
Drive
standard fieldbus
motor cable actual speed D
o
Logic
. safeCompare 7
& Focomparez ™ EStoplnx
#9] Complnt. =
TwinSAFE SC Sj— H 2 stetimit ’1,\5
Communication — Speed 1] Comping_| rror FBLimit2 |
3] compin3 IsValid [ W
Fa] Compind CompOut [C 9] Analogin Error 2]
Fa] compins ] Minvalue A Intimit 2] STO - Drive
3] Maxvalue I BelowMin D]
g rateScaling 4 Architecture Allowed deviation AboveMax [2]
}i FBScalingl ‘1'\ v| 1002 100 4
} 2003 Tolerance time (ms) Minimur Value
3005 - 0 e
Standard Communication - M“""‘D“G"G‘GV‘
Speed 2] Analogin Error [
StuckAtError [D
AnalogOut 0]
Scaling Factor
¥
Scaling Offset
Division Rounding 5
Floor Watchdog (ms)
Ceil 0
4| Round
sateEstop 4]
= FBEstopl FL\
Restart 5] Restart
Estop In1 5] Estopinl & Error
Estop In2 [5) EStopin2
STO - Drive [5] Estopin3
9] Estopind
8] Estopins.
9] stopiné
[ Estopin?
5] Estoping Belay Time (mét—estopout o] K1/k2
ol
Feedback K1/K2 ——— 5] eom1
f9) eom2
© 4 safekdm 7
o2 FBEdm1 11’\
‘Switch Off Monitoring (ms)
1500
=
. .
7.21 Structure and diagnosis

The input signals read from the drive and the encoder are standard signals, but they are very different. The
drive supplies a speed value, the encoder supplies an 10-Link signal, which is evaluated by a standard
terminal and packed and transmitted in a safe telegram (FSoE with modified polynomial - TWinSAFE SC).
This terminal (EL6224-0090) supplies a speed value that is scaled within the safe logic and compared with
the speed value of the drive. Equality means in this case that the difference signal lies within the tolerance
window of 10%.
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The 10-link encoder signal is transmitted via the standard fieldbus using the black channel principle. This
value is checked for plausibility against the drive speed that is transmitted via the standard fieldbus. Errors in
one of the two channels are detected by comparing the two diverse speed signals within the safe logic and
lead to the activation of STO of the drive.

7.2.2 FMEA

Error assumption Expectations Checked
The speed value, e.g. via This is detected via the second value and the plausibility

PROFINET, freezes check in the EL6910 (TwinSAFE SC communication

between EL6224-0090 and EL6910).

In addition, the standard-communication watchdog should
be enabled for speed 0.

Speed value via EtherCAT and This is detected via the watchdog within the TwinSAFE SC
TwinSAFE SC communication communication.
freezes

Plausibility check: Dynamic speed values are also expected
when the motor is started.

Speed values are copied in A distorted value within the TwinSAFE SC communication
succession in the standard PLC  |leads to an invalid CRC within the telegram and thus to
immediate shutdown of the group and the outputs

The data types of the two speed values have a different
length (e.g. 4 bytes and 11 bytes)

Speed value is distorted, e.g. via |This is detected via the second value and the plausibility
PROFINET check in the EL6910 (TwinSAFE SC communication
between EL6224-0090 and EL6910)

There is no longer any connection |Detected within the EL6910 via the plausibility check with

between the motor and the the speed value of the drive
encoder

Plausibility check: Dynamic speed values are also expected
when the motor is started.

Encoder supplies an incorrect Detected within the EL6910 via the plausibility check with
position value the speed value of the drive

Drive supplies incorrect speed This is detected via the second value and the plausibility
value check in the EL6910 (TwinSAFE SC communication

between EL6224-0090 and EL6910)
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Error assumption

Expectations

Checked

Communication error 61784-3 for
standard communication:

Corruption

This is detected through the plausibility check of the speed
values together with the TwinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unintentional repetition

This is detected through the plausibility check of the speed
values together with the TwinSAFE SC communication
within the EL6910. In addition, the standard-communication
watchdog should be enabled for speed 0.

Communication error 61784-3 for
standard communication:

Wrong sequence

This is detected through the plausibility check of the speed
values together with the TwWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Loss

This is detected through the plausibility check of the speed
values together with the TwinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unacceptable delay

This is detected through the plausibility check of the speed
values together with the TWinSAFE SC communication
within the EL6910. In addition, the standard-communication
watchdog should be enabled for speed 0.

Communication error 61784-3 for
standard communication:

Insertion

This is detected through the plausibility check of the speed
values together with the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3 for
standard communication:

Addressing

This is detected through the plausibility check of the speed
values together with the TwWinSAFE SC communication
within the EL6910

Communication error for standard
communication:

Recurrent memory errors in
switches

This is detected through the plausibility check of the speed
values together with the TwWinSAFE SC communication
within the EL6910

7.2.21

Note on TwinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the checksum
and this polynomial is sufficiently independent of the polynomial previously used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-2).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected via
the comparison in the safe logic, since this would lead to inequality.

7.2.3 Parameters of the safe output terminal

EL2904

Parameter Value

Current measurement active Yes

Output test pulses active Yes
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7.2.4 Block formation and safety loops
7.241 Safety function 1
Drive
K1
: Tn;u:l ___________ 'i EL6910 EL2904 4|
[
: Encoder E_;%29204 ! K2 Fug:'n;?;aug
L= ==
7.2.5 Calculation
7.2.51 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6910 — PFH, 1.79E-09

Drive — MTBF

516,840 (59y)

Encoder — MTTF

1,208,880 (138y)

EL6224-0090 - MTBF 1,200,000
K1 -B10p 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16

Cycle time (minutes) (T.)

10080 (1x per week)

Lifetime (T1)

20 years = 175200 hours

7.2.5.2 Diagnostic Coverage DC

Component

Value

Drive and encoder with EL6224-0090 and
plausibility within the logic

DC,,;=90% (alternatively in calculation: 99%)

K1/K2 with EDM monitoring (actuation 1x per week
and evaluation of all rising and falling edges with
monitoring over time) with testing of the individual
channels

DC,,;=99%

7.2.5.3

Calculation of safety function 1

For clarity, the safety factor is calculated according to EN 62061 as well as EN 13849. Calculation according

to one standard is sufficient in practice.

Calculation of the PFH, and MTTF, values from the B10, values:

From:
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_d,*h,*60
op T

Zyklus

n

and:

BIO,

0,1%n,,

MTTF, =

Calculation of the PFH, and MTTF, values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:
MTTF, =2* MTBF

MTTF, = —
‘D
with
1 0,1*n
PIULLI @
TIOD BIOD

produces for

O,I*nnp*(l—DC) _1-DC

PFH = -
BI0,, MTTF,

Inserting the values, this produces:

Drive
MTTF, =2*MTBF =2%*59y =1.033.680h =118y

1-DC _ 1-0,9
MTTF,  1.033.680h

PFH = =9,67E -08

Encoder
MTTF,, =2* MTTF =2%*1.208.880h = 2.417.760h =276y

1-DC _ 1-0,9

PFH = =
MTTF,  2.417.760h

=4,13E-08

EL6224-0090
MTTF,, =2* MTBF =2%*1.200.000/% = 2.400.000% =273y

1-DC _ 1-0,9

- - =4,17E-08
MTTF, ~ 2.400.000/

Input system 1

PFH iy = PFH godery ¥ PFH g1 6304 0000) = 4,13E =08 +4,17E — 08 =8,30E — 08
K1/K2:
% %
0 = 230*16* 60 ~21,90
i 10080
MTTF, = 1.300.000 =593607,3y =5199997320h
0,1*%21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback
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o 1209 g1
593607,3%8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

The input signals from the encoder with EL6224-0090 and drive have different measuring procedures,
deliver differently scaled values and are both involved in the safety function. A malfunction of a channel does
not lead to a dangerous situation, but is detected by comparing the two values in the TwinSAFE Logic and
leads to shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where  =10%. EN 62061 contains tables (Table F.1: Criteria for determining the CCF, and
Table F.2: Estimation of the CCF factor(B)), which can be used to determine the B factor precisely. For the
input subsystem, an estimated value of 2% can be achieved if the table for calculating the 8 factor is
modified accordingly. In the following calculation, the worst case is assumed with 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely at
the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

It follows for the calculation of the PFH, value for safety function 1

PFH,

+ PFH,
_ (Input1)
PFngx =p* z

L9 4 (1- By *(PFH,, . *PFH,

2 (Inputl) (Drive)

)*T1 +PFH(EL6910) +PFH(EL2904)

, PFH ., + PFH

+8 > E2 4 (1= B)* *(PFH ) * PFH ,)) * T1

* PFH

(Antrieb)

(1= )’ *(PFH ., * PFH ;) * T1 (1= ) *(PFH ., )*T1

Since the portions and are smaller than the
rest by the power of ten, they are neglected in this and all further calculations for the purpose of
simplification.

8,30E—08;9,67E—08 +1,79E—09+1,25E—09+10%*1’92E_12;l’92E_12

PFH,, =10%*

=1,2E-08

EN 62061

According to EN 62061, the input subsystem is evaluated with an SFF or a DC of 90%. This limits the maxi-
mum SIL value that can be achieved to 2, according to table 5 of EN 62061.

Alternative calculation of the MTTF, value for safety function 1 according to EN 13849 (under the same
assumption):

1 z 1
MTTF, . le MTTF,,

Dges

The inferior value is taken from the input subsystem (in this case the drive):

1 1 1 1 1
= + + +
MTTF, MTTF, MTTF, MTTF, MTTF,

Dges D(Antrieb) D(EL6910) D(EL2904) D(K1)

with:
If only PFH, values are available for EL2904 and EL6910, the following estimation applies:

(1 - DC(ELxxxx))
PFH

(ELxxxx)

MTTF, D(ELxxxx) —

Hence:
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(1-DC, ) (1-0,99) 0,01

MTTE}, 1 6010) = PFH EED = 1 = 7= 637y

(EL6910) 1,79E—09Z*8760— 15,68E — 06

y
(1= DC 412004 1-0,99 0,01

MTTFp gy 2004 = PFH e ( 1 ) o = 913,2y

#2904 1,25E —09—*8760— 1,1E —05—

h y y
1
MTTFp,, =— 1 i T =87y
+ + +
118y 637y 913y 593607y
DC DC DC DC DC DC DC

+ + + + + +

DC _ MTTFD(Encoder) MTTFD(EL6244—OO90) MTTFD(Amrieb) MTTFD(EL6910) MTTFD(EL2904) MTTFD(KI) MTTFD(KZ)
g 1 1 1 1 1 1 1
+ + + + + +
MTTFD(Enwder) MTTFD(EL6224—0090) MTTFD(Amrieb) MTTFD(EL69IO) MTTFD(EL2904) MTTFD(KI) MTTFD(KZ)
90% 90% 90% 99% 99%  99% 99%
+ + + + + +
pe 276y 273y 118y 637y 913y 593607y 593607y _ g 500,
| 1 1 1 1 1 T

+ + + + + +
276y 273y 118y 637y 913y 593607y 593607y

Alternatively with DC = 99%

99%  99% 9% 9% 9% . 99% 9%
pe, - 2716y 2713y 1118y 6317y 9113y 5936107y 5936107)/ _ 99,00%
+ + + + +

276y 273y

+
118y 637y 913y 593607y 593607y
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Category

A CAUTION

This structure is possible up to category 3 at the most.

Standstill

When the motor is stopped, an error such as the freezing of an encoder signal is detected only if a move-
ment is requested. The machine manufacturer or user must take this into account.

A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - c c d -
high - c c d d d e
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Alternative with DC = 99% for the input subsystem:

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Diagnostic coverage
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - b b -
medium b - C C -
high - c c d d d e

Safety integrity level according to Table 3 EN62061

Safety integrity level

Probability of a dangerous failure per hour (PFHp)

3

>10%to <107

2

210"to <10°

1

>10%to < 10°
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7.3 Temperature measurement with TWinSAFE SC
(category 3, PL d)

This example shows how a temperature measurement can be realized with the TwinSAFE SC technology.
To this end, two measuring points are equipped with temperature sensors, one with a type K thermocouple
wired to a standard EL3312 EtherCAT Terminal and the other with a PT1000 measuring resistance wired to
an EL3214-0090 TwinSAFE SC EtherCAT Terminal.

These two signals are compared or checked for plausibility by means of a Compare function block within the
safe EL6910 TwinSAFE Logic. The signal is then checked via the Limit function block. The result of the Limit
function block and the IsValid output of the Compare function block is used to switch off contactors K1 and
K2 via the function block Mon.

To keep things clear the contactor control is not shown in this example, but the user should keep it in mind.

' A 2 safeCompare 1 s 2
L &l Cocomporel ’r"z‘ Restart @ FBMonl 11}‘
= I_
-
EE ....... #9] Compinl - 3] Restart
'
‘6 0 ’ 9= = =}0] Compln2 Error [D
EE : : 2] compin3 Isvalid D! 9] Moninl & Eror [0]
Y H H 1] Compind CompOut [0 5] Menln2
- - H 1] Compins 9] Monln3
ggl H 5] Monln4. >1
]
am ' Architecture Allowed deviation
thermo couple - H ] 1002 10 P e
Ye) . 2003 Tolerance time (ms) Secure?
Type K B . 3005 5000 8] secu
LT H Delay Time (ms}—MonOut B % ----- .
' 100 ]
i ' L_MonDelOut [ H
.
i} : e :
[~ K ' '
-8 ' B '
- N ]
i 8 : ]
- . safeLimit 6 ’
: ; |35 st 'n,}' .........................
]
' LIMIT mm
4 5] Analogln Error D]

eusien @

5] MinValue — Intimit [2]
2] Maxvalue [

|25 34
G
g

Minimum Value
0

Maximum Value
500

-
.
-
.
-
.
-
.
-
.

F3aE 228 Safaapg,
>m ] 1!
>n

i

A CAUTION

Emergency stop / contactor monitoring

In addition to the function shown above, contactor monitoring, e.g. via an EDM function block for K1 and
K2, and possibly an emergency stop function, must be implemented by the user!
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7.3.1 Schematic diagram of the configuration
PT1000 EL3214 PC
-0090 ?'ac':fha:“e' EL6910 EL2904 Actuator
Z emperature
H H

Standard Fieldbus
Temperature

Thermo couple EL3312
Type K
-1
7.3.2

Structure and diagnosis

The signals that are read at the two measuring points are standard signals, which use different technologies.
At least one signal is transmitted via the TwinSAFE SC technology to the safe TwinSAFE Logic, so that
distortions of this signal are detected in the PC or on the communication path. The test for equality of these
two signals, within the permissible tolerances, is carried out in the safe TwinSAFE Logic.

The individual error assumptions and associated expectations are listed in the following FMEA table.

7.3.3 FMEA
Error assumption Expectations Checked
Temperature value via the The value is detected by the second value and via the
standard fieldbus freezes plausibility check in the EL6910.
Temperature value via the This is detected via the watchdog within the TwinSAFE SC
TwinSAFE SC communication communication and via the plausibility check in the EL6910.
freezes
Temperature values are copied to |A distorted value within the TWinSAFE SC communication
each other in the standard PLC  |leads to an invalid CRC within the telegram and thus to
immediate shutdown of the group and the outputs.
Temperature value via standard | The value is detected by the second value and via the
fieldbus is distorted plausibility check in the EL6910.
The connection between the This is detected via the plausibility check with the second
sensor and the EtherCAT temperature value within the EL6910.
Terminal has been lost
PT1000 delivers incorrect This is detected via the plausibility check with the second
temperature value temperature value within the EL6910.
Thermocouple delivers incorrect | This is detected via the plausibility check with the second
temperature value temperature value within the EL6910.
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Error assumption

Expectations

Checked

Communication error 61784-3 for
standard communication:

Corruption

This is detected through the plausibility check of the
temperature values and via the TwinSAFE SC
communication within the EL6910

Communication error 61784-3 for
standard communication:

Unintentional repetition

This is detected through the plausibility check of the
temperature values and via the TwinSAFE SC
communication within the EL6910

Communication error 61784-3 for
standard communication:

Wrong sequence

This is detected through the plausibility check of the
temperature values and via the TwinSAFE SC
communication within the EL6910

Communication error 61784-3 for
standard communication:

Loss

This is detected through the plausibility check of the
temperature values and via the TwinSAFE SC
communication within the EL6910

Communication error 61784-3 for
standard communication:

Unacceptable delay

This is detected through the plausibility check of the
temperature values and via the TwinSAFE SC
communication within the EL6910

Communication error 61784-3 for
standard communication:

Insertion

This is detected through the plausibility check of the
temperature values and via the TwinSAFE SC
communication within the EL6910

Communication error 61784-3 for
standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3 for
standard communication:

Addressing

This is detected through the plausibility check of the
temperature values and via the TwinSAFE SC
communication within the EL6910

Communication error for standard
communication:

Recurrent memory errors in
switches

This is detected through the plausibility check of the
temperature values and via the TwinSAFE SC
communication within the EL6910

7.3.3.1 Note on TWinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the checksum
and this polynomial is sufficiently independent of the polynomial previously used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-2).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected via
the comparison in the safe TwinSAFE Logic, since this would lead to inequality.

7.3.4 Parameters of the safe output terminal

EL2904

Parameter Value

Current measurement active No

Output test pulses active Yes
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7.3.5 Block formation and safety loops
7.3.5.1 Safety function 1
Veper T )
| |
: PT1000 || EL3214-0090 I
:_ ___________________ _: K1
lnput2 Tt | EL6910 EL2904 41 _
: : Fug:fl::;al@
| Thermo couple ! k2
: type K EL3312 |
I_ ____________________ |
7.3.6 Calculation
7.3.6.1 PFHD / MTTFD / B10D - values
Component Value
EL2904 — PFH, 1.25E-09
EL6910 — PFH, 1.79E-09

PT1000 — MTTF,

7,618 a (according to Table C.5
EN ISO 13849-1:2015)

Thermocouple type K- FIT

1900 (number of errors in 10° hours)

EL3214-0090 - MTBF 890,000
EL3312 - MTBF 1,661,253
K1-B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16

Cycle time (minutes) (T¢yqe)

10080 (1x per week)

Lifetime (T1)

20 years = 175200 hours

7.3.6.2 Diagnostic Coverage DC

Component

Value

Temperature values via TwinSAFE SC and
plausibility check within the logic

DC,,,;=90% (alternatively in calculation: 99%)

K1/K2 with EDM monitoring (actuation 1x per week
and evaluation of all rising and falling edges with
monitoring over time) with testing of the individual
channels

DC,,,=99%

7.3.6.3

Calculation of safety function 1

For clarity, the safety factor is calculated according to EN 62061 as well as EN 13849. Calculation according

to one standard is sufficient in practice.

Calculation of the PFH, and MTTF, values from the B10, values:

From:
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_d,*h,*60
op T

Zyklus

n

and:

BIO,

0,1%n,,

MTTF, =

Calculation of the PFH, and MTTF, values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:

MTTF, =2* MTBF

MTTF, = —
‘D
with
1 0,1*n
PIULLI @
TIOD BIOD

produces for

O,I*nnp*(l—DC) _1-DC

PFH = -
BI0,, MTTF,

Inserting the values, this produces:

PT1000
MTTF, =7618y = 66.733.680A

1-DC  1-0,9

PFH = =
MTTF, 66.733.680h

=1,50E — 09

EL3214-0090
MTTF,, =2* MTBF =2%890.000/# =1.780.000/ =203y

1-DC _ 1-0,9

PFH = =
MTTF, 1.780.000A

=5,62E-08

Input system 1
PFH PFH

(Inputl) = (PT1000)

+ PFH,

Thermocouple

MTTF, = - !

= *10°h=526.3151=60y
A, 1900FIT

_1-DC _ 1-09
MTTF, ~ 526315h

=19,0E -08

EL3312
MTTF, =2* MTBF =2%*1.661.253h =3.322.506h =379y

g_1=DC _ 1-09 _
MTTF, ~ 3.322.506h

3,0E 08

Input system 2
PFH,

(Input2) =

rte o) = LSOE —09+5,62E —08=5,77E 08

PFH mocoupiey T PFH (513312 =19,0E =08+ 3,0E - 08 = 22,0E — 08
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K1/K2:
% *
p, = 2B0716760 5, o
” 10080
mrrr, = 139090 _ 593607 3, = 5199997320
0,1¥21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback

:& =1,92E—12
593607,3 *8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

The input signals from PT1000 with EL3214-0090 and thermocouple with EL3312 use different measuring
procedures. Both provide a temperature value and are involved in the safety function. A malfunction of a
channel does not lead to a dangerous situation, but is detected by comparing the two values in the
TwinSAFE Logic and leads to shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains tables (Table F.1: Criteria for determining the CCF, and
Table F.2: Estimation of the CCF factor(3)), which can be used to determine the 3 factor precisely. For the
input subsystem, an estimated value of 2% can be achieved if the table for calculating the 8 factor is
modified accordingly. In the following calculation, the worst case is assumed with 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely at
the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

It follows for the calculation of the PFH, value for safety function 1

PFH,

+ PFH,
_ (Inputl)
PFH, =p* v

2 e+ (1- B)* *(PFH (Input1)

, PFH ., + PFH
2

*PFH(InpuIZ)) *T1+ PFH(EL6910) + PFH(EL2904)

+8 E2 4 (1= B)* *(PFH ) * PFH ,)) * T1

2 2
Since the portions (=P * (PFH g * PFH ) * T and =B (PFH ™ PEH 1)) * T are smaller than the

rest by the power of ten, they are neglected in this and all further calculations for the purpose of
simplification.

to:

5,77E—08+22,OE—08+1’79E_09+1’25E_09+10%*1,92E—12+1,92E—12

PFH,, =10%*
2 2

=1,693F - 08

EN 62061

According to EN 62061, the input subsystem is evaluated with an SFF or a DC of 90%. This limits the maxi-
mum SIL value that can be achieved to 2, according to table 5 of EN 62061.

Alternative calculation of the MTTF, value for safety function 1 according to EN 13849 (under the same
assumption)

1 noo
MTTF, _gMTTFDn

Dges
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The inferior value is taken from the input subsystem:

1 1 1 1 1 1
= + + + +
MTTF, MTTF, MTTF, MTTF, MTTF, MTTF,

Dges D(ThermoCouple) D(EL3312) D(EL6910) D(EL2904) D(K1)

If only PFH; values are available for EL2904 and EL6910, the following estimation applies:
(1 _DC(ELx)mc))

MTTF, . =
P ) PFH(ELXXXX}
Hence:
MTTF _(1=DCn) _ (1-0,99) _ 0,01 637y
D(EL6910) PFH 1 h 1
(FL6910)  1,79E —09—*8760— 15,68E — 06—
h y y
1-DC, _
MTTF, ¢ () _ 1-0.99) =000 o130y
D(EL2904) PFH 1 h 1
(FL2904)  1,25E—09—*8760— 1,1E—05—
h y y
— 1 j—
MTTFp,, =— 1 1 7 I =455y
—+ + + +
60y 379y 637y 913y 593.607y
DC DC DC DC DC DC DC DC
+ + + + + + +
DC — MTTFD(PTIOOO) MTTFD(EL3214) MTTFD(Thermomuple) MTTFD(EL3312) MTTFD(EL@QIO) MTTFD(EL2904) MTTFD(KI) MTTFD(KZ)
g 1 1 1 1 1 1 1 1
+ + +

MTTF,

D(Thermocouple)

+ + + +
MTTFD(EL}}IZ) MTTFD(EL(MO) MTTFD(EL2904) MTTFD(KI) MTTF,

D(K2)

MTTFy 1000, MTTF,

D(EL3214)

Used with DC=90%

90% , 90%  90%  90% 99% 99% 9% 99%
7618y 203y 60y 379y 637y 913y 593607y 593607y
DCy = 1 1 1 1 1 1 A
— + + + +
7618y 203y 60y 379y 637y 913y 593607y 593607y

%

Alternatively with DC = 99%

99% 9% 99% 9%  99% 9% _ 99% . 99%
pc - 1618y 203y 60y 379y 637y 913y 593607y 593607y _ 44 100
avg 1 1 1 L1 1 1 1

—t—+— + + +
7618y 203y 60y 379y 637y 913y 593607y 593607y
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A CAUTION
Category
This structure is possible up to category 3 at the most.

DC=90% for the input subsystem

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Diagnostic coverage
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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Alternative with DC = 99% for the input subsystem

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTF,
low a - b b -
medium b - C C -
high - c c d d d e
Safety integrity level according to Table 3 EN62061
Safety integrity level Probability of a dangerous failure per hour (PFHp)
3 210%to <107
2 2107 to<10°
1 >210°to <10°
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7.4 Level measurement with TwinSAFE SC
(category 3, PL d)

This example shows how a level measurement of a container can be realized with the TwinSAFE SC
technology. Two different measuring methods are used for this purpose. One is an ultrasonic sensor with a

0 - 10V interface, which is wired to a TWinSAFE SC EtherCAT Box EP3174-0092, is used, and the other is a
level probe with a 4-20 mA interface, which is wired to a standard EL3152 EtherCAT Terminal.

These two signals are compared or checked for plausibility by means of a Compare function block within the
safe EL6910 TwinSAFE Logic. The signal from the EP3174-0092 is scaled by the Scale function block first
so that both signals have an identical value range. The signal is then checked via the Limit function block.
The result of the Limit function block and the IsValid output of the Compare function block is used to switch
off contactors K1 and K2 via the function block Mon. In addition, the StuckAtError output of the Scale
function block can be connected to a Mon input. Freezing of the signal can be detected with this
configuration.

To keep things clear the contactor control is not shown in this example, but the user should keep it in mind.

| safescali 9 safeMon 3
=] rasﬂ(;n;’l 4'[/} Restart @ FBMon1 ql/)
g .|
0] Restart
------- 5] Analogin Error O
StuckAtError Error
AnalogOut 2
]
1
Scaling Factor
0.10V 2
Scaling Offset u
Division Rounding 1 Tt Monout Mm = m e e
Floor Watchdog (ms) oz Time (ms—MonOut H
Ceil 1000 L_MonDelout H
| Round 9] Epm1 :
3] Epm2 :
'
° '
'
L g v , gomeeseeseccccccscccocces
e FBComparel ] .
o - [ -
— . HE mE
— T
— 5] Compin - - H ==
m |5 steuimit - -
gg jecccccce 5] Compin2_| Error La FBLimitL H [T Ao
4.20 mA_ HE ' 5] Compin3 Isvalid ; T ' 55 I~
. .ee ' e
m ] 5] Comping CompOut [0 £5] Analogin h 1 i
:i 8] Complns 8] Minvalue : 55 gg
.
MaxVal
3 =l | me==
66 Architecture Allowed deviation eeoe gma
s | 1002
[ 2003 Tolerance time (ms) RS
66 3005 5000 -
Barr L LR-1-)
o I
- N o

Emergency stop / contactor monitoring

In addition to the function shown above, contactor monitoring, e.g. via an EDM function block for K1 and
K2, and possibly an emergency stop function, must be implemented by the user!
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7.41

Schematic diagram of the configuration

EL2904 Actuator

S

Ultrasonic sensor EP3174 PC
0..10V -0092 BlackChannel EL6910
Level
Z -+
|+
Level probe EL3152 Standard Fieldbus
4.20 mA Level
-4 -+
7.4.2 Structure and diagnosis

The signals that are read at the two measuring points are standard signals, which use different technologies.
At least one signal is transmitted via the TWinSAFE SC technology to the safe TwinSAFE Logic, so that
distortions of this signal are detected in the PC or on the communication path. The test for equality of these
two signals, within the permissible tolerances, is carried out in the safe TwWinSAFE Logic.

The individual error assumptions and associated expectations are listed in the following FMEA table.

7.4.3

FMEA

Error assumption Expectations

Checked

Filling level value via the standard
fieldbus freezes

plausibility check in the EL6910.

The value is detected by the second value and via the

freezes

Filling level value via the
TwinSAFE SC communication

This is detected via the watchdog within the TwWinSAFE SC
communication and via the plausibility check in the EL6910.

Filling level values are copied to
each other in the standard PLC

A distorted value within the TwinSAFE SC communication
leads to an invalid CRC within the telegram and thus to
immediate shutdown of the group and the outputs.

Filling level value via standard

The value is detected by the second value and via the

Terminal has been lost

fieldbus is distorted plausibility check in the EL6910.
The connection between the This is detected via the plausibility check with the second
sensor and the EtherCAT filling level value within the EL6910.

Ultrasonic sensor supplies

This is detected via the plausibility check with the second
incorrect filling level value filling level value within the EL6910.

Level probe supplies incorrect
filling level value

filling level value within the EL6910.

This is detected via the plausibility check with the second
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Error assumption

Expectations

Checked

Communication error 61784-3 for
standard communication:

Corruption

This is detected through the plausibility check of the filling
level values and via the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unintentional repetition

This is detected through the plausibility check of the filling
level values and via the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Wrong sequence

This is detected through the plausibility check of the filling
level values and via the TwinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Loss

This is detected through the plausibility check of the filling
level values and via the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unacceptable delay

This is detected through the plausibility check of the filling
level values and via the TwWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Insertion

This is detected through the plausibility check of the filling
level values and via the TwWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3 for
standard communication:

Addressing

This is detected through the plausibility check of the filling
level values and via the TWinSAFE SC communication
within the EL6910

Communication error for standard
communication:

Recurrent memory errors in
switches

This is detected through the plausibility check of the filling
level values and via the TwinSAFE SC communication
within the EL6910

7.4.3.1

Note on TWinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the checksum
and this polynomial is sufficiently independent of the polynomial previously used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-2).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected via
the comparison in the safe TwinSAFE Logic, since this would lead to inequality.

7.4.4 Parameters of the safe output terminal

EL2904

Parameter Value

Current measurement active No

Output test pulses active Yes

Application Guide TwWinSAFE Version: 3.2.0 235




Analog value processing with TWinSAFE SC

BECKHOFF

7.4.5 Block formation and safety loops
7.4.51 Safety function 1
Ooputt
I I
i U':;Ssz:'c || ep3174-0092 : B
rl;p;t; ________ Tttt ﬂl EL6910 EL2904 "
: : Fug:fl::;al@
| | K2
: level probe — EL3152 |
7.4.6 Calculation
7.4.6.1 PFHD / MTTFD / B10D - values
Component Value
EL2904 — PFH, 1.25E-09
EL6910 — PFH, 1.79E-09

Ultrasonic sensor — MTBF

195 a (1,708,200 h)

Level probe — MTTF

732 a (6,412,320 h)

EP3174-0092 - MTBF 600,000 h
EL3152 - MTBF 2,507,303 h
K1-B10, 1,300,000 h
K2 - B10, 1,300,000 h
Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T.)

10080 (1x per week)

Lifetime (T1)

20 years = 175200 hours

7.4.6.2 Diagnostic Coverage DC

Component

Value

Filling level values via TWIinSAFE SC and plausibility
check within the logic

DC,,,=90% (alternatively in calculation: 99%)

K1/K2 with EDM monitoring (actuation 1x per week
and evaluation of all rising and falling edges with
monitoring over time) with testing of the individual
channels

DC,,,=99%

7.4.6.3

Calculation of safety function 1

For clarity, the safety factor is calculated according to EN 62061 as well as EN 13849. Calculation according

to one standard is sufficient in practice.

Calculation of the PFH, and MTTF, values from the B10, values:

From:
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_d,*h,*60
op T

Zyklus

n

and:

BIO,

0,1%n,,

MTTF, =

Calculation of the PFH, and MTTF, values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:
MTTF, =2* MTBF

MTTF, = —
‘D
with
1 0,1*n
PIULLI @
TIOD BIOD

produces for

O,I*nnp*(l—DC) _1-DC

PFH = -
BI0,, MTTF,

Inserting the values, this produces:

Ultrasonic sensor
MTTF, =2* MTBF =2%*195y =390y =3.416.400A

1-DC 10,9

PFH = =
MTTF,, 3.416.400h

=2,93E - 08

EP3174-0092
MTTF,, =2* MTBF =2%*600.000/2 =1.200.0002 =136y

1-DC _ 1-0,9

PFH = =
MTTF,  1.200.000%

=8,33E-08

Input system 1
PFH PFH

(Inputl) = (Ultrasonic)

+ PFH 74 oogmy = 2,93E — 08+ 8,33E — 08 = 11,26 E — 08

Level probe
MTTF, =2* MTTF =2%*732y =1.464y =12.824.640h

g 1=DC _ 1-09
MTTF,  12.824.640h

=7,79E -09

EL3152
MTTF,, =2* MTBF =2%2.507.303h =5.014.606h =572y

g -1=PC _ 1209 =1,99E — 08
MTTF,  5.014.606h

Input system 2
PFH iy = PFH L pyvconey ¥ PFH 513150 = T,79E =09 +1,99E — 08 = 2,77E - 08
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K1/K2:
% *
p, = 2B0716760 5, o
” 10080
mrrr, = 139090 _ 593607 3, = 5199997320
0,1¥21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback

:& =1,92E—12
593607,3 *8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

The input signals from the ultrasonic sensor with EP3174-0092 and the level probe with EL3152 use different
measuring procedures. Both provide a filling level and are involved in the safety function. A malfunction of a
channel does not lead to a dangerous situation, but is detected by comparing the two values in the
TwinSAFE Logic and leads to shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains tables (Table F.1: Criteria for determining the CCF, and
Table F.2: Estimation of the CCF factor(3)), which can be used to determine the 3 factor precisely. For the
input subsystem, an estimated value of 2% can be achieved if the table for calculating the 8 factor is
modified accordingly. In the following calculation, the worst case is assumed with 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely at
the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

It follows for the calculation of the PFH, value for safety function 1

PFH,

+ PFH,
_ (Inputl)
PFH, =p* v

2 e+ (1- B)* *(PFH (Input1)

, PFH ., + PFH
2

*PFH(InpuIZ)) *T1+ PFH(EL6910) + PFH(EL2904)

+8 E2 4 (1= B)* *(PFH ) * PFH ,)) * T1

2 2
Since the portions (=P * (PFH g * PFH ) * T and =B (PFH ™ PEH 1)) * T are smaller than the

rest by the power of ten, they are neglected in this and all further calculations for the purpose of
simplification.

to:

11,26E—08+2,77E—08+1’79E_09+1,25E_09+10%*1,92E—12+1,92E—12

PFH,, =10%*
2 2

=1,005E - 08

EN 62061

According to EN 62061, the input subsystem is evaluated with an SFF or a DC of 90%. This limits the maxi-
mum SIL value that can be achieved to 2, according to table 5 of EN 62061.

Alternative calculation of the MTTF, value for safety function 1 according to EN 13849 (under the same
assumption)

1 noo
MTTF, _gMTTFDn

Dges
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The inferior value is taken from the input subsystem:

1 1 1 1 1 1

= + + + +
M T T F Dges MTTFD(U[!VaSunicSﬁnsor) MTTFD(EP3 174-0092) MTTF MTTF MTTFD(K 1)

D(EL6910) D(EL2904)

If only PFH; values are available for EL2904 and EL6910, the following estimation applies:
(1 _DC(ELx)mc))

MTTF, . =
P ) PFH(ELXXXX}
Hence:
MTTF _ (1=DC z16910)) _ (1-0,99) _ 0,01 637y
D(EL6910) PFH 1 h 1
(L) 179E —09—*8760— 15,68E — 06
h y y
1-DC _
MTTF, ¢ () _ 1-0.99) =000 o130y
D(EL2904) PFH 1 h 1
(£L2904) 1 25F —09—*8760— 1,1E—-05—
h y y
p— 1 —
MTTF,,, = ; : ; 0 0 =79,46y
+ + + +
390y 136y 637y 913y  593.607y
DC DC DC DC DC DC DC DC
+ + + + + + +
DC — MTTFD(UIImSom’c) MTTFD(EP}IM*OU’)Z) MTTFD(I_evelPrvbe) MTTFD(EL3152) MTTFD(EL(:BIO) MTTFD(ELZ9U4) MTTFD(KI) MTTFD(KZ)

@ 1 1 1 1 1 1 1 1
+ + + + + + +
MTTFD(U//mSonic) MTTFD(EP3 174-0092) MTTFD(LEW[ Probe) MTTFD(EL3152) MTTFD(ELéQlO) MTTFD(EL29()4) MTTF MTTF

D(K1) D(K2)

Used with DC=90%

90%  90%  90% 90% 9% 99% . 99% . 99%
pe -390y 136y 1464y 572y 637y 913y 593607y 593607y _g 334
o =T (T 1 1 1 1

+ + + + +
390y 136y 1464y 572y 637y 913y 593607y 593607y

Alternatively with DC = 99%

99% 9% 9% 9% 9% 9% 9% . 99%
D, - 3910y 1316y 14614y 5712y 6317y 9113y 593?07)} 593?07)/ — 99,00%
+ + + + + +

+
390y 136y 1464y 572y 637y 913y 593607y 593607y
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Category

A CAUTION

This structure is possible up to category 3 at the most.

DC=90% for the input subsystem

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b c -
medium b - c c -
high - c c d d d e
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Alternative with DC = 99% for the input subsystem

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
D
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Diagnostic coverage
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - b b c -
medium b - C C d -
high - c c d d d e

Safety integrity level according to Table 3 EN62061

Safety integrity level

Probability of a dangerous failure per hour (PFHp)

3

>210%to <107

2

2107 to <10°

1

>10°to <10°
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7.5 Pressure measurement with TWinSAFE SC
(category 3, PL d)

This example shows how a pressure measurement of a container can be realized with the TwWinSAFE SC
technology. To this end, two measuring points are equipped with pressure sensors, one with a pressure
sensor with |O-Link interface wired to a standard EL6224 EtherCAT Terminal and the other with a pressure
sensor with 4-20 mA interface wired to an EL3124-0090 TwinSAFE SC EtherCAT Terminal.

These two signals are compared or checked for plausibility by means of a Compare function block within the
safe EL6910 TwinSAFE Logic. The signal from the EP6224 is scaled by the Scale function block first so that
both signals have an identical value range. The signal is then checked via the Limit function block. The result
of the Limit function block and the IsValid output of the Compare function block is used to switch off
contactors K1 and K2 via the function block Mon. In addition, the StuckAtError output of the Scale function
block can be connected to a Mon input. Freezing of the signal can be detected with this configuration.

To keep things clear the contactor control is not shown in this example, but the user should keep it in mind.
=] ?s‘s'::ﬁ:'g'i ¢ Restart & Fovom §
T - (g1

....... 3] Analogin Eror
StuckAtError

AnalogOut

Y

10-Link
Pressure-Signal =

[T R

Scaling Offset
15

Delay Time (ms}—MonOut @] = = = = =
Floor Watchdog (ms) lay Time (i u % -

200 sonpeiout

2 stecompare 4
FBComparel p .

Cenener ener
(enenen o

‘Em i
= : [T
- ' T
) 1= === =] compin2 | mor FBLimit1 |
Pressure Signal S | gjcammus S : i gae=
(| Y 5] compins G ) s | T ; 888
ggl 8] Compins ] Minvalue — H gg gg
.
# 6 8] Maxvalue —— H EREE
- Architecture Allowed deviation e B !g a
'%ﬂ" 7] 1002 LYl
Y- 2003 Tolerance time (ms) Minimuuné Value R
ot 5000 1 mE mm
5 &= Mo Vate 6688
4000 Wy

Pressure safety valve (PSV)

The application shown above cannot be used as a replacement for a pressure safety valve according to the
EC Pressure Equipment Directive.

A CAUTION

Emergency stop / contactor monitoring

In addition to the function shown above, contactor monitoring, e.g. via an EDM function block for K1 and
K2, and possibly an emergency stop function, must be implemented by the user!
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7.5.1 Schematic diagram of the configuration
Pressure sensor EL3124 PC
4..20 mA -0090 B'a;r';i:j:‘:e' EL6910 EL2904 Actuator
a — i —
{1 1
Pressure sensor EL6224
s s
-+ -+
7.5.2 Structure and diagnosis

The signals that are read at the two measuring points are standard signals, which use different technologies.
At least one signal is transmitted via the TwinSAFE SC technology to the safe TwinSAFE Logic, so that
distortions of this signal are detected in the PC or on the communication path. The test for equality of these
two signals, within the permissible tolerances, is carried out in the safe TwinSAFE Logic.

The individual error assumptions and associated expectations are listed in the following FMEA table.

7.5.3 FMEA
Error assumption Expectations Checked
Pressure value via the standard | The value is detected by the second value and via the
fieldbus freezes plausibility check in the EL6910.
Pressure value via the TWInSAFE |This is detected via the watchdog within the TwinSAFE SC
SC communication freezes communication and via the plausibility check in the EL6910.
Pressure values are copied to A distorted value within the TwWinSAFE SC communication
each other in the standard PLC leads to an invalid CRC within the telegram and thus to
immediate shutdown of the group and the outputs.
Pressure value via standard The value is detected by the second value and via the
fieldbus is distorted plausibility check in the EL6910.
The connection between the This is detected via the plausibility check with the second
sensor and the EtherCAT pressure value within the EL6910.
Terminal has been lost
Pressure sensor (4..20 mA) This is detected via the plausibility check with the second
supplies incorrect pressure value |pressure value within the EL6910.
Pressure sensor (I0-Link) This is detected via the plausibility check with the second
supplies incorrect pressure value |pressure value within the EL6910.
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Error assumption

Expectations

Checked

Communication error 61784-3 for
standard communication:

Corruption

This is detected through the plausibility check of the
pressure values and via the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unintentional repetition

This is detected through the plausibility check of the
pressure values and via the TwinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Wrong sequence

This is detected through the plausibility check of the
pressure values and via the TwWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Loss

This is detected through the plausibility check of the
pressure values and via the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unacceptable delay

This is detected through the plausibility check of the
pressure values and via the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Insertion

This is detected through the plausibility check of the
pressure values and via the TwWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3 for
standard communication:

Addressing

This is detected through the plausibility check of the
pressure values and via the TWinSAFE SC communication
within the EL6910

Communication error for standard
communication:

Recurrent memory errors in
switches

This is detected through the plausibility check of the
pressure values and via the TwWinSAFE SC communication
within the EL6910

7.5.3.1

Note on TWinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-

EtherCAT communication, the difference being that a different polynomial is used to calculate the checksum
and this polynomial is sufficiently independent of the polynomial previously used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-2).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected via
the comparison in the safe TwinSAFE Logic, since this would lead to inequality.

7.5.4 Parameters of the safe output terminal

EL2904

Parameter Value

Current measurement active No

Output test pulses active Yes
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7.5.5 Block formation and safety loops

7.5.5.1 Safety function 1
:eré;_tziiii T :Z: loomo . SUD 4
: : K2 =

7.5.6 Calculation

7.5.6.1 PFHD / MTTFD / B10D - values

Component Value

EL2904 — PFH, 1.25E-09

EL6910 — PFH, 1.79E-09

Pressure sensor 1 (4-20 mA) — MTTF

124 a (1,086,240 h)

Pressure sensor 2 10-Link — MTTF

201 a (1,760,760 h)

EL3124-0090 - MTBF 950,000 h
EL6224 - MTBF 1,607,919 h
K1-B10, 1,300,000 h
K2 - B10, 1,300,000 h
Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T.,q.)

10080 (1x per week)

Lifetime (T1)

20 years = 175200 hours

7.5.6.2 Diagnostic Coverage DC

Component

Value

Pressure values via TwWinSAFE SC and plausibility
check within the logic

DC,,,=90% (alternatively in calculation: 99%)

K1/K2 with EDM monitoring (actuation 1x per week
and evaluation of all rising and falling edges with
monitoring over time) with testing of the individual
channels

DC.,,,=99%

7.5.6.3

Calculation of safety function 1

For clarity, the safety factor is calculated according to EN 62061 as well as EN 13849. Calculation according

to one standard is sufficient in practice.

Calculation of the PFH, and MTTF, values from the B10, values:

From:
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_d,*h,*60
op T

Zyklus

n

and:

BIO,

0,1%n,,

MTTF, =

Calculation of the PFH, and MTTF, values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:

MTTF, =2* MTBF

MTTF, = —
‘D
with
1 0,1*n
PIULLI @
TIOD BIOD

produces for

O,I*nnp*(l—DC) _1-DC

PFH = -
BI0,, MTTF,

Inserting the values, this produces:

Pressure sensor 1 (4-20 mA)
MTTF, =2* MTTF =2%*124y =248y =2.172.480h

1-DC _ 1-0,9
MTTF, ~ 2.172.480h

PFH = =4,60E -08

EL3124-0090
MTTF,, =2* MTBF =2%950.000/ =1.900.000/ =216y

1-DC _ 1-0,9

PFH = = =5,26E - 08
MTTF, 1.900.000A
Input system 1
PFH, PFH + PFH, =4,60E -08+5,26E -08=9,806E - 08

(Inputl) = (PressureSensorl) (EL3124-0090)

Pressure sensor 2 (I0-Link)
MTTF, =2* MTBF =2%*1.760.760h = 3.521.520h = 402y

=1PC 1209 5 eap-os
MTTF,  3.521.520h

EL6224
MTTF, =2* MTBF =2%1.607.919h =3.215.838h =367y

g -1=PC __1-09 =3,11E-08
MTTF,  3.215.838h

Input system 2

PFH iy = PFH g1 osuresensorsy + PEH (pr60a) = 2,84E =08+ 3,11E — 08 =5,95E - 08
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K1/K2:
% *
p, = 2B0716760 5, o
” 10080
mrrr, = 139090 _ 593607 3, = 5199997320
0,1¥21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback

:& =1,92E—12
593607,3 *8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

The input signals from pressure sensor 1 with EL3124-0090 and pressure sensor 2 with EL6224 use
different measuring procedures. Both supply a pressure value and are involved in the safety function. A
malfunction of a channel does not lead to a dangerous situation, but is detected by comparing the two values
in the TWinSAFE Logic and leads to shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains tables (Table F.1: Criteria for determining the CCF, and
Table F.2: Estimation of the CCF factor(3)), which can be used to determine the 3 factor precisely. For the
input subsystem, an estimated value of 2% can be achieved if the table for calculating the 8 factor is
modified accordingly. In the following calculation, the worst case is assumed with 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely at
the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

It follows for the calculation of the PFH, value for safety function 1

PFH,

+ PFH,
_ (Inputl)
PFH, =p* v

2 e+ (1- B)* *(PFH (Input1)

, PFH ., + PFH
2

*PFH(InpuIZ)) *T1+ PFH(EL6910) + PFH(EL2904)

+8 E2 4 (1= B)* *(PFH ) * PFH ,)) * T1

2 2
Since the portions (=P * (PFH g * PFH ) * T and =B (PFH ™ PEH 1)) * T are smaller than the

rest by the power of ten, they are neglected in this and all further calculations for the purpose of
simplification.

to:

9,86E—08+5,95E—08+1’79E_09+1’25E_09+10%*1,92E—12+1,92E—12

PFH,, =10%*
2 2

=1,094E - 08

EN 62061

According to EN 62061, the input subsystem is evaluated with an SFF or a DC of 90%. This limits the maxi-
mum SIL value that can be achieved to 2, according to table 5 of EN 62061.

Alternative calculation of the MTTF, value for safety function 1 according to EN 13849 (under the same
assumption)

1 noo
MTTF, _gMTTFDn

Dges

Application Guide TwWinSAFE Version: 3.2.0 247



Analog value processing with TWinSAFE SC BEGKHOFF

The inferior value is taken from the input subsystem:

1 1 1 1 1 1
= + + + +
MTTF, MTTF, MTTF, MTTF, MTTF, MTTF,

Dges D(PressureSensor) D(EL3124-0090) D(EL6910) D(EL2904) D(K1)

If only PFH; values are available for EL2904 and EL6910, the following estimation applies:

(1 - DC( ELx)mc))

MTTFD(Eme) =
PFH(ELXXXX}
Hence:
MTTF _(1=DCn) _ (1-0,99) _ 0,01 637y
D(EL6910) PFH 1 h 1
(ELeo10)  179E —09—*8760— 15,68E — 06—
h y y
1-DC 1- 1
MITE, oy =9 DCmon)  (12099) 001 g4,
D(EL2904) PFH 1 h 1
(EL2904) 1 25E —09—*8760— 1,1E—05—
h y y
1
MTTF,, =— : ; ; : =88,27y
+ + + +
248y 216y 637y 913y  593.607y
DC DC DC DC DC DC DC DC
+ + + + + + +
DC _ MTTFD(PreS:urel) MTTFD(EL3124—0090) MTTFD(PreSsuVeZ) MTTFD(EL6224) MTTFD(ELGQI(J) MTTFD(EL29U4) MTTFD(KI) MTTFD(KZ)
ag — 1 1 1 1 1 1 1 1
+ + +

+ + + +
MTTFD(PresA'urel) MTTFD(EL3124—0090) MTTFD(Pressm'eZ) MTTFD(EL(:224) MTTFD(EL()?IO) MTTFD(EL2904) MTTFD(KI) MTTF,

D(K2)

Used with DC=90%

90% . 90% 0% 90% 9%  99% 9% 9%
e, - 2418y 2116y 4012y 3617y 6317y 9113y 593?07y 593?07)/ _91.41%

+ + + + + + +
248y 216y 402y 367y 637y 913y 593607y 593607y

Alternatively with DC = 99%

99% 9%  99% 9% 99% 9% . 99% 9%
Dcavg:2418y 2116y 4012y 3617y 6317y 9113y 593?07)} 593?07)/:99’00%
+ + + + + + +
248y 216y 402y 367y 637y 913y 593607y 593607y

248 Version: 3.2.0 Application Guide TwWinSAFE



BEGKHOFF Analog value processing with TWinSAFE SC

A CAUTION
Category
This structure is possible up to category 3 at the most.

DC=90% for the input subsystem

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Diagnostic coverage
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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Alternative with DC = 99% for the input subsystem

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTF;
low a - b b c -
medium b - c c d -
high - c c d d d e
Safety integrity level according to Table 3 EN62061
Safety integrity level Probability of a dangerous failure per hour (PFHp)
3 210®to <107
2 210" to <10°
1 >10°to <10°
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7.6 Monitoring of lifting device (category 3, PL d)

A lifting device, consisting of two winches with deflection rollers for moving a lifting table, is to be monitored
from a safety point of view. The functions "slack rope detection" and "overload" are to be realized. Two
deflection rollers, each with an SG sensor, are mounted at the top of the posts on each side, i.e. there are
four SG sensors in total. One of these two sensors of one side is read in with a TWinSAFE SC terminal
EL3356-0090. The other SG sensor is wired to an EL3751. This provides an SG mV/V signal, which must be
converted into a weight value in the safe logic so that it can be compared with the value of the EL3356-0090.

Winch 1 Winch 2

Safety function 1 - Overload

A maximum permissible payload is specified for the lifting device. This must be monitored. After the
plausibility check of the signals of the EL3751 and EL3356-0090, the result is limited with the limit function
block in the EL6910.

Based to the customer's risk and hazard analysis, this safety function must be evaluated with PL ¢ according
to EN 13849-1:2015.

The safety function is set up in a category 3 structure.

Safety function 2 - Slack rope detection

Slack rope detection is used to detect whether the lifting slide has got stuck mechanically somewhere or is
on the floor. In both cases, the system must be switched off immediately. In addition, it also detects whether
a rope has snatched.

Based to the customer's risk and hazard analysis, this safety function must be evaluated with PL ¢ according
to EN 13849-1:2015.

The safety function is set up in a category 3 structure.

Additional function - without safety requirements

Synchronism can be checked by incremental comparison of the encoder values of winch 1 and 2. This
prevents the lifting slide from being pulled sideways by the two winches at an early stage.
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EL6910

-+

EL2904 Actuator

-

7.6.1 Structural image structure
DMS EL3356 PC
lift sensor 1 -0090 BlackChannel
DMS si |
carriage 1+ T+ signa
pulley 1
mechanically
linked
DMS EL3751
lift sensor 2 Standard fieldbus
carriage Z IZ DMS signal D
pulley 2
mechanically
linked
DMS EL3356
lift sensor 3 -0090 BlackChannel
DMS signal
carriage 1+ -+
pulley 3
mechanically
linked
DMS EL3751
lift sensor 4 Standard fieldbus
carriage IZ lZ DMS signal D
pulley 4
7.6.2 Structure and diagnosis

The read-in signals of the SG sensors are standard signals, which are recorded differently on each side. The
first SG sensor is wired to an EL3356-0090 SG terminal, which packs the determined weight value into a
safe telegram (FSoE with modified polynomial - TWinSAFE SC) and transmits it to the EL6910. The second
SG sensor is wired to an EL3751 terminal, which performs an SG mV/V measurement. This signal is sent to
the EL6910 via the standard communication path. This signal is converted to a weight value within the safe
logic before the plausibility check.

The same procedure is used for the second side of the lifting unit with SG sensors 3 and 4. A different

polynomial is used for the TwWinSAFE SC communication of the second EL3356-0090 compared to the first
side. This enables detection of situations where the data of the two TwinSAFE SC connections have been
copied to each other.

252
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7.6.3 FMEA

Error assumption Expectations Checked

SG signal via standard fieldbus This is detected via the second value and the plausibility

freezes check in the EL6910 (TwinSAFE SC communication
between EL3356-0090 and EL6910).

SG signal via TwinSAFE SC This is detected via the second value and the plausibility

communication freezes check in the EL6910 and via the watchdog within the
TwinSAFE SC communication.

SG values are copied to each A distorted value within the TwinSAFE SC communication

other in the standard PLC leads to an invalid CRC within the telegram and thus to
immediate shutdown of the group and the outputs.
The data types of the two SG values have a different
length, since one of the two is packed in the TwinSAFE SC
telegram (e.g. 4 bytes and 11 bytes)

SG signal via standard fieldbus is |This is detected via the second value and the plausibility

distorted check in the EL6910 (TwinSAFE SC communication
between EL3356-0090 and EL6910)

Mechanical connection between |This is detected via the plausibility check with the second

liting slide and winch no longer  |SG signal within the EL6910.

exists

EL3356-0090 delivers incorrect This is detected via the plausibility check with the SG value

SG value of the EL3751 within the EL6910

EL3751 returns incorrect SG value |This is detected via the plausibility check with the SG value
of the EL3356-0090 within the EL6910
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Error assumption

Expectations

Checked

Communication error 61784-3 for
standard communication:

Corruption

This is detected through the plausibility check of the SG
values together with the TwinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unintentional repetition

This is detected through the plausibility check of the SG
values together with the TwinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Wrong sequence

This is detected through the plausibility check of the SG
values together with the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Loss

This is detected through the plausibility check of the SG
values together with the TWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Unacceptable delay

This is detected through the plausibility check of the SG
values together with the TwWinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Insertion

This is detected through the plausibility check of the SG
values together with the TwinSAFE SC communication
within the EL6910

Communication error 61784-3 for
standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3 for
standard communication:

Addressing

This is detected through the plausibility check of the SG
values together with the TwinSAFE SC communication
within the EL6910

Communication error for standard
communication:

Recurrent memory errors in
switches

This is detected through the plausibility check of the SG
values together with the TwinSAFE SC communication
within the EL6910

7.6.3.1

Note on TWinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-

EtherCAT communication, the difference being that a different polynomial is used to calculate the checksum
and this polynomial is sufficiently independent of the polynomial previously used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-2).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected via
the comparison in the safe logic, since this would lead to inequality.

7.6.4

The logic in the EL6910 is divided into three parts. In the first section, the SG values are scaled and verified.
It also contains the restart lock and the shutdown of contactors K1 and K2 via an ESTOP function block.

Structure within the logic

In the second section, the total load is determined and compliance with maximum and minimum values is
monitored via a limit function block. The result is transferred to the ESTOP function block of the first section.

In the third section, each individual signal is monitored for compliance with a minimum value. These four
signals are ANDed and linked to the ESTOP function block of the first section.
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Section 1

Section 2

Overload
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Section 3

| Compare_Signals.FBEsto|

7.6.5 Parameters of the safe output terminal

EL2904

Current measurement active No
Output test pulses active Yes
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7.6.6 Block formation and safety loops

7.6.6.1 Safety function 1/2

e

2,
€
L4
" 0050
K1
Lo————————————-———————= Z
ettt L L L L L LT
| Input2 | — EL6910 E12004
| ! Functional @&
| | Safety
| ! k2
|
} sensor
I
I
I

________________________

-0090

**********

7.6.7 Calculation

7.6.7.1 PFHD / MTTFD / B10D — values

Component Value

EL2904 — PFH;, 1.25E-09

EL6910 — PFH, 1.79E-09

SG sensors 1-4 — MTTF, 160y (1,401,600 h)
(AST 3570951.1 CAL/10t/D50d11/L205/1.5 mV/V)

EL3356-0090 - MTBF 780,733 h

EL3751 - MTBF 513,333 h

K1 -B10, 1,300,000 h

K2 - B10, 1,300,000 h
Encoder MTBF 107.5y (914,700 h)
Days of operation (d,,) 230

Hours of operation / day (h,,) 16

Cycle time (minutes) (T,qe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours
7.6.7.2 Diagnostic Coverage DC

Component Value

SG values via TWinSAFE SC and plausibility check |DC,,,=90% (alternatively in calculation: 99%)
within the logic
K1/K2 with EDM monitoring (actuation 1x per week |DC,,,=99%
and evaluation of all rising and falling edges with
monitoring over time) with testing of the individual
channels
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7.6.7.3 Calculation of safety function 1/2

For clarity, the safety factor is calculated according to EN 62061 as well as EN 13849. Calculation according
to one standard is sufficient in practice.

Calculation of the PFH, and MTTF, values from the B10, values:

From:
oy, 60
op T

Zyklus

and:

B10,

0,1*n

MTTF, =

D

op

Calculation of the PFH, and MTTF, values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:
MTTF, =2* MTBF

MTTF, =
Ap
with
0,1*
Ap = 0,1 = Mep
]-;OD BlOD

produces for

O,I*nop*(l—DC) _1-DC
BI10,  MTTF,

PFH =

Inserting the values, this produces:

SG sensor 1
MTTF, =1.401.600h =160y

go1=PC _ 109 =7,13E-08
MTTF,  1.401.600/

EL3356-0090
MTTF, =2* MTBF =2%*780.733h =1.561.466h =178y

1-DC _ 1-0,9

PFH = =
MTTF, 1.561.466h

=6,40F - 08

Input system 1
PFH 1 = PFH s, + PFH 3556 o000, = T,13E — 08+ 6,40E — 08 =13,53E — 08
SG sensor 2

MTTF, =1.401.600/ =160y

1-DC _ 1-0,9

PFH = =
MTTF,, 1.401.6004

=7,13E - 08

EL3751
MTTF,, =2* MTBF =2%513.333h =1.026.666h =117y
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_1-DC _ 1-0,9

PFH = = =9,74E - 08
MTTF,  1.026.666h
Input system 2
PFH 2, = PFH 55, + PFH 05 = 7,13E =08+ 9,74E — 08 = 16,87E — 08

For input system 3 the values calculated for input system 1 apply. For input system 4 the values calculated
for input system 2 apply.

K1/K2:
230%*16*
) BOHIEH0_, o
10080
MTTF, = M =593607,3y =5199997320h
0,1*¥21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback

__ 1=09 _ L92E —12
593607,3*8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

The input signals from SG sensor 1 with EL3356-0090 and SG sensor 2 with EL3751 have a different
internal structure, supply different values (weight value and mV/V value) and are both involved in the safety
function. A malfunction of a channel does not lead to a dangerous situation, but is detected by comparing the
two values in the TwinSAFE Logic and leads to shutdown. An identical configuration is used for SG sensors
3 and 4. The sum of the four sensors provides the weight value for the overload shut down. If the value of an
SG sensor falls below a minimum load value, the slack rope shutdown feature is triggered.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where  =10%. EN 62061 contains tables (Table F.1: Criteria for determining the CCF, and
Table F.2: Estimation of the CCF factor(B)), which can be used to determine the B factor precisely. For the
input subsystem, an estimated value of 2% can be achieved if the table for calculating the 8 factor is
modified accordingly. In the following calculation, the worst case is assumed with 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely at
the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

It follows for the calculation of the PFH, value for safety function 1 /2

PFH, + PFH

PFH 512 = B* ot 2 ) 4 (- ﬁ)z * (PFH([npull)

13,53E -08+16,87E —08
2

*PFH(InpuZZ))*Tl

=10%* =1,52E-08

PFH,

sy T PFH,
PFH(DMS3/4) = ﬁ * )

) ot + (1 - ﬁ)2 * (PFH(Input3) * PFH(In[Jut4)) *T1
13,53E -08+16,87E — 08
2

+ PFH ,, . N N
3 + (1= B) *(PFH , * PFH ) *T1

1,92E-12+1,92E -12
2

=10%* =1,52E-08

N PFH(KI)
PFH(K]/KZ) = ﬁ

=10%* =1,92E-13
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— B)* * *
Since the portions (=B *(PFH,,)* PFH,)*T1 are smaller than the rest by the power of ten, they are

neglected in this and all further calculations for the purpose of simplification.
PFngs = PFH(DMS]/Z) + PFH(DMSS/A) + PFH(ELGQIO) + PFH(EL29O4) + PFH(KI/KZ)

=1,52E -08+1,52E -08+1,79E -09+1,25E - 09+ 1,92E —-13
=3,344E - 08

EN 62061

According to EN 62061, the input subsystem is evaluated with an SFF or a DC of 90%. This limits the maxi-
mum SIL value that can be achieved to 2, according to table 5 of EN 62061.

Alternative calculation of the MTTF, value for safety function 1 / 2 according to EN 13849 (under the same
assumption)

1 < 1

MTTF,,, < MTTF,,

The inferior value is taken from the input subsystem:

. 1 1 1 1 L]
MTTF,, ~ MTTF, MTTF,

+ + +
Dges D(DMSsensor2) MTTFD(EL3751) MTTFD(EL6910) MTTF,

D(EL2904) D(K1)

If only PFH, values are available for EL2904 and EL6910, the following estimation applies:

(1= DCen)
MTTFD(ELW) = T(ELX)
(ELxxxx)
Hence:
(1-DC ) (1-0,99) 0,01
MTTFD(EL6910) = PFH ELOD- - 1 7 = 7= 637y
(EL6910) 1,79E —09—*8760— 15,68E — 06—
h y y
(1-DC ) (1-0,99) 0,01
MTTFD(EL2904) = PFH 20 = 1 A = = 913,2y
(EL2904) 1,25E -09—*8760— 1,1E-05
h y y
MTTF, = ! =57,26y

Dees =] 1 I 1 1
+ + + +
160y 117y 637y 913y  593.607y
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DC N DC N DC N DC N DC N DC
MTTFD(DMSI) MTTFD(EL3356) MTTFD(DMSZ) MTTFD(EL3751) MTTFD(DMSI) MTTFD(EL3356)
DC DC DC DC DC DC
+ + + + + +
DC = MTTFD(DMS2) MTTFD(EL3751) MTTFD(EL69]0) MTTFD(EL2904) MTTFD(K]) MTTFD(KZ)
s 1 1 1 1 1 1
+ + + + +
MTTFD(DMSI) MTTFD(EL3356) MTTFD(DMSZ) MTTFD(EL37SI) MTTFD(DMS]) MTTFD(ELzsse)
1 1 1 1 1 1
+ + + + + +
MTTFD(DMSZ) MTTFD(EL375]) MTTFD(EL69]0) MTTFD(EL2904) MTTFD(K]) MTTFD(KZ)

Used with DC=90%

90% 90% 90% 90% 90% 90% 90% 90% 99% 99%  99% 99%
+ + + + + + + + + + +
pe 160y 178y 160y 117y 160y 178y 160y " 117y " 637y 913y 593607y 593607y
we =] 1 1 1 1 1 1 1 1 1 1 1
+ + + + + + + + + + +
160y 178y 160y 117y 160y 178y 160y 117y 637y 913y 593607y 593607y
=90,42%

Alternatively with DC = 99%

99% 99% 99% 99%  99% 99% 99% 99% 99% 99% 99% 99%
+ + + + + + + + + + +

160y 178y 160y 117y 160y 178y 160y 117y 637y 913y 593607y 593607y

DC, =
@e 1 1 1 1 1 1 1 1 1 1 1 1

+ + + + + + + + + + +

160y 178y 160y 117y 160y 178y 160y 117y 637y 913y 593607y 593607y

=99,00%
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Category

A CAUTION

This structure is possible up to category 3 at the most.

DC=90% for the input subsystem

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b c -
medium b - c c -
high - c c d d d e
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Alternative with DC = 99% for the input subsystem

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - b b -
medium b - C C -
high - c c d d d e

Result

The result with category 3, PL d meets or exceeds the requirements of the risk and hazard analysis (PL c).

Application Guide TwWinSAFE
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8 Application-specific scenarios

8.1 Networked system (Category 4, PL e)

2 plants are connected via Ethernet here. The path can also be implemented by a Wireless Ethernet
connection. Each station switches the outputs K1 / K2 on only if the second machine does not signal an
emergency stop. The signals from the emergency stop button, the restart and the feedback loop are wired to
safe inputs. The output of the ESTOP block is linked to an AND function block and additionally signaled to
the respective other machine via the network. The ESTOP output of the respective other machine is linked to
the AND function block and the output of the AND gate then switches the contactors on the safe output
terminal.

Testing and checking for discrepancy are activated for the input signals. The testing of the outputs is also
active.

Machine 1 Machine 2
y T TS " P TS "
[ . L] '
: . :
H H
: 3 :
: I :
H E mg H E
32 ;
H v 30, [
: e :
H HE— '
. ] 3 '
] : o :
H [ H
[ L) [l '
: — P— S S —— :
' e [P, 4aaaaa deccccccccccccccacaaaad H
' = [ H ! H
: i A ;
H [ e I H ' !
H Restart e K1 : H H : Restart :
' s2 ¢ HE . ' S2 !
H Lo [ . H '
. K2 HE v ' '
+ Emergency - P b Emereny g ’
+ stop button (]’ - ' HE ' » stop button '
H s1 H Vo H H 81 H
: : P :
D e : H : : :
H H HE H H '
H H Ve " H '
] ' N ) ' [l
] ' . N i H
H H S ' 1 '
H ! : H H H
. ¥ H H H [
H H ' H '
b P 5
. : i :
H \ : H :
P N e
b P ‘
. L]
o P 5
H ' H '
. . . L - .
. 14 ' # [
: P P
b - P e - :
V= : : H = : EE :
= H H ' e ' == '
- | : F oy : : e ! nmm :
i e . . : ' [0 Logical link L. :
: " - Logical link ~ eaaaa ] : : W eene gicallink — sesas fﬁ !
' % e ol . 1 '
. . . '
= ; R ; T
: !l.l‘ LIE1] K K2 E : !'-‘.‘ -man 5
H 1 ' g 1
T ee a6 oo H ! oo :
] i [ =M. H ] [ e H
I I
NOTE

Start / restart

If a machine has more than one operating station, measures must be provided to ensure that the initiation
of commands from different operating stations does not lead to a hazardous situation.

NOTE

Contactor monitoring

If the result of the risk and hazard analysis shows that a contactor check is necessary when switching the
contactors of the respective remote controller, this is to be done using an EDM function block.
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8.1.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
8.1.2 Block formation and safety loops
8.1.2.1 Safety function 1
K1
— s S2 |— EL1904 | EL6900 H EL2904 —SaEftitZrSX‘;r%— -
K2

Functional
Safety g

—-—4 S1 — EL1904 { EL6900 F
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8.1.3 Calculation

8.1.3.1 PFHD / MTTFD / B10D - values

Component Value

EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
EL6900 — PFH, 1.03E-09
Safety-over-EtherCAT (FSoE) — PFH, 1.00E-09
S1-B10, 1,000,000

S2 -B10, 2,000,000
K1-B10, 1,300,000

K2 - B10, 1,300,000

Days of operation (d,,) 230

Hours of operation / day (h,,) 8

Cycle time (minutes) (T,,qe) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

8.1.3.2 Diagnostic Coverage DC

Component

Value

S1 with testing/plausibility

DC.,,,=99%

S2 with plausibility

DC,,,=90%

K1/K2 with testing and EDM
(actuation 1x per shift)

DC,,,=99%

8.1.3.3 Calculation of safety function 1

Calculation of the PFH, and MTTF, values from the B10, values:

From:
oy, *60
Op T

Zyklus

and:
B10,

*
0,1%n,,

MTTF, =

Inserting the values, this produces:

S1:
230*8*60

op

=7360

_1.000.000
0,1%7360

MTTF, =1358,7y =11902212h

S2:

230%8*60

=7360
» 15

MTTF. - 2.000.000

b= =2717,4y =23804424h
0,1*7360
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K1/K2:
_230*8%60

n
0p 15

=7360

mTTF, - 1390000 1766,3y =15472788h
2 0,1%7360

and the assumption that S1, S2, K1 and K2 are each single-channel:
MTTF, -1
A

D

produces for

0.1%n_*(1—DC _
prp = O " ) _1-DC
BI0, MTTF,

S1:
H:%:SAOE—IO

1358,7 *8760

S2:

prH = 12090 =4,20E — 09

" 2717,4%8760

K1/K2: actuation 1x per shift and direct feedback

1-0,99

PFH = ———
1766,3*8760

=6,46E-10

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where R =10%. EN 62061 contains a table with which this B-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).

It follows for the calculation of the PFH, value for safety function 1:

PFH ., + PFH )

2
+ PFH

PFchx :PFH(SI) +p* +(1_ﬁ)2 *(PFH(KI) *PFH(KZ))*T1+PFH(SZ) +PFH(EL19O4) +PFH(EL6900) +PFH(EL29O4)

+PFH

(FSoE)

+ PFH,

(s1 (ec1o04y T PFH(ELGQOO)

_ B)* * *
Since the portion (=B * (PFH o * PFH ) *T1 is smaller than the rest by the power of ten, it is neglected in

this and all further calculations for the purpose of simplification.

to:

6,46E —10+ 6,46E —10
2

+1,00E — 09 +8,40F —10+ 1,1 1E — 09 +1,03E — 09

=1,25E-08

PFH,, =8,40E ~10+10%*

+4,20E —09+1,11E —09+1,03E —09 +1,25E — 09

Calculation of the MTTF,, value for safety function 1 (under the same assumption):
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MTTF,

Dges i

MTTF,,

as:

1 1 1 1 1 1 1
= + + + + +
MTTF,,, MTTF,g, MITF,, MTTF,g, MTTF, 0, MTTFy 00 MTTE,

D(EL2904)
1 1 1 1

+ + + +
MTTF, 5, MTTF,g  MTTF, ., MTTF,

D(EL6900)

with:
B10
MTTFD(SI) = 0 I*D:/lS])
) op
B10
MITEy 5 = o=
A*n,
MTTF, Bl0p)

DK —
E00,1%n,,

If only PFH, values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 -D C(Eme))

MTTF, gy =
Pty PFH(Eng)
Hence:
1-DC, _
MTTF, 1005 = ( i ) (1 0199) = 0.01 88y
(EL1904) 1L11E-09—*8760— 9,72E — 06—
h y y
1-DC _
MTTFD(EL6900) _ ( o (EL690(J)) _ @ 0,199) = 0,01 1108,6y
(EL6900) 1,03E —09—*8760— 9,02FE —06—
h y y
(1= DC 412004 1-0,99 0,01
MTTFD(EL2904) = PFH E20° = ( 1 ) 7 = =913,2y
(EL2904) 1,25E -09—*8760— 1,1E—-05—
h y y
1-DC, . . 1- 1
MTTF, ., = ( e o)) _ ( 0,199) = 0,0 11416y
(FSoE) 1,00E —09—*8760— 8,76E —06—
h y y
1
MTTFpg =— L 0 1 T T i 0 : ——=1231y

+ + + + + + + +
1358,7y  1766,3y  2717,4y 10288y 1108,6y 9132y 11416y 1358,7y 10288y 1108,6y

99% N 99% . 99% + 90% + 99% N 99% + 99% N 99% . 99% + 99% N 99%
DC _1358,7y 1766,3y 1766,3y 2717,4y 1028,8y 1108,6y 913,2y 1141,6y 1358,7y 1028,8y 1108,6y

avg

S e S S S S B
1358,7y  1766,3y  1766,3y 2717,4y 1028,8y 1108,6y 913,2y 11416y 1358,7y 1028,8y 1108,6y
=98,99%
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NOTE

Category
This structure is possible up to category 4 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e
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8.2 Direct wiring of the TwinSAFE outputs to TwinSAFE
inputs (1-channel) (Category 2, PL c)

The output of an EL2904 is wired directly to a safe input of an EL1904; the test pulses and current
measurement of the outputs and the sensor test of the inputs are thereby deactivated. This means that no
cyclic tests are possible for cross-circuits and external feed on the line.

On account of their high internal diagnostics, the EL2904 and EL1904 are to be evaluated as individual
components with Category 2, SIL2 and PL d, since only a single-channel structure is used externally. The
total performance level of output and input is to be evaluated with PL ¢ at the most on account of chapter
6.2.5 DIN EN ISO 13849-1:2016-06.

The test setup required for Category 2 is integrated in the EL2904. When switching on the output of the
EL2904, a check is performed to ascertain whether 24 V are actually read back. When switching off, a check
is performed to ascertain whether 0 V are actually read back. If an error is detected, the EL2904 enters the
error state, which is also signaled to the higher level safety controller. This module error of the EL2904 must
be evaluated in the machine controller. To do this the parameter ModuleFault is ComError is to be switched
on for the connection to the EL2904, as a result of which the TwinSAFE group switches to the safe state and
signals a ComError in the event of a module error.

Cat.2,PLc
EL2904 EL1904
wE TE Tw
T 1T TT
== = ==
EE— 68 48 a8 —
[ | e R
mm - ==
I-R.1.] S
] B TE
A 3
a8la8 60
|| R s
== - A
8668 88
IEKIIII:F ) _IEMFF
8.2.1 Parameters of the safe input and output terminals
EL1904
Parameter Value
Sensor test channel 1 active No
Sensor test channel 2 active No
Sensor test channel 3 active No
Sensor test channel 4 active No
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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EL2904

Parameter Value
Current measurement active No
Output test pulses active No

8.2.2 Block formation and safety loops
8.2.2.1 Safety function 1
— EL2904 — EL1904 —
8.2.3 Calculation
8.2.3.1 PFHD / MTTFD / B10D - values
Component Value
EL1904 — PFH, 1.11E-09
EL2904 — PFH, 1.25E-09
Days of operation (d,,) 230
Hours of operation / day (h,,) 8
Cycle time (minutes) (T,yqe) 60 (1x per hour)
Lifetime (T1) 20 years = 175200 hours

8.2.3.2 Diagnostic Coverage DC
Component Value
EL1904/EL2904 DC.,=60%

On account of the internal diagnostics of the
terminals (such as monitoring of the field voltage,
temperature, etc.) and the checking of the EL2904
for the correctness of the switched output each time
the signal state changes

8.2.3.3

Calculation of safety function 1

It follows for the calculation of the PFH,, value for safety function 1:

PFngs = PFH(EL]904) +PFH(EL2904)

to:
PFH,, =1,11E-09+1,25E —09 = 2,36 E — 09
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Calculation of the MTTF, value for safety function 1:

n

1
MTTF,

1

Dges i=1 MTTFDn
as:
S DR
MTTF, MTTF, MTTF,

Dges D(EL1904) D(EL2904)

If only PFH, values are available for EL1904 and EL2904, the following estimation applies:

(1 - DC(ELXXX)C))

MTTF XXXX =
P PFH(Eng)

Hence:

(1-DC, ) 1-0,60) 0,4
MTTFD(EL|904) = PFH E = ( 1 A = 1 = 41152y

(EL1904) 1L11E-09—*8760— 9,72E — 06—
h y y

1-DC _

MTTFD(EL2904) = ( PFH (ELZW)) = d 0’160) A = 0.4 I =36364y
(EL2904) 1,25E-09—*8760— 1,1E—-05—
h y y
1
MTTFy,, =— —=19305y
+
41152y 36364y
60% + 60%

bC,, - 411152)/ 363164y —60%

+

41152y 36364y
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NOTE

Category
This structure is possible up to category 2 at the most.

A CAUTION
Achieving the safety level

For the Attainment of the safety level the user must ensure that a testing of the wiring is carried out within
his application and will be done 100 times more often than the safety function is called.

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF, < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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8.3 Direct wiring of the TwinSAFE outputs to TwinSAFE
inputs (2-channel) (Category 3, PL d)

Two outputs of an EL2904 are wired directly to two safe inputs of an EL1904; the test pulses and current
measurement of the outputs and the sensor test of the inputs are thereby deactivated. On the input side,
both signals are checked for discrepancy within the TwinSAFE Logic. Hence, both signals are checked for
their value, but no tests are active on the cable, so that possible external feeds are detected when switching

the outputs.

8.3.1 Parameters of the safe input and output terminals
EL1904

Parameter Value

Sensor test channel 1 active No

Sensor test channel 2 active No

Sensor test channel 3 active No

Sensor test channel 4 active No

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic

EL2904

Parameter Value

Current measurement active No

Output test pulses active No

8.3.2 Block formation and safety loops
8.3.21 Safety function 1

—_— EL2904 — EL1904

I anac'l‘i:;alg

— EL2904 — EL1904

274
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8.3.3 Calculation

8.3.3.1 PFHD / MTTFD / B10D - values

Component Value

EL1904 — PFH, 1.11E-09

EL2904 — PFH, 1.25E-09

Days of operation (d,,) 230

Hours of operation / day (h,,) 8

Cycle time (minutes) (T,q) 60 (1x per hour)

Lifetime (T1) 20 years = 175200 hours

8.3.3.2 Diagnostic Coverage DC

Component Value
EL1904/EL2904 DC,,,=90%
8.3.3.3 Calculation of safety function 1

It follows for the calculation of the PFH,, value for safety function 1:

PFHgé’A‘ = PFH(EL]904) +PFH(EL29()4)

to:
PFH,, =1,11E~09+1,25E —09 = 2,36 — 09

Calculation of the MTTF,, value for safety function 1 (under the same assumption):

1 ool
MTTF, _;MTTFDn

Dges

as:

1 1 1
= +
MTTF, MTTF, MTTF,

Dges D(EL1904) D(EL2904)

If only PFH, values are available for EL1904 and EL2904, the following estimation applies:

1-DC
MTTFD(Eme) = ( (ELXW))
PFH(ELxxxx)
Hence:
1-DC —
MTTFD(EL1904) = ( (ELIQM)) = d 0i90) o 0.1 = 10288,1y
PFH piony  111E-09- %8760  9,72E — 06—
h ¥ ¥
1-DC,, 1- 1
MTTFD(EL29O4) = ( (ELZW)) = ( 0’190) 7 = 0, I =9090,9y
PFH pooe  1,05E 09— %8760  1,1E—05—
h y y
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MTTF,,, =

1

Dges

90%

: [ =4826,3y

+
102881y 9090,9y

90% 90% 90%

DC

avg

1 1 1 1

+ + +
102881y 10288,1y  9090,9y  9090,9y

+ +
_ 102881y 102881y 9090.9y  9090.9y _ g0,

NOTE

Category
This structure is possible up to category 3 at the most.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

limit values

shown in this table.

Diagnostic coverage

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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8.4 Application example C9900-M800

8.4.1 Description C9900-M800

The product C9900-M800 is a push button extension for Control Panels from Beckhoff. The relevant push
buttons (see table below) are read in with a safety component (FB6901-1918 see Z10 62386 037 Rev. 1).
These signals are then packed into a PROFIsafe telegram by the FB6901-1918 safety component and
transferred to the PROFINET interface by the standard control on the push button extension.

3]4]5]6f7]8]0]10]

Push button Description PROFIlsafe signals Signals FB6901-1918

1 (SW700) Standard - -

2 (SW701) Standard - -

3 (SW702) Standard - -

4 (SW703) Standard - -

5 (SW704) Standard - -

6 (SW705.2) llluminated push button PROFlsafe_2B[0].4 SW705_Safeln2
yellow
(1x make contact)

7 (SW706) Standard - -

8 (SW707) Standard - -

9 (SW708) Standard - -

10 (SW709.1/.2) |Key switch SSG10, PROFIsafe_2B[0].2 SW709_Safeln4
left non-latching, right PROFlsafe_2B[0].3 SW709_Safeln3
latching
(2x make contacts)

11 (SW710.1/.2) |Emergency stop button PROFlsafe_2B[0].0 SW710_Safeln1
(2x break contacts) PROFIsafe_2B[0].1 SW710_Safeln5
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Other PROFIsafe signals

ModuleFault_Safeln1_2

PROFlsafe_2B[0].5

FSIN Module1.Module Fault

ModuleFault_Safeln3 4

PROFlsafe_2B[0].6

FSIN Module2.Module Fault

ModuleFault_Safeln5

PROFlsafe_2B[0].7

FSIN Module3.Module Fault

ModuleFault_ErrAck

PROFlsafe_1B[0].0

FSIN Module1.Err Ack
FSIN Module2.Err Ack
FSIN Module3.Err Ack

8.4.2 Calculation

8.4.2.1 General

The push button and switch signals are read in by the FB6901-1918 as 1-channel signals, processed within
the SIL 3-certified FB6901-1918 and transferred to the PROFIsafe telegram. The calculation of the safety-
related parameters thus takes place from the push button to the transfer to the safe protocol. For further
evaluation on the higher-level safety controller, assumptions are made and alternative calculations are
created from them. Thus, except for safety subfunction 3, all examples are Cat.2 functions.

8.4.2.2 Parameters FB6901-1918

Parameter Value
Lifetime [a] 20

Proof test interval [a] Not required
PFHD 3.4 E-09
PFDavg 5.1E-05
MTTFD 1780 a

DC 97.5% (CAT4)
Performance Level PLe
Category 4

SFF >99%

HFT 1

Element classification Type B
Residual error rate Bus Communication 1E-09

The residual error rate of the bus communication of 1E-09 (1% of SIL 3) is already considered in the
characteristics of FB6901-1918 and therefore does not have to be included again in the following

calculations.
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8.4.2.3 Parameters push button SW710

Parameter Operating element Switching element
Lifetime 50,000 cycles 1,000,000 cycles
B10 65,000 cycles 1,300,000 cycles
B10, 130,000 cycles 2,600,000 cycles
Actuations / [a] (n,,) 12

Version 2x break contacts

The key figures of the switching element are much larger than the key figures of the operating element,
therefore the worse values are used here for the calculation.

Verify value

The number of actuations is an assumption on the part of the customer. This value must be verified and, if
necessary, adjusted by the customer in the course of the final calculation of the safety function.

8.4.2.4 Parameters push button SW709

Parameter Operating element Switching element
Lifetime 50,000 cycles 1,000,000 cycles
B10 71,660 cycles 1,300,000 cycles
B10, - -

Actuations / [a] (n,,) 52

Version 2x make contacts

The key figures of the switching element are much larger than the key figures of the operating element,
therefore the worse values are used here for the calculation.

Verify value

The number of actuations is an assumption on the part of the customer. This value must be verified and, if
necessary, adjusted by the customer in the course of the final calculation of the safety function.

8.4.2.5 Parameters push button SW705

Parameter Operating element Switching element
Lifetime 1,000,000 cycles 1,000,000 cycles
B10 1,300,000 cycles 1,300,000 cycles
B10, - -

Actuations / [a] (n,,) 8760

Version 1x make contact

The key figures of the switching element are identical, so it is not relevant which of the values is used.

Verify value

The number of actuations is an assumption on the part of the customer. This value must be verified and, if
necessary, adjusted by the customer in the course of the final calculation of the safety function.
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8.4.2.6 Parameters of the FB6910-1918

Index Description Value

80x00:01 ModuloDiagTestPulse 0x00

80x00:02 MultiplierDiagTestPulse 0x01

80x00:04 Diag Testpulse active TRUE

80x00:05 Module Fault Link active TRUE

80x1:01 Channel 1.InputFilterTime 0x0014 (20) x 0.1 msec
80x1:02 Channel 1.DiagTestPulseFilterTime 0x0002 (2) x 0.1 msec
80x1:04 Channel 2.InputFilterTime 0x0014 (20) x 0.1 msec
80x1:05 Channel 2.DiagTestPulseFilterTime 0x0002 (2) x 0.1 msec

The parameters of FB6901-1918 have been left at the default settings.

The test pulses of all channels are switched on and via the parameter Module Fault Link active all input
modules are set to the ModuleFault state in case of a fault.
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8.4.2.7 Assumptions for the Diagnostic Coverage DC

Component DC value
SW710.1 90%
1-channel evaluation of the emergency stop signal with test pulses

(Category 2 Structure)

The emergency stop button is designed as a break contact and is thus checked by

cyclic tests. The test rate is thus more than 100 times higher than the requirement of

the safety function.

SW710.2 90%
1-channel evaluation of the emergency stop signal with test pulses

(Category 2 Structure)

Explanation see SW710.1

Alternative for emergency stop button DC value
For SW710.1 and SW710.2, a 2-channel evaluation with plausibility check is 99%
performed in the higher-level safety controller

(Category 4 Structure)

1-channel components DC value
SW709.1 60%
1-channel evaluation of the key switch (position 1) with test pulses

(Category 2 Structure)

The wiring of the make contact is only checked with test pulses in the actuated state.

The connection between the switch and the safe input is realized inside the housing,

thus no short circuits can occur due to external influences. Due to the high

diagnostics of the FB6901-1918, environmental conditions such as voltage,

temperature, etc. are monitored and thus a value of 60% can be assumed for the DC.
_ The safety function must be defined by the user so that the NOT-
switched state is the safe state.

SW709.2 60%
1-channel evaluation of the key switch (position 2) with test pulses

(Category 2 Structure)

Reason and warning see SW709.1

SW705.2 60%

1-channel evaluation of the reset button with test pulses

(Category 2 Structure)

Reason and warning see SW709.1

m If the rising and falling edges and the time behavior of the reset button are

monitored in the higher-level controller (in the range of 0.5 s - 5 s between
rising and falling edges), a DC of 90% can be assumed instead of a DC of 60%.

Perform plausibility check and cross comparison

level safety controller is performed.

For the alternative calculation of the emergency stop button with the assumption of a DC of 99%, it is
mandatory that a plausibility check / cross comparison of the two signals of the SW710 switch in the higher-
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8.4.2.8

8.4.2.8.1

Overview

Block formation and safety loops

MBLP FB6901-1918

! SW710.1 FB6901-1918_1
SW710.2 FB6901-1918_5
K
2 PROFINET / PROFlsafe
2
9 . = PLC 7
! SW709.1 FB6901-1918_3 Logic /
Black-Channel
SW709.2 FB6901-1918_4
-
SW705.2 FB6901-1918_2
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8.4.2.8.2 General formulas for calculating MTTFD and PFHD
Estimation if only one B10 value is available (see table C.1 DIN EN ISO 13849-1):
B10, = 2+ B10

Actuations per year:

n,, = Betdtigungen pro Jahr

Derivation MTTFD from B10D:

0:1 Oll o nop

1
MTTF, =— mitAp ® — =
o R B10,

Ap

B10,

MTTFy = 53—
’ op

Calculation Total MTTFD:

1 ~ z 1
MTTFpges 44 MTTFpy,
1
1 - 1
MTTFpsw7xxy  MTTFpppego1-1918)

MTTF, =

Calculation Total DC:

DCowrax _ DCrpego1-101
D MTTFpsw7xxy MTTFppeoo1-191s)
avg 1 1
MTTFp(sw7xx) + MTTFp(rpe9o1-1918)

Calculation PFHD from MTTFD and DC:

01#n,,*(1—DC) 1-DC
B10p "~ MTTFp

PFH, =

Calculation of total PFHD (for 1-channel structures):

PFHpges = PFHp(sw7xxy + PFHp(ppeg01-1918)

Calculation of total PFHD (for 2-channel structures):

PFHp(sw710.1) + PFHp(sw710.2) N
2
+ PFHp(rB6901-1918)

PI:‘I-IDges:.["’)k

(1-p)+« (PFHD(SW710.1) * PFHD(SW710.2)) * Ty
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8.4.2.8.3 Safety subfunctions 1/2 (SW710.1 / SW710.2)

The safety subfunction 1/2 consists of one channel of the emergency stop button (here SW710.1 or
SW710.2), together with FB6901-1918 and the signal in the PROFIsafe telegram.

The calculation for the two individual channels is identical, so this is only calculated once here.

Implement measures

The extension of this block diagram to include the higher-level controller and the switched actuator system
together with the monitoring of the feedback loop and the implementation of the restart lock must be carried
out by the customer.

—— e ——— ————

|

|
— SW710.1 FB6901-1918 ——— PROFlsafe +—-—-

|

|

Calculation of the PFH, and MTTF, values from the B10, values:

Calculation MTTFD and DC:

B10p 130.000

MTTF, = = =108.000 a
01%n,, 0,112
1 1
MTTFpges = N : =—7 T—=1751a
+ +
MTTFpswremy | MTTFp rpesor-1918) 108.000  1.780
09 0975
DCpuy = 108i000 1.7180 — 0,073 = 97.3%

108.000 T 1.780

Calculation PFH:

(1-DC)  1-09

PFHp = =
D MTTF,  108.000

= 9,26E — 07
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Use in category 2
This structure of the safety subfunction can be used in category 2.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
middle 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC,,,
Designation Range
none DC <60 %
low 60 % <DC <90 %
middle 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e
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8.4.2.84 Safety subfunction 3 (SW710.1 and SW710.2)

Safety subfunction 3 consists of two channels of the emergency stop button (here SW710.1 and SW710.2),
together with FB6901-1918 and the 2 signals in the PROFIsafe telegram.

Perform plausibility check and set up restart lock

A plausibility check of the two signals must be performed in the higher-level safety controller and the restart
lock must also be implemented by the customer

Implement measures

The extension of this block diagram to include the higher-level controller and the switched actuator system
together with the monitoring of the feedback loop and the implementation of the restart lock must be carried
out by the customer.

SW710.1

- e e e e ey

[
I

FB6901-1918 ———  PROFIsafe :-———
I

SW710.2

The two channels of the emergency stop button are designed as break contacts and are tested via test
pulses. The plausibility check of the two signals is performed in the higher-level controller. To simplify the
calculation, the worse of the two values can be used for the combination (see also D.2 of DIN EN ISO
13849-1:2016). Here in this case the values are identical.

Calculation of the PFH, and MTTF, values from the B10, values:

Calculation MTTFD and DC:

B10p 130.000

MTTF, = = = 108.000 a
0’1 * nop 0,1 * 12
1 1
MTTFpg,, = : : =— ;—=1751a
+
099 0975
DCpuy = 108i000 1.7180 — 0,975 = 97.5%

108.000 T 1.780
Calculation PFH:

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be precisely
determined. Further, it is assumed that all usual measures have been taken to prevent both channels failing
unsafely at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the
control cabinet).
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(1-DC)  1—10,99
MTTF,  108.000

PFHD(SW710.1) = = 9,26E — 08

(1-DC) 1-099
MTTF,  108.000

PFHp(sw7102) = = 9,26E — 08

PFHp(sw710.1) + PFHp(sw710.2)
PFHpges = B * 5 + (1 = B)? x (PFHp(sw710.1) * PFHp(sw7102)) * Ta

+ PFHp(rpe901-1918)

Since the portion (1 = B)? * (PFHp(sw710.1) * PFHp(sw710)) * T1 is smaller than the rest by the power of
ten, it is neglected in this calculation for the purpose of simplification.

) PFHp(sw7101) + PFHp(sw710.2)

PFHp s = B 5 + PFHp(rpe901-1918)

9,26E — 08 + 9,26E — 08
PFHp o5 = 10% > +3,4E — 09 = 12,66E — 09 = 1,27E — 08
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Use up to a maximum of category 4
This structure of the safety subfunction can be used in category 4.
MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
middle 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC,,,
Designation Range
none DC <60 %
low 60 % <DC <90 %
middle 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - C c d d d e

288 Version: 3.2.0 Application Guide TwWinSAFE



BEGKHOFF Application-specific scenarios

8.4.2.8.5 Safety subfunctions 4/5 (SW709.1 and SW709.2)

The safety subfunctions 4 and 5 consist of a channel of the key switch (here SW709.1 or SW709.2), together
with FB6901-1918 and the signal in the PROFIsafe telegram.

The calculation for the two individual channels is identical, so this is only calculated once here.
Implement measures

The extension of this block diagram to include the higher-level controller and the switched actuator system
together with the monitoring of the feedback loop and the implementation of the restart lock must be carried
out by the customer.

Maintain safe state

The safety function must be defined by the user so that the NOT-switched state is the safe state.

-——— e = - —— = —— -y

|

|
— SW709.1/2 FB6901-1918 ———  PROFIsafe :—~—-

|

Calculation of the PFH, and MTTF, values from the B10, values:
Calculation B10D:

B10p, =2*B10=2*71.660 = 143.320

Calculation MTTFD and DC:
B10p _ 143.320

MTTF, = = =27.561a
01%7n, 0,1%52
1 1
MTTFpg,; = - - =— —=1672a
+ +
MTTFpsuwrmm | MTTFpzpesor_tors) 27.561 1 1.780
06 | 0975
DCopy = w = 0,9523 = 95,2%

27561 T 1.780

Calculation PFH:

— (1-DC) 1-06
D MTTF, 27561

= 1,45E — 05
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Use in category 2

This structure of the safety subfunction can be used in category 2.

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
middle 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC,,,
Designation Range
none DC <60 %
low 60 % <DC <90 %
middle 90 % =<DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b c -
medium b - b c d -
high - C c d d d e
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8.4.2.8.6 Safety subfunction 6 (SW705.2)

Safety subfunction 6 consists of one channel of the reset button (here SW705.2), together with FB6901-1918
and the signal in the PROFIsafe telegram.

Implement measures

The extension of this block diagram to include the higher-level controller and the switched actuator system
together with the monitoring of the feedback loop and the implementation of the restart lock must be carried
out by the customer.

— e -y

|

|
— SW705.2 FB6901-1918 ———  PROFIsafe :— -—-

|

Calculation of the PFH, and MTTF, values from the B10, values:
Calculation B10D:

B10p, = 2% B10 = 2 * 1.300.000 = 2.600.000

Calculation MTTFD and DC:

B10p, _ 2.600.000
0,1%n,, 0,1%8760

MTTFp = = 2.968a

1 1

MTTFp e, = N . =— —=1112a

- +

DC value

If the rising and falling edges and the time behavior of the reset button are monitored in the higher-level
controller (in the range of 0.5 s - 5 s between rising and falling edges), a DC of 90% can be assumed in-
stead of a DC of 60%.

06 0975
DCopy = w = 0,744 = 74,4%
1112 T 1.780

Calculation PFH:

(1-DC) 1-06
MTTF,  1.112

PFHp = = 3,60E — 04
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Use in category 2

This structure of the safety subfunction can be used in category 2.

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
middle 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC,,,
Designation Range
none DC <60 %
low 60 % <DC <90 %
middle 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES bc none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c G d d d e
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9 Connection of PROFIsafe

9.1 Safe speed monitoring with PROFIsafe encoder
(category 4, PL e)

The speed of a drive is to be monitored. This drive has a safety function (in this case, for example, STO),
which is activated via a corresponding input. This input is/these inputs are conducted via a NO contact of two
contactors. A safe absolute rotary encoder from TR-Electronic is used to safely measure the speed. Itis
certified for applications up to Performance Level e. The safety-relevant data is transmitted via PROFInet
with the help of PROFIsafe. The speed data is transmitted via the safety-relevant protocol PROFIsafe to the
EL6910 as the PROFIsafe master and monitored there with the help of the available pre-certified function
blocks for analog value processing.

If the current speed value lies below the threshold specified in the Limit FB, the STO output is set to logical 1
and the drive can rotate. If the limit is exceeded, the output is set to logic 0 and the drive is switched torque-
free or the safety function integrated in the drive is activated. The entire calculation and scaling are
performed at safety level SIL3/PL e in the safety-related EL6910 logic.

An ESTOP function block also implements an emergency stop function (not shown in the graph to reduce
complexity), which prevents restarting and also assumes control of the contactors K1 and K2.

Structure

24Vdc

CX Steuerung
K1

K2 Feldbus z.B. PROFInet

STO

Antrieb

Encoder
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Structure diagram configuration

TR Encoder EL6910 EL2904 Aktor

Motorwelle 4|:|7 ﬂ
e s o

o
Logic
o safelimit -
- FBLimit1 Q safeEstop a2
FBEstop1
Velocity | 9] Analogl SINE Error [D]
elocity In Analogin_ rror
Y ) Restart 0] Restart
9] MinValue L InLimit 2] STO Drive
0] Maxvalue | BelowMin O]
Estop In1 EStopin1 Error
— AboveMax P El S & ]
Estop In2 0] EStopin2
RHIITINETES STO Drive 9] Estopin
Maximum Value B estoping
250 [9] Estopins
5] Estopiné
K9] Estopin7
E EStoplng Delay Time (ms} £StopOut [D] K1/K2
100
LEStopDelOut D
Riickfiihrung K1/K2 ———— ] EDM1
2] Ebm2
‘6’ safeEdm A3
FBEdm1
Error [D]
9] Mon1 | EDM
— o] Mon2
Switch On Monitoring (ms)
500
Switch Off Monitering (ms)
1500

Correct configuration of the overall system
The following restrictions apply when transmitting PROFIsafe within EtherCAT.

® PROFIisafe telegram only via E-bus and PROFINET/PROFIBUS

1 On account of the PROFIsafe policy, the use of PROFIsafe is permitted only via the PROFIBUS
and PROFINET fieldbuses or via a backplane bus, in this case for example the E-bus. The use of
PROFlsafe via other fieldbuses is impermissible for reasons connected with patent law. This must
be ensured through the use of the EL9930 segment end terminal.

The following Siemens AG patents are relevant according to the PROFIsafe profile:
- EP1267270-A2 Method for data transfer

- WO00/045562-A1 Method and device for determining the reliability of data carriers
- W099/049373-A1 Shortened data message of an automation system

- EP1686732 Method and system for transmitting protocol data units

- EP1802019 Identification of errors in data transmission

- EP1921525-A1 Method for operation of a safety-related system

- EP13172092.2 Method and system for detection of errors

Depending on the architecture of the application, appropriate measures must therefore be taken. Details of
the correct configuration of the overall system with regard to PROFIsafe can be found in the documentation
for the EL6910 and EL9930.
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Use of external safe encoders

Further requirements must be met when using an external encoder.

A CAUTION

Use of external safe encoders

When using an external safe encoder, the current version of the documentation must always be observed.
Here you will find all the requirements for assembly, operation and repair, which must be met so that the
encoder can be used correctly in a safety-relevant application.

9.1.1 FMEA
Error assumption Expectations Checked
Speed value freezes The speed in the encoder is determined safely

(Performance Level e) and transmitted safely via
PROFIsafe. Freezing of the telegram is detected via the
watchdog of the safe communication protocol.

Speed value is falsified The speed in the encoder is determined safely
(Performance Level e) and transmitted safely via
PROFIsafe. Falsification of the telegram is detected via the
safe communication protocol.

There is no longer any connection |Can be detected via a plausibility check with a standard
between the motor and the drive signal. Thus, both the standard speed of the drive can
encoder be used for a plausibility check as well as a Boolean
information about whether the drive should be rotating.
Alternatively, the position signal of the safe telegram can be
used as the input signal of the function block safeScaling in
order to be able to detect this error case with the help of the
output StuckAtError (e.g. in combination with the evaluation
of the information as to whether the drive is being actively
decelerated).

Plausibility check: Dynamic speed values are also expected
when the motor is started.

9.1.2 Configuration in the engineering environment

In addition to the connection of TwWinSAFE components, the additional connection of an encoder via
PROFIsafe/PROFInet is considered in the context of this application example. All necessary configuration
steps for the implementation are described in detail below.

For the configuration of the safety-relevant parameters of the encoder, an additional application is required to
perform the parameterization of the device and to determine the CRC checksum of the iParameters, which
ultimately has to be additionally configured within TwinCAT.

9.1.21 Encoder configuration

An additional application is required for the parameterization of the encoder. The current version can be
obtained from the manufacturer's website.
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Teol irformation:
Integration time for the speed in the PROFIsafe area; unit [<50ms] {1 ... 10}

Parameter set description
F_iPar_CRC

|BEC vr 1132031116 E#EHEI

Template: COxTSM_EPM_002.xml / Parameter set:

Here the necessary parameters have to be configured according to the application, so that the CRC
checksum can be calculated correctly (F_iPar_CRC in the illustration).

9.1.2.2 Configuration of TwinCAT 1/O

First, a new TwinCAT project is created and the EtherCAT segment is configured.

4 == Device 1 (EtherCAT)
j! Image

j’ Image-Info

3 SyncUnits

Inputs

B Outputs

B InfoData

[ Term 1 (Cx1100-0004)
& InfoData

B Term 2 (EL6910)
B Term 3 (EL1904)
B Term 4 (EL2904)
Fi Term 5 (EL6631)
=':| Mappings

A Y VvV VY

v v v v v

In addition, the configuration of the PROFInet segment is generated by adding a PROFInet I/O controller.
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Insert Device X
Tvpe: l_:_|_'h EtherCAT ~ Ok

= EtherCAT Master

-5 EtherCAT Slave Cancel

5= EtherCAT Automation Protocal (Network Variables)

=i BtherCAT Automation Protocol via ELGG0T, EtherCAT
= EtherCAT Simulation

.5 EtherCAT Open Mode Adapter

- Ethernet

+-#% Profibus OF

=% Profinet

- Profinet WO Controller (RT)

- Profinet [fO Contraller CCAT (RT) Target Type
=14 Profinet /0 Controller ELG [
&% Profinet /O Controller ELBE32 (RT + IRT), EtherCAT (O PConly
- Profinet 1/0 Device (RT) ()X only
- Profinet 10 Device CCAT (RT)
-& Profinet [JO Device CCAT (RT + IRT) (O BX only
- &% Profinet 110 Device ELBG31-0010 (RT), EtherCAT Oal
[H«in CANopen v
Name: Device 2 ‘

In the same way as the configuration of the EtherCAT segment, an automatic scan can also be initiated in
the case of the PROFInet controller or the configuration can be generated manually. In this way, the encoder
can also be added manually.

Insert Box

Type: -1 BK90B3 (K-Bus coupler) A Ok
-1l BK9103 (K-Bus coupler)
-l CX2x:0 (Embedded PC) Cancel
-l CxBxx0 (Embedded PC)
-l Cx8x93 (Embedded PC)
-l CX9020 (Embedded PC) Multiple:
il EK9300 (E-Bus coupler)

-l EK9310 (E-Bus coupler) 1 v

- E EPI300 (IP67 E-Bus coupler)
----- ™ FCA3:0 (TwinCAT CCAT Device)
- | 5-B903 {IP-Link coupler)
----- 8 PNTC Device (TwinCAT Supplement)
[+-# Miscellansous
- @ FROFIdrive MG (DPVZ [ PNIO)
=@ TR-Electronic GrmbH

El. Encoders

] TR CD_75_-EPN (GSD ;

< >

Mame: Box 6

The following information must be observed for the successful use of the encoder via PROFIsafe.
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A CAUTION

Data type WORD!
An additional configuration may have to be done when using WORD data types within the process image.

If no EL9930 is used within the configuration to limit the PROFIsafe segment, the swapping of the high and
low byte portions must be configured as part of the I/O configuration of the PROFIsafe device for the sig-
nals with WORD data type contained in the process image. This is done by checking the Swap LOBYTE
and HIBYTE checkbox directly on the data values (on the Flags tab).

A CAUTION

iParameters
The identical iParameters as on the Alias Device must be configured on the PROFIsafe 1/0 device so that
communication can start correctly.

You can then continue with the configuration of the safety project. At this point, the following initial situation is
assumed.

4 = Device 1 (EtherCAT)
+a Image
+a Image-Info
- SyncUnits
Inputs
B Outputs
& InfoData
[ Term1 (CX1100-0004)
P [ InfoData
B Term 2 (FL6910
B Term 3 (EL1904
B Term 4 (EL2904
¥ Term 5 (EL6631
cdx75x-epn_ln
B cdx75x-epn Out
PnloProtocolState
ECatState
B PnloProtocolCtrl
W ECatCtrl
3 WcState
b @ InfoData
4 &% Device 2 (EL6631)
o Image

A Y VvV VOV
A Y vV OV

= = = =

v v v v v v v

p Inputs
b 1 Outputs
P &5 cdx?5x-epn

&’ Mappings

9.1.2.3 Configuration of TwinCAT safety project connections

Before configuring the PROFIsafe connection, a safety project is created first and the required alias devices
for the available EtherCAT components are imported. In addition, the target system is mapped to the EL6910
of the EtherCAT segment (via the Target System node).
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4 SAFETY
4 Example_TREncoder
4 Example_TREncoder Project
== References
"E Target System
L GVLs
s User FBs
4 .7 TwinSafeGroup1
4 |57 Alias Devices
L) ErrorAcknowledgement.sds
5 Run.sds
I Term 3 (EL2904) - Module 1 (FSOES).sds
#l Term 4 (EL1904) - Module 1 (FSOES).sds
TwinSafeGroup1.sal

You can then continue with the configuration of the PROFIsafe connection to the TR encoder. This
connection is implemented as usual via an Alias Device. A Custom PROFIsafe Connection can be created
via the context menu of the node Alias Devices selecting Add and New item....

Add New Item - Safety_Project_1 |7 ||

4 Installed Sort by: Default | = Search Installed Templates (Ctrl+E) P~
Standard : - Type: Safety
Saf | Custom PROFIsafe Connection Safety ype:
4
afety Alias device for a custom PROFIsafe
b EtherCAT connection.
KBus
PROFlsafe
b Online
Mame Custormn PROFIsafe Connection_2.sds
| Add || Cancel

After opening the Alias Device, PROFIsafe Master must first be selected as the mode of the connection on
the Connection tab.

Linking | Connection | Safety Parameters I Process Image

Connection Settings Connection Variables
Conn-MNa: 1 COM ERR Ack:
Conn-ld: 2
Info Data
Maode: PROF|safe master vl E Map State E Map Inputs
Map Diag Map Outputs
Watchdog: 100
[ Module Fault (Fail Safe Data) is COM ERR

On the Linking tab, the linking mode must be set to Automatic so that the TR encoder considered here can
be selected via the Map to Physical Device button.

Application Guide TwWinSAFE Version: 3.2.0 299



Connection of PROFIsafe

BECKHOFF

Choose physical channel s

= e
=94 Devices

AP

= codx7hx-epn

Device 2 (ELGE3T) Cancel
, (®) Unused
(=1#8 Term 2 (CD_75_-EPN I/ safety)
-1 Subterm 5 (Virtual Submodule 2) Ol

| 0K |

In addition to mapping to the physical device, the safe address of the encoder must also be entered on the

Linking tab (13 in this example).

Linking ' Connection = Safety Parameters Process Image

Safe Address:

Linking Mode:

Physical Device:

Dip Switch:

Input:  Full Name:
Linked to:

Qutput: Full Name:
Linked to:

Name:

13 External Safe Address:

Automatic v

TID"Device 2 (EL6631)"cdx75x-epn”API*"Term 2 (CD_75_-EPN I/C
n.a. ;j

TIID"Device 1 (EtherCAT)*Term 1 (EK1100)*Term 2 (EL6910)"Pro

PS output TReontrol1, PS output TReontrol2, PS output preset mul

TIID"Device 1 (EtherCAT)*Term 1 (EK1100)"Term 2 (EL6910)"Pro

PS input cam, PS input TR-status, PS input Velocity, PS input multi

Message_5

ol

If all settings have been made correctly, the safe process image of the encoder can be viewed on the
Process Image tab (with the entry Velocity, which is relevant in this example).
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Linking | Connection | Safety Parameters | Process Image

Inputs Outputs

Message Size: | 14 Bytes (10 Bytes Safe Data) v Message Size: | 12 Bytes (8 Bytes Safe Data) v

Name Type Size Position a Name

PS input TR-status[4] BIT 0.1 24
PS input TR-status[5] BIT 0.1 2.5
PS input TR-status[6] BIT 0.1 2.6
PS input TR-status[7] BIT 0.1 2.7
PS input TR-status[8] BIT 0.1 3.0
PS input TR-status[9] BIT 0.1 3.1
PS input TR-status[10] BIT 0.1 3.2
PS input TR-status[11] BIT 0.1 3.3
PS input TR-status[12] BIT 0.1 34
PS input TR-status[13] BIT 0.1 3.5
PS input TR-status[14] BIT 0.1 3.6
PS input TR-status[15] BIT 0.1 3.7

Type Size Position

PS output TRcentrol1[0] BIT 0.1 0.0
PS output TReontrol1[1] BIT 0.1 0.1
PS output TRecontrol1[2] BIT 0.1 0.2
PS output TReontrol1[3] BIT 0.1 0.3
PS output TReontrol1[4] BIT 0.1 0.4
PS output TRecentrol1[5] BIT 0.1 0.5
PS output TRcentrol1[6] BIT 0.1 0.6
PS output TRcentrol1[7] BIT 0.1 0.7
PS output TRcontrol1[8] BIT 0.1 1.0
PS output TRcontrol1[9] BIT 0.1 1.1
PS output TRcontrol1[10] BIT 0.1 1.2
PS output TRcontrol1[11] BIT 0.1 1.3

PS input Velocity INT 2.0 4.0 PS output TRcentrol1[12] BIT 0.1 14
PS input multiturn INT 2.0 6.0 PS output TReontrol1[13] BIT 0.1 1.5
PS input singleturn INT 2.0 8.0 PS output TRcontrol1[14] BIT 0.1 1.6

e PS output TRecentrol1[15] BIT 0.1 1.7 B

The Safety Parameters tab provides the parameters for the PROFIsafe master connection.

Linking | Connection | Safety Parameters Process Image

Name R/W Current Value /O Treeltem Value Default Value

F_Check_Seq_Nr RW 0(0) 0(0) 0(0)
F_Check_iPar RW 0(0) 0(0) 0(0)
F_SIL R/W SIL3 (2) SIL3 (2) SIL3 (2)
F_CRC_Length R 3-Byte-CRC (0) 3-Byte-CRC (0) 3-Byte-CRC (0)
F_Block_ID R 0(0) 1(1) 1(1)
F_Par Version R V2-mode (1) V2-mode (1) V2-mode (1)
F_Source_Add R/W 0x0001 (1) 0x0001 (1) 0x0001 (1)
F_Dest_Add R/W 0x000D (13) 0x0001 (1) 0x0001 (1)
F_WD_Time RW 0x0064 (100) 0x007D (1295) 0x007D (123)
F_iPar_CRC R/W 0x00000000 (0) 0x437A2FDC (1132081116) 0x437A2FDC (1132081116)
F_Par_CRC R 0x5863 (22627) 0x4289 (17033) 0x4289 (17033)

Edit HSet Current to Default ValueHSet Current to I/O Treeltem Value‘ ‘Get /O Treeltem ValuesHUpdate /O Treeltem

Fig. 1: Safety Parameter Encoder

All parameters for the PROFIsafe connection must be set correctly here. These include the two addresses
F_Source_Add (target system) and F_Dest Add (safe address of PROFIsafe device). In addition, the CRC
of the iParameters must be configured. This can be taken from the additional application for configuring the
encoder (see section Encoder Configuration)
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In the case of a PROFIsafe device, the parameters must be set both within the Alias Device and directly for
the device in the 1/0 configuration. The reading of the data from the I/O device and the transfer to the I/O
device can be initiated via the corresponding buttons on the Safety Parameters tab. Both data must match
for a PROFIsafe connection to be successfully established.

Parameter Description

F_Check_Seq_Nr |Setting (0/1) to indicate whether the sequence number of the connection should be
checked.

F_Check_iPar Setting (0/1) to indicate whether the parameterization should take place via an iPar
server.

F_SIL Selecting the required SIL level (SIL1, SIL2, SIL3, NoSIL)

F_CRC_Length Display of the CRC length

F_Block ID always 0

F_Par_Version PROFIsafe version used (typically V2 mode)

F_Source_ Add Setting the PROFIsafe source address

F_Dest Add Setting the PROFIsafe destination address

F_WD_Time Setting the watchdog time

F_iPar_ CRC i-parameter(s) for the PROFIsafe slave

F Par CRC Calculated CRC across all parameters

After completion of the configuration of the parameters, they must be transferred to the 1/0 configuration by
clicking the button Update IO Treeltem final.

After completion of the configuration of the connections, you can continue with the implementation of the
actual safety function.

91.24 Implementing a TwinCAT safety project

In the context of the safety function for monitoring the speed of a drive considered in this example, the safe
speed value received via PROFIsafe is used to compare it to a specified limit value and to react
appropriately if this limit value is exceeded.

A safeLimit function block is used to check the speed value. The speed value received via PROFlIsafe is a
16-bit integer value (see the Process Image tab of the Alias Device for the PROFIsafe connection).

Accordingly, the data type of the input Analog/in must be configured as INT for the inserted safeLimit function
block.

Properties v I X
Analogln In Port -
R
E Documentation
Comment
E Function Block Input Settings
Channel Interface Activated
E Parameter Settings
Assigned Variable Name
INT g
Mayx Start Deviation 0x0000 (0)
Port Name Analogin

The input can then be linked to the Velocity signal of the PROFIsafe connection.

The InLimit signal resulting from the safeLimit function block indicates whether the speed is below the
configured maximum limit. It can be used further to additionally evaluate a possibly existing emergency stop
switch with a safeEstop function block, for example.
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‘ i safeLimit | PN = 2
FBLimit1 = safeEstop a2
FBEstop1

LIMIT
f9] Analogin Error [D]
o]

Velocity |
slocttyn Restart

[9] Restart

3] MinValue InLimit STO Drive

5] Maxvalue [ BelowMin

Estop In1 15] Estopin1 & Eror D]

[9] Estopin2
f9] Estopin3
"

Maximum Value 9] Estopin
20 9] Estopins

) 0] EStopine

9] EStopin?

f5] Estoping De'ay:gge(ms EStopOut 0] K1/K2

AboveMax [0]

Estop In2

Minimum Value

=5 STO Drive

LestopDelout [2]

Riickfiihrung K1/K2 ——— [5] EDM1
o] Epm2

= feEd 1
off e N

Error [D]

2] Mon1 EDM
—— ] Mon2

Switch On Monitoring (ms)
500

Switch Off Monitoring (ms)

1500
=

As the illustration shows, the EstopOut output of the safeEstop function block switches the two contactors K7
and K2, which in turn control the STO safety function of the drive. The feedback from the contactors is used
as an EDM input of the safeEstop function block.

In addition to the function blocks already described, a safeEdm function block is used to check the correct
behavior of the contactors K1 and K2. Here, the time intervals for the switch-on and switch-off check are
configured according to the contactors used.

9.1.3 Parameters of the safe output terminal
EL2904

Parameter Value

Current measurement active Yes

Output test pulses active Yes

9.1.4 Block formation and safety loops
9.1.4.1 Safety function 1 (without drive)

Safety function 1 considers the safety loop starting from the TR encoder to the contactors K1/K2 for the
application example described so far. The downstream STO inputs are not considered in this safety function.

K1

—— TREncoder [— EL6S10 — EL2904

K2

Functional
Safety.
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9.1.4.2 Safety function 2 (with drive)

Safety function 2 considers the safety loop starting from the TR encoder for the application example
described so far. The STO functionality is controlled by safe communication. For this purpose, a drive with
corresponding characteristic safety values is assumed within the context of the calculation.

—— TREncoder |— ELE910 —  STO Drive —
Fug:'li:ynalg

9.1.5 Calculation of safety function 1 (without drive)
9.1.51 PFHD / MTTFD / B10D - values
Component Value
TR Encoder” — PFH, 1.46E-09
EL2904 — PFH, 1.25E-09
EL6910 — PFH, 1.79E-09
K1-B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T.,qe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

" Please note the information provided in the current user documentation

9.1.5.2 Diagnostic Coverage DC
Component Value
TR Encoder" DC.,;=95%

K1/K2 with EDM monitoring (actuation 1x per week DC,,;=99%
and evaluation of all rising and falling edges with
monitoring over time) with testing of the individual
channels

" Please note the information provided in the current user documentation

9.1.5.3 Calculation of safety function 1

For clarity, the safety factor is calculated according to EN 62061 as well as EN ISO 13849-1. Calculation
according to one standard is sufficient in practice.

Calculation of the PFH, and MTTF, values from the B10, values:

From:
_d,*h,*60
nop -
TZyk[us
and:
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B10,

%
0,1 n,,

MTTF, =

produces for

0,1*n,*(1-DC) 1-DC

PFH = =
BI0,, MTTF,

Inserting the values, this produces:

K1/K2:
% *
n :230 16 60:21’90
v 10080
MTTF, = 1.300.000 =593607,3y =5199997320h
0,1*%21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct read back

__ 12099 1,92E —12
593607,3*8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where B =10%. EN 62061 contains tables (Table F.1: Criteria for determining the CCF, and
Table F.2: Estimation of the CCF factor(f3)), which can be used to determine the 3 factor precisely. For the
output subsystem, an estimated value of 2% can be achieved if the table for calculating the B factor is
modified accordingly. In the following calculation, the worst case is assumed with 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely at
the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

It follows for the calculation of the PFH, value for safety function 1

, PFH ., + PFH,

PFngs :PFH(Encader)+PFH(EL6910)+PFH(EL2904)+ﬂ ) (£ +(1_ﬁ)2*(PFH(K1)*PFH(KZ))*TI

_B)?2* * *
Since the portions (=B * (PFH ) * PFH ) *T1 are smaller than the rest by the power of ten, they are

neglected in this and all further calculations for the purpose of simplification.

1,94E -09+1,94E - 09
2

PFH,, =1,46E—09+1,79E —09+1,25E —09+10%*
PFH,, =4,69E-09

The MTTFpvalue according to EN 13849 for safety function 1 is calculated with:

1 Lo
MTTF, . “ MTTF,,

Dges

to:
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1 1 1 1 1
= + + +
MTTFDges MTTFD(Encoder) MTTFD(EL6910) MTTFD(EL2904) MTTFD(KI)

with:

If only PFH, values are available for EL2904 and EL6910, the following estimation applies:

(1-DC(x))
MTTF [
PFH(x)
Hence:
MTTF. . _ (1- DC(EL6910)) _ (1-0,99) _ 0,01 637y
D(EL6910) PFH 1 7 1
(EL6910) 1,79E — 09— *8760 15,68E — 06
h y y
(1-DC ) (1-0,99) 0,01
MTTFD(Eng(m) = PFH e 1 7 = 1 = 913,2y

Loy 1,25E —09—*8760— 1,1E—05—
h y y

The value of the encoder can be taken from the current user documentation:

MTTFd(Encoder) = 42 ly

1
MTTF,,, =— 1 1 ——=198y

+ + +
421y 637y 913y 593607y

DC N DC N DC N DC N DC
_ MTTFD(Encader) MTTFD(EL6910) MTTFD(EL29O4) MTTFD(KI) MTTFD(K2)
et 1 1 1 1 1
+ + + +
MTTFD(Encoder) MTTFD(EL6910) MTTFD(EL2904) MTTFD(KI) MTTFD(KZ)

95% 99% 99%  99% 99%
+ + + +

pC,, =421 631 913 593607 593607 _ g7, 124

+t—t— +
421 637 913 593607 593607
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A CAUTION

Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Area
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % =<DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTF5
low a - b b c -
medium b - c c -
high - c c d d d e
9.1.6 Calculation of safety function 2 (with drive)
9.1.6.1 PFHD / MTTFD / B10D - values
Component Value
TR Encoder” — PFH, 1.46E-09
EL2904 — PFH, 1.25E-09
EL6910 — PFH;, 1.79E-09
AX8Bxxx-x1xx — PFH, 3.04E-09
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T.yqe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

" Please note the information provided in the current user documentation
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9.1.6.2 Diagnostic Coverage DC

Component Value
TR Encoder" DC..,;=95%
AX8xxx-x1xx STO function DC,,;>99%

" Please note the information provided in the current user documentation

9.1.6.3 Calculation of safety function 2

It follows for the calculation of the PFH,, value for safety function 2:

PFngs = PFH(Encoder) + PFH(EL69IO) + PFH(AXSxxx—xlxx)

PFH ,, =1,46E —09+1,79E 09 +3,04E — 09
PFH,, =6,29E —09

The MTTFyvalue according to EN 13849 for safety function 1 is calculated with:

1 Lol
MTTF, 7;MTTFDM

Dges

to:
(N 1 . 1 . 1
MTTFDges MTTFD(Encoder) MTTFD(EL6910) MTTFD(AXSxxx—xlxx)
with:

If only PFH, values exist for AX8xxx-x1xx and EL6910, the following estimation applies:

1-DC(x
MTTFd(X):—( (x))
PFH (x)
Hence:
(1= DCzr6010)) (1-0,99 0,01
MTTFpg6010) = PFH =20 = 1 ) o = 637y
(EL6910) 1,79E - 09—*8760— 15,68E — 06—
h y y
(1= DCixsrn vier) 1-0,99 0,01
MTTFy s esisny = PFH Gl ) = ( 1 ) no = 375y
P 3,04 ~09- ¥8760-- 2,66F ~05-
Fig. 2: y y

The value of the encoder can be taken from the current user documentation:

MTTFd(Encoder) = 42 ly

1
MTTF,,, =— 1 — =151y
+ +
421y 637y 375y
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DC N DC N DC
— MTTFD(Encoder) MTTFD(EL6910) MTTFD(AXSX_xx—xlxx)
@« 1 1 |
+ +
MTTFD(Encoder) MTTFD(EL6910) MTTFD(AXSX_xx—xlxx)

95% 99% 99%
+ +

_ 421 637 375 _ g7 <o
DC,, =420 3D - 97,56%

+—+
421 637 375
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A CAUTION

Implement a restart lock in the machine!

The restart lock is NOT part of the safety chain and must be implemented in the machine!

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Area
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

Diagnostic coverage

limit values shown in this table.

NOTE

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - b b c -
medium b - c c -
high - c c d d d e
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9.2 Safe area monitoring with PROFIsafe laser scanner
(category 3, PL d)

The hazard area of a machine is to be monitored by means of a safety laser scanner. This hazard can be
switched off by two contactors. The contactors are connected to an output of an EL2904. A microScan3
safety laser scanner from SICK is used for safe area monitoring. It is certified for applications up to
Performance Level d. The relevant data are transmitted via the safety-relevant protocol PROFIsafe to the
EL6910 as the PROFIsafe master and monitored there with the help of the available pre-certified function
blocks.

If the two switch-off paths of the set monitoring case (two signals within the PROFIsafe protocol) signal logic
1, then the protective field is free and the two contactors are switched on. If the protective field is occupied,
the two switch-off paths signal logic 0 and the contactors are switched off. The entire evaluation is carried
out in the safety-related logic EL6910 at the safety level SIL3/ PL e.

Any necessary restart lock can be realized via the reset input of the fbMon. The feedback loop is read in via
a safe input. Testing is active for this input.

Structure
o
—
[#)]
[Ts)
—
Lil
T 7T et 7| Yt et 77
1] ﬁ.lﬂ:[[l[ﬂ:lﬂ I 4T T D *
o0 [k [ o AR o0 |5 B R = |
4 Steuerung P H] | - Fe R A K1 K2
A MR LM M H
i A L L :

PROFInet

Structure diagram configuration

Laserscanner ELE910 EL2904 Aktor

3 | | -

-1
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Logic
Fl safeDecouple a1l {5 safeM .
CaseAuswahl ] {ﬂi FBMO:IT n 2
#] Restart
BetrichsartCasel E Declnl ———————— DecOutl MeniteringCasel
@ Decn? —— Laserscanner_Chl E‘ Meninl & Error [D]
@ Decin3 —————————— DecOut3 Laserscanner_Ch2 @ Menln2
E Declnd —————— DecOutd E MonIn3 1
@ Decln5 —————— DecOuts @ MonInd >1
@ Declng ————————— DecOutb
El Declny ——— DecOut7 E Securel &
El Declnf ————— DecOut8 @] Sacure2 o
Delay Time (ms] onCut D] K1_K2

100 onDelCut

Rueckfuehrung_K1_k2 O] EDM1
¥] EDM2

Correct configuration of the overall system
The following restrictions apply when transmitting PROFIsafe within EtherCAT.

® PROFIsafe telegram only via E-bus and PROFINET/PROFIBUS

1 On account of the PROFIsafe policy, the use of PROFIsafe is permitted only via the PROFIBUS
and PROFINET fieldbuses or via a backplane bus, in this case for example the E-bus. The use of
PROFIsafe via other fieldbuses is impermissible for reasons connected with patent law. This must
be ensured through the use of the EL9930 segment end terminal.

The following Siemens AG patents are relevant according to the PROFIsafe profile:
- EP1267270-A2 Method for data transfer

- WO00/045562-A1 Method and device for determining the reliability of data carriers
- W099/049373-A1 Shortened data message of an automation system

- EP1686732 Method and system for transmitting protocol data units

- EP1802019 Identification of errors in data transmission

- EP1921525-A1 Method for operation of a safety-related system

- EP13172092.2 Method and system for detection of errors

Depending on the architecture of the application, appropriate measures must therefore be taken. Details of
the correct configuration of the overall system with regard to PROFIsafe can be found in the documentation
for the EL6910 and EL9930.

Use of external safe sensors
Further requirements must be observed when using an external safe sensor.

A CAUTION

Use of external safe sensors

When using an external safe sensor, the current version of the documentation must always be observed.
Here you will find all the requirements for assembly, operation and repair, which must be met so that the
sensor can be used correctly in a safety-relevant application.

9.21 Configuration in the engineering environment

In addition to the connection of TwWinSAFE components, the additional connection of a safety laser scanner
via PROFIsafe/PROFInet is considered in the context of this application example. All necessary
configuration steps for the implementation are described in detail below.
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An additional application is required to configure the safety laser scanner. This determines the range of
functions of the safety laser scanner, the communication settings in PROFInet/PROFIsafe and the CRC
checksum of the iParameters, which ultimately has to be additionally configured within TwinCAT.

9.2.1.1

Configuration of safety laser scanners

An additional application is required to configure the safety laser scanner. The current version can be
obtained from the manufacturer's website.
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Here the necessary functions and parameters have to be configured according to the application, so that the
CRC checksum can be calculated correctly (F_iPar_CRC in the illustration).

9.2.1.2

Configuration of TwinCAT 1/O

The current GSDML file of the safety laser scanner must be inserted into the Profinet device directory under
TwinCAT\3.1\Config\lo\Profinet prior to starting the TwinCAT configuration.

Subsequently, a new TwinCAT project is created and the EtherCAT segment is configured.
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4 == Device 1 (EtherCAT)
+@
- Image
+ Image-Info
> 2 SyncUnits
p Inputs
b [ Outputs
b B InfoData
4 [i Term 1 (CX1100-0004)
P @ InfoData
> ™ Term 2 (EL6910)
> ™ Term 3 (EL1904)
> ™ Term 4 (EL2904)
b ®i Term 5 (EL6631)
D .
m 1 Mappings

In addition, the configuration of the PROFInet segment is generated by adding a PROFInet I/O controller.

Insert Device X
T}/pej El_w= EtherCAT ~ Ok

-5 EtherCAT Master

= EtherCAT Slave Cancel

—'w- EtharCAT Automation Protocol (Network Wariables)
"l EtherCAT Automation Protocol via ELEBOT. EtherCAT
= EtherCAT Simulation

.5 EtherCAT Open Mode Adapter

- Ethernet

+-#% Profibus OF

=% Profinet

- Profinet 110 Contraller (RT)
- Profinet [f{0 Controller CCAT (RT) Target Type
=i Frofinet |10 Controller ELG (RT). EtherCAT
& Profinet 1fO Confroller EL6632 (RT + IRT), EtherCAT O PC only
- Profinet 1/0 Device (RT) O CX only
- Profinet /0 Device CCAT (RT)
- Profinet /0 Device CCAT (RT + IRT) (O Bxonly
- &% Profinet 110 Device ELBG31-0010 (RT), EtherCAT Oal
[H«in CANopen W
Name: Device 2 ‘

In the same way as the configuration of the EtherCAT segment, an automatic scan can also be initiated in
the case of the PROFInet controller or the configuration can be generated manually. In this way, the Sick
laser scanner can also be added manually.
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P

Insert Box

Type: % Beckhoff Automation GrbH k.
-4 Fortress Interlocks
@ KUKA Deutschland GmbH
.\ Leuze electronic GrbH + Co. KG
G- 4 Miscellansous .
-4 PROFldive MC (DPV2 / PNID) Multiple:
E- 4 SEW 1 :
- @ SICKAG

=@ Sensors
L8 Satety Lazer Scanners [GSDMLY 2 33-51CK microScan3-2019

1| I F

I arme; Box 6

The following information must be observed for the successful use of the Sick laser scanner via PROFIsafe.

A CAUTION

Data type WORD!

An additional configuration may have to be done when using WORD data types within the process image.
If no EL9930 is used within the configuration to limit the PROFIsafe segment, the swapping of the high and
low byte portions must be configured as part of the I/O configuration of the PROFIsafe device for the sig-

nals with WORD data type contained in the process image. This is done by checking the Swap LOBYTE
and HIBYTE checkbox directly on the data values (on the Flags tab).

A CAUTION

iParameter

The identical iParameters as on the Alias Device must be configured on the PROFIsafe 1/0 device so that
communication can start correctly.

You can then continue with the configuration of the safety project. At this point, the following initial situation is
assumed.
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4 @ microscan3

[ Inputs

b [ Outputs

4 [E1 API

BB Termn 4 (DAP Module)
4 BE Term 5 (53 6Byte In/Out PROFIsafe V2.4)
P Inputs
Inputs[0]
Inputs[1]
Inputs[2]
Inputs[3]
Current Monitoring Case Mo
Inputs[4]
Safety

4 [ Outputs
- Outputs[0]
M- Monitoring Case Mo
& Reserved[0]
M- Outputs[1]
& Reserved[1]
M- Cutputs[2]
P e Safety

a m—t Mimnciee D AR ~e™ AT

T T T T T W
R R TR R R R

=

9.21.3 Configuration of TwinCAT safety project connections

Before configuring the PROFIsafe connection, a safety project is created first and the required alias devices
for the available EtherCAT components are imported. In addition, the target system is mapped to the EL6910
of the EtherCAT segment (via the Target System node).

P 5;'5'|.F|:—|"'|Ir

4 |7 safePlcnl
4[5 SafePlcOl Project

#8 Target System

(. GVLs

o User FBs

4 5 TwinSafeGroupd

4 |55 Alias Devices
Al EL1904.5ds
2 EL2904 .sds
Bl ErrorAcknowledgement.sds
mﬂ Run.zds

TwinSafeGroupd.sal

You can then continue with the configuration of the PROFIsafe connection to the safety laser scanner. This
connection is implemented as usual via an Alias Device. A Custom PROFIsafe Connection can be created
via the context menu of the node Alias Devices selecting Add and New item....
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Add New Item - Safety_Project_1 X

4 Installed Sort by: Default | &5 Search Installed Templates (Ctrl+E} P -
Standard | A8 . Type: Safety
o i Custom PROFIsafe Connection Safety ype:
4
stety Alias device for a custom PROFIsafe
b EtherCAT connection.
KBus
PROFIsafe
B Online
Mame: Custom PROFIsafe Connection_2.sds
| Add || cancel

After opening the Alias Device, PROFIsafe Master must first be selected as the mode of the connection on
the Connection tab.

Linking | Connection | Safety Parameters I Process Image

Connection Settings Connection Vanables

Conn-Ma: 1 COM ERR Ack:

Conn-ld: 2
Info Data

Maode: PROFlzafe master vl [C] Map State [] Map Inputs
] Map Diag ] Map Outputs

Watchdog: 100

[] Module Fault (Fail Safe Data) is COM ERR

On the Linking tab, the Linking mode must be set to Automatic so that the Sick safety laser scanner
considered here can be selected via the Map to Physical Device button.
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s ]

Linking | Connection | Safety Parameters I Frocess Image |

Safe Address: 20 External Safe Address:
Physical Device:
Dip Switch: [ —
=it Choose physical channel M

Input:  Full Mam

Linked ta Ok
Cutput: Full Nam

. pronet

Linked to microscan @ Unuzed

Mame: i AP ol

_ Term 5 [m53 BBpte [n/Out PROFlzafe W2.4]
‘. H Subtern 14 [mS53 EByte In/0ut PROFzafe W2.4)

In addition to mapping to the physical device, the safe address of the safety laser scanner must also be
entered on the Linking tab (20 in this example).

LaserScanner_l.sds* & X’_

Linking | Connection | Safety Paramete

Safe Address: 1 Externz

Linking Mode:

Physical Device: Manual
Dip Switch: Local
| ISR ool Bl - [URply P . N .

If all settings have been made correctly, the safe process image of the safety laser scanner can be viewed
on the Process Image tab. The names can be adapted via the Edit button. The assignment of the interface
as well as the description of the individual signals must be taken from the manufacturer's latest
documentation.

318 Version: 3.2.0 Application Guide TwWinSAFE



BECKHOFF

Connection of PROFlIsafe

| Linking I Connection | Safety F"arameters| Process Image |

Inputs

Message Size: [1'] Bytes (6 Bytes Safe Data) v]

Outputs

Message Size: | 10 Bytes (G Bytes Safe Data)

-

Mame

RunModelctive
Standbymodehctive
ContaminationWarning
ContaminationError
ReferenceContourStatus
ManipulatonStatus
Inputs{0][6]

Input=[0][7]
SafeCutOffPath0l
SafeCutOffFath02
SafeCutOffFath03
SafeCutOffFath04
Inputs[1][4]

Inputs[11[5]

| ISP T b b Uy =y |

4

Type Size Pos =
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01
BIT 01

niT mn 4

Mame

TriggerBunMode
Qutputs[0][1]
StopalarmDetection
ActivateStandbyMode
Qutputs[0][4]
QOutputs[0][5]
Outputs[][6]
Outputs[0][7]
Monitoring Case Mo[l]
Maonitoring Case Mo[1]
Maonitoring Case Mol2]
Maonitoring Case Mo[3]
Maonitoring Case Mol4]
Manitoring Case Mo[5]
Monitoring Case Mo[6]

KA _ __a___m___ Kl_IT

Type Size Position

BIT 01 0.0
BIT 01 01
BIT 01 02
BIT 01 03
BIT 01 04
BIT 01 0.5
BIT 01 0.6
BIT 01 0.7
BIT 01 1.0
BIT 01 11
BIT 01 12
BIT 01 13
BIT 01 14
BIT 01 15
BIT 01 1.6

rFe

The Safety Parameters tab provides the parameters for the PROFIsafe master connection.

Laserscanner 1z = < [

| Linking | Connection | Safety Parameters | Process Image |

Mame RW Current Value IO Treeitem Value Default Value
F_Check_Seq_MNr R 0 (0} X(1)] 0 (0}
F_Check_iPar R 0 (0) X(1)] 0 (0}
F_SIL R SIL3 (2) SIL3 (2) SIL2 (1)
F_CRC_Length R I3-Byte-CRC (D) 3-Byte-CRC (1) 3-Byte-CRC (0}
F_Block_ID R 0 (0) 0 (0} 0 (0}
F_Par_Version R V2-mode (1} W2-mode (1) V2-mode (1)
F_Source_Add R Ox0001 (1) 0001 (1) OxD001 (1)
F_Dest Add R Ox00714 (20) Ox00714 (20) Ox0007 (1)
F_WD_Time R Ox0096 (150) 0096 (150) Ox0096 (150)
F_iPar_CRC R Ox00000000 (0} 00000000 (0} Ox00000000 (0}
F_Par_CRC R Ix0B3F (28793) IxDB3F (2879) OxDGEF (55023)

Edit l [Set Current to Default "u"alue] [Set Current to 10 Treeitem ‘u’aluel [Get 1O Treeitern ‘u"aluesl IUpdate IO Treeltem

All parameters for the PROFIsafe connection must be set correctly here. These include the two addresses

F_Source_Add (target system) and F_Dest_Add (safe address of PROFIsafe device). In addition, the CRC
of the iParameters must be configured. This can be taken from the additional application for configuring the
safety laser scanner (see section Encoder Configuration).
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In the case of a PROFIsafe device, the parameters must be set both within the Alias Device and directly for
the device in the 1/0 configuration. The reading of the data from the I/O device and the transfer to the I/O
device can be initiated via the corresponding buttons on the Safety Parameters tab. Both data must match
for a PROFIsafe connection to be successfully established.

Parameter Description

F_Check_Seq_Nr |Setting (0/1) to indicate whether the sequence number of the connection should be
checked.

F_Check_iPar Setting (0/1) to indicate whether the parameterization should take place via an iPar
server.

F_SIL Selecting the required SIL level (SIL1, SIL2, SIL3, NoSIL)

F_CRC_Length Display of the CRC length

F_Block ID always 0

F_Par_Version PROFIsafe version used (typically V2 mode)

F_Source_ Add Setting the PROFIsafe source address

F_Dest Add Setting the PROFIsafe destination address

F_WD_Time Setting the watchdog time

F_iPar_ CRC i-parameter(s) for the PROFIsafe slave

F Par CRC Calculated CRC across all parameters

After completion of the configuration of the parameters, they must be transferred to the 1/0 configuration by
clicking the button Update IO Treeltem final.

After completion of the configuration of the connections, you can continue with the implementation of the
actual safety function.

9.21.4 Implementing a TwinCAT safety project

The safe process image received via PROFIsafe is used within the scope of the safety function for area
monitoring by means of a safety laser scanner considered in this example. The inputs that absolutely must
be evaluated as well as the outputs to be switched on arise from the configuration of the safety laser
scanner.

4 |azerScanner_l
4 Channel 1

StandbymodeActive
ContaminationWarning
ContaminationError
ReferenceContourStatus
ManipulationStatus
Inputs[C][&]
Inputs[C][7]
SafeCutOffPath0l
SafeCutOffPath02
SafeCutOffPath03
SafeCutOffPath04
Inputs[1][4]
Inputs[1][5]
Inputs[1][&]
Inputs[1][7]
Inputs[2][0]

LR vl ol SR R v R LR v R AR R v R R e e
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4 |aserScanner_1
4 Channel 1

% Cutputs[0][1]

% StopAlarmDetection

% ActivateStandbyMode

% Cutputs[0][4]

% Cutputs[0][9]

% Cutputs[0][6]

% Cutputs[0][7]
% Monitoring Case Mo[0]
% Monitoring Case Mo[1]
% Monitoring Case Mo[2]
% Monitoring Case Mo[3]
% Monitoring Case Mo[4]
% Monitoring Case Mo[5]
% Monitoring Case Mo[6]
% Monitoring Case Mo[7]
% Reserved[0][0]
il n

In this example, the monitoring case 1 is switched on without any further condition by means of the
safeDecoupler function block.

BetriebsartCasel MonitoringCasel

The safety laser scanner monitors the hazard area parameterized in the device and sends the result of the
monitoring in the signals switch-off paths 01 and 02. These two signals are evaluated by means of the
safeMon function block. The switch-off paths are logic 1 if the hazard area is free and monitored in a safety-
oriented manner.
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As the illustration shows, with logic 1 at the inputs MonIn1 and MonIn2 and EDM1, the two contactors K1
and K2, which execute the safety function, are switched via the output MonOut of the function block
safeMon. The feedback from the contactors is used as the EDM1 input of the function block safeMon.

Any necessary restart lock can be realized via the reset input of the function block safeMon.

9.2.2 Parameters of the safe input and output terminal
EL2904

Current measurement active Yes

Output test pulses active Yes

EL1904

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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9.2.3 Block formation and safety loops

9.2.3.1 Safety function 1

Safety function 1 considers the safety loop from the safety laser scanner to the contactors K1/K2 for the
application example described so far.

K1
—— Laserscanner (— EL6910 — EL2904
K2 an:fl‘igalg
9.24 Calculation of safety function 1
9.2.4.1 PFHD / MTTFD / B10D - values
Component Value
Laser scanner” — PFH,, SIL, Cat, PL 8E-08, SIL 2, Cat. 3, PLd
EL2904 — PFH, 1.25E-09
EL6910 — PFH, 1.79E-09
K1 -B10, 1,300,000
K2 - B10, 1,300,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,yq) 10 (6x per hour)
Lifetime (T1) 20 years = 175200 hours

" Please note the information provided in the current user documentation

9.24.2 Diagnostic Coverage DC

Component Value
Laser scanner with testing (by scanner)" DC,,,=90%
K1/K2 with EDM monitoring with testing of the DC,,;=99%
individual channels

" Please note the information provided in the current user documentation

9.24.3 Calculation of safety function 1

For clarity, the safety factor is calculated according to EN 62061 as well as EN ISO 13849-1. Calculation
according to one standard is sufficient in practice.

Calculation of the PFH, and MTTF, values from the B10, values:

From:

L _dy*h, 60
op T

Zyklus
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produces for

0,1%n, *(1-DC) 11—
pr = 2 e ©12DC) _ 1-DC

B10,, ~ MTTF,

Inserting the values, this produces:

K1/K2:
_ 230*16*60

” 10

=22.080

MTTF, = _1.300.000 =588,7y =5.157.012h
0,1*22.080

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 10/hour and direct read back

1-0,99

PFH = ————
588,7y *8760

=1,94E-09

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead to
a dangerous situation, but it is discovered by the feedback. Furthermore, the B10,, values for K1 and K2 are
identical.

There is a coupling coefficient between the components that are connected via two channels. Examples are
temperature, EMC, voltage peaks or signals between these components. This is assumed to be the worst-
case estimation, where 3 =10%. EN 62061 contains tables (Table F.1: Criteria for determining the CCF, and
Table F.2: Estimation of the CCF factor(B)), which can be used to determine the B factor precisely. For the
output subsystem, an estimated value of 2% can be achieved if the table for calculating the B factor is
modified accordingly. In the following calculation, the worst case is assumed with 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely at
the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

It follows for the calculation of the PFH, value for safety function 1

+PFH

PFH = PFH + PFH + PFH )y + B* 0000 4 (1= BY *(PFH

ges (Scanner) (EL6910) 2

*PFH ., )*T1

_B)2* * *
Since the portions (=B * (PFH ) * PFH ) *T1 are smaller than the rest by the power of ten, they are

neglected in this and all further calculations for the purpose of simplification.

PFH =8E—08+1,79E —09+1,25E — 09 +10% * L2220 - 8 37 F— (08

2

The MTTFgvalue according to EN 13849 for safety function 1 is calculated with:
1 z 1

MTTF,,, S MTTF,,
to:

1 1 1 1 1
MTTFDges MTTFD(Scanner) MTTFD(EL6910) MTTFD(EL2904) MTTFD(KI)
with:
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If only PFH, values exist for scanners, EL2904 and EL6910, the following estimation applies:

(1-DC(x))
MTTE,, =———2
PFH (x)
Hence:
(I-DC ) (1-0,99) 0,01
MTTFD(EL()Q]O) — o (EL6910)/ ] 7 = ] =637y
(EL6910) 1,79E —09—*8760— 15,68E — 06—
h y y
(1-DC ) (1-0,99) 0,01
MTTF )y 12904y = PFH EE- = 1 P T 913,2y
(EL2904) 1,25E-09—*8760— 1,1E—-05—
h y y
_ (-DC(scamer)) _ (1-0,90)
MTTFD(Scanner) T PFH(seqmery 8E*08%*876O% = 142y

In accordance with the limitation of the MTTF, to 100 years for components with a category 3 structure (for
category 4 the limit is 2500 years) introduced in EN ISO 13849-1, the value is limited to 100 years for the
further processing of the MTTF, of the scanner.

MTTFD(Scanner) = looy

1
MTTF,,,, = I I I I =69,6y
+ + +
100y 637y 913y 588y
DC N DC N DC N DC N DC
DC — MTTFD(Scanner) MTTFD(EL6910) MTTFD(EL2904) MTTFD(K]) MTTFD(KZ)
g 1 1 1 1 1
+ + + +
MTTFD(Scanner) MTTFD(EL6910) MTTFD(EL2904) MTTFD(KI) MTTFD(Kz)

90% , 99%  99% 99%  99%
pC_ =100 " 637 " 913 " 588 " 588 _g3 40,

ag 1 1 1 1 1
t——t——t—+
100 637 913 588 588
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A CAUTION
Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

NOTE

Category

This structure is possible up to category 3 at the most through the use of the type 3 (category 3) laser scan-
ner.

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Area
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

NOTE

Diagnostic coverage

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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9.3 Safe control of an ABB robot via PROFIsafe
(category 3, PL d)

An ABB robot is connected to a TwinSAFE controller as a PROFIsafe device. The ABB robot with the
SafeMove functionality is certified for applications up to Performance Level d. The safety-relevant data are
transmitted via PROFInet with the help of PROFIsafe. The emergency stop is transmitted to the robot from
the EL6910 as PROFIsafe master via the safety-relevant protocol PROFIsafe. The robot is configured to
perform a category-0 stop. The safe state is signaled back to the EL6910 via the PROFIsafe connection,
where it is further processed with the available pre-certified function blocks.

The example considers the emergency stop safety function. The emergency stop switch is wired to an
EL1904 in a two-channel configuration with two normally closed contacts. The testing of the signals is
activated. The input signals are monitored for discrepancy. The entire evaluation is carried out in the safety-
related logic EL6910 at the safety level SIL 3/ PL e.

Structure

Pn i
1) M

Laal

CX Steuerung

pugu e
4 B

PROFInet
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Structure diagram configuration

Mot-Aus EL1904 ELES10 ABB Roboter
Schalter |:| I:‘ D
-51 3 ; |
-+ —{ - —{ -
Logic

bIn_EmcyStop_1 El EStoplnl &
bIn_EmcyStop_2 P03 EStopln2 _> 200

. safeEstop L . 1
' FBEstopl

hRestart El Restart

Error |

EStopln3
k3] Estop
E EStoplnd

EStopln5
k2] Estop
E EStoplnb

EStopln7
bo] Estop

¥3] EStoplng Delay Time (ms)___reeonout [ bAbb_EStop
100

__EStopDelCut D]

bAbb_EStopState E EDM1

k3] EDM2

Correct configuration of the overall system

The following restrictions apply when transmitting PROFIsafe within EtherCAT.

1

PROFIsafe telegram only via E-bus and PROFINET/PROFIBUS

On account of the PROFIsafe policy, the use of PROFIsafe is permitted only via the PROFIBUS
and PROFINET fieldbuses or via a backplane bus, in this case for example the E-bus. The use of
PROFlsafe via other fieldbuses is impermissible for reasons connected with patent law. This must
be ensured through the use of the EL9930 segment end terminal.

The following Siemens AG patents are relevant according to the PROFIsafe profile:
- EP1267270-A2 Method for data transfer

- WO00/045562-A1 Method and device for determining the reliability of data carriers
- W099/049373-A1 Shortened data message of an automation system

- EP1686732 Method and system for transmitting protocol data units

- EP1802019 Identification of errors in data transmission

- EP1921525-A1 Method for operation of a safety-related system

- EP13172092.2 Method and system for detection of errors
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Depending on the architecture of the application, appropriate measures must therefore be taken. Details of
the correct configuration of the overall system with regard to PROFIsafe can be found in the documentation
for the EL6910 and EL9930.

Use of external PROFIsafe robots
Further requirements must be observed when using an external PROFIsafe robot.

A CAUTION

Use of external PROFIsafe robots

When using an external PROFIsafe robot, the current version of the documentation must always be ob-
served. Here you will find all the requirements for assembly, operation and repair, which must be met so
that the robot can be used correctly in a safety-relevant application.

9.3.1 FMEA

Use of external PROFIsafe robots

Further requirements with regard to FMEA must also be observed when using an external PROFIsafe robot.

A CAUTION

Use of external PROFIsafe robots

When using an external PROFIsafe robot, the current version of the documentation must always be ob-
served. Here you will find all the requirements for assembly, operation and repair, which must be met so
that the robot can be used correctly in a safety-relevant application.

9.3.2 Configuration in the engineering environment

In addition to the connection of TWinSAFE components, the additional connection of an encoder via
PROFIsafe/PROFInet is considered in the context of this application example. All necessary configuration
steps for the implementation are described in detail below.

For the configuration of the safety-relevant parameters of the encoder, an additional application is required to

perform the parameterization of the device and to determine the CRC checksum of the iParameters, which
ultimately has to be additionally configured within TwinCAT.

9.3.21 Robot configuration

An additional application is required to configure the robot. The current version can be obtained from the
manufacturer's website.
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Moduiles

Signals

Funchon mappings
Pre Logic

Post Logic

= PNFDenceDev

Dutput
Source Address:

.

Destination Address: 7

Timeout (ms)

Irpert
Source Aodress:

500

-
|

Destination Address: 3

Timeout (ms):

500

=
[=

A1) (4]

oojoclon,

Here the necessary functions and parameters have to be configured according to the application, so that, for
example, the CRC checksum can be calculated correctly. Security-oriented communication is only possible if

the settings of the safe process images match.

9.3.2.2 Configuration of TwinCAT 1/O

First, a new TwinCAT project is created and the EtherCAT segment is configured.

4 == Device 1 (EtherCAT)

+H
- Image

+ 0l
- Image-Info

- SyncUnits
Inputs

B Outputs

& InfoData

A Y VvV VY

[i Term 1 (Cx1100-0004)
P [ InfoData

b ™ Term 2 (EL6910)
b ™ Term 3 (FL1904)
> ™ Term 4 (EL2904)
b " Term 5 (EL6631)

&’ Mappings

In addition, the configuration of the PROFInet segment is generated by adding a PROFInet I/O controller.
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Insert Device X
Tvpe: l_:_|_'h EtherCAT ~ Ok

= EtherCAT Master

-5 EtherCAT Slave Cancel

= EtherCAT Automation Protocol (Network Variables)
EtherCAT Automation Protocol via ELGE0T, EtherCAT
-5 EtherCAT Simulation

.5 EtherCAT Open Mode Adapter

[+-2 Ethernet

+## Profibus OF

=% Profinet

- Profinet /O Controller (RT)
- Profinet [fO Contraller CCAT (RT) Target Type
213 Profinet [0 Controller ELE631 (RT), EtherCAT
& Profinet /O Controller ELE632 (RT + IRT), EtherCAT O PC only
- Profinet 1/0 Device (RT) () CXonly
- Profinet 10 Device CCAT (RT)
&% Profinet /O Device CCAT (RT + IRT) (O BX only
- &% Profinet 110 Device ELBG31-0010 (RT), EtherCAT Oal

[H«in CANopen v

Narme: Davice 2 ‘

In the same way as the configuration of the EtherCAT segment, an automatic scan can also be initiated in
the case of the PROFInet controller or the configuration can be generated manually. In this way, the ABB
robot can also be added manually.
i Jp— ’ B - ]

Einfiigen einer Box — -

Top: =@ ABE Robotics o

=4 170
4B Foboticz-Fobat Device-20

-E25% Beckhoff Automation GmbH
-~ i Fortress Interlocks
@ KUKA Deutschland GrbH Mehrfach
- i} Leuze electronic GmbH + Co. KG 1 =
- i} PROFIdrive MC [DPY2 /A PMIO)
- iy SEW
- i SICE AG
- i} Verschiedenes

1| ] 3

M arne: Box 7

The device configuration must be extended by the PROFIsafe safety module.
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f B
&’ Device Configuration ﬂ

Madule SubSlat Subbodwe | | 88 DO B4 bytes e
----- 28 DI 32 bytes

o
=3

@8 0 Tem 1 (DAP Module) g Subterm € (3010 @bytes) | | 88 [0 32 butes

EH 1 TemZDIB4bytes) (L - Dl 16 by -res I
EH 2 Tem3DOGdbytes) | | = DO 16 E_l,ltes

B 3 Term 4 [SD-008 bytes] | (N IR EE Dl 8 bytes

- 4

----- 28 DO 8 bytes

----- B2 DI 128 bytes
----- 2R DO 128 bytes
----- BB DI 256 bytes
----- R DO 256 bytes
----- 28 5D 8 bytes

----- B8 SD0 Shbytes
----- EE 5SD-0 8 bytes =

m

Modulelnfa 'SD-10 8 bytes”
SO0 8 bytes

The following information must be observed for the successful use of the ABB robot via PROFIsafe.

A CAUTION

Data type WORD!

An additional configuration may have to be done when using WORD data types within the process image.
If no EL9930 is used within the configuration to limit the PROFIsafe segment, the swapping of the high and
low byte portions must be configured as part of the 1/0 configuration of the PROFIsafe device for the sig-

nals with WORD data type contained in the process image. This is done by checking the Swap LOBYTE
and HIBYTE checkbox directly on the data values (on the Flags tab).

A CAUTION

iParameters

The identical iParameters as on the Alias Device must be configured on the PROFIsafe 1/0 device so that
communication can start correctly.

You can then continue with the configuration of the safety project. At this point, the following initial situation is
assumed.
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] ﬂé Gerdte

[ == Gerdtl (EtherCAT)
4§ Gerdt 2 (ELGG3L)
*B prozessabbild
[ Eingdnge
b [ Ausginge
4 & robotbasicio
4 Eingdnge
[ Ausginge
4 [& API
B8 Term1 (DAP Module)
B Term 2 (DI 64 bytes)
g Term 3 (DO 64 bytes)
B Term 4 (50-10 8 bytes)
B Subterm & (50-10 8 bytes)
B Eingdnge
i [ Ausginge

hk T VT OV

h gE BE BEE B

9.3.2.3 Configuration of TwinCAT safety project connections

Before configuring the PROFIsafe connection, a safety project is created first and the required alias devices
for the available EtherCAT components are imported. In addition, the target system is mapped to the EL6910

of the EtherCAT segment (via the Target System node).

4 SAFETY
4 |13 SafePlcdl

*8 Target System

[ GVLs

lpd User FBs

4 |7 Twin5afeGroupl

4 |57 Alias Devices
] EL1904.5ds
EL2904 5ds
i ErrorAcknowledgement.sds
mﬂ Run.sds

Twin5afeGroupd.sal

You can then continue with the configuration of the PROFIsafe connection to the ABB robot. This connection
is implemented as usual via an Alias Device. A Custom PROFIsafe Connection can be created via the

context menu of the node Alias Devices selecting Add and New item....
X

Add Mew [tem - Safety_Project_1

4 Installed Sort by: Default | &5 Search Installed Templates (Ctrl+E} P -
Standard : - Type: Safety
- i Custom PROFIsafe Connection Safety ype:
P
atety Alias device for a custom PROFIzafe
b EtherCAT connection.
KBus
PROFIsafe
I Online
Mame: Custom PROFIsafe Connection_2.sds
Add || Cancel
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After opening the Alias Device, PROFIsafe Master must first be selected as the mode of the connection and
the watchdog for the communication on the Connection tab.

Linking | Connection | Safety Parameters | Process Image

Connection Settings Connection Variables
Conn-No: 3 COM ERR Ack:
Conn-ld: a
Info Data
Mode: PROF|safe master v] [] Map State [C] Map Inputs
] Map Diag ] Map Outputs
Watchdog (ms): 500
Module Fault (Fail Safe Data) 1= COM ERR

On the Linking tab, the linking mode must be set to Automatic so that the ABB robot considered here can be
selected via the Map to Physical Device button.

——
i 2k, I

@ Unbenutzt
1 Alle

Subterm & [SD-0 8 bytes)

. ]

In addition to mapping to the physical device, the safe address of the encoder must also be entered on the
Linking tab (21 in this example).
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Linking | Connection I Safety Parameters | Process Image

Safe Address: P1 External Safe Address:

Linking Maode: [Aut-umati{: vl

Physical Device:  TID"Device 2 (EL6G3 1) rebotbasicio™ AP Term 4 (SD-10 8 bytes

Dip Switch: n.a.

Input  Full Name: TID"Device 1 (EtherCAT)*Term 1 (EK1200)"Term 2 (ELEST0)"Pa

Linked to: Safe Ausgang 0, Safe Ausgang 1, Safe Ausgang 2, Safe Ausgang ‘;}ﬁ
Output: Full Mame: TID"Device 1 (EtherCAT) " Term 1 (EK1200)"Term 2 (ELEZ10)"F
Linked to: Safe Eingang 0. Safe Eingang 1. Safe Eingang 2, Safe Eingang 2 i},ﬁ

MName: Message &

If all settings have been made correctly, the safe process image of the ABB robot can be set on the Process
Image tab and edited according to the setting from the robot's application tool.

| Linking I Connection | Safety F"arameters| Process Image |

Inputs Outputs

Message Size: | 12 Bytes (8 Bytes SafeData)  v|  Message Size: | 12 Bytes (8 Bytes Safe Data)  ~
Mame Type Size Position -~ MName Type Size Position e

Robot ES_Active EBIT 0.1 0.0 Robot ES_Reg BIT 01 0.0

Safe Eingang O[1] BIT 01 01 Safe Ausgang O[1] BIT 01 01

Safe Eingang 0[2] BIT 01 02 Safe Ausgang 0[2] BIT 01 02

Safe Eingang 0[3] BIT 01 03 Safe Ausgang 0[3] BIT 01 03

Safe Eingang O[¢] BIT 01 04 Safe Ausgang O[] BIT 01 04

Safe Eingang 0[B] BIT 01 05 Safe Ausgang 0[B] BIT 01 05

Safe Eingang 0[6] BIT 0.1 0.6 Safe Ausgang O[6] EBIT 0.1 06

Safe Eingang 0[7] BIT 0.1 0.7 Safe Ausgang O[7] BIT 0.1 07

Safe Eingang 1[0] EBIT 0.1 1.0 Safe Ausgang 1[0] EIT 0.1 1.0

Safe Eingang 1[1] BIT 01 1.1 Safe Ausgang 1[1] BIT 01 1.1

Safe Eingang 1[2] BIT 01 1.2 Safe Ausgang 1[2] BIT 01 12

Safe Eingang 1[3] BIT 01 13 Safe Ausgang 1[3] BIT 01 13

Safe Eingang 1[¢] BIT 01 1.4 Safe Ausgang 1[¢] BIT 01 14

Safe Eingang 1[B] BIT 01 15 Safe Ausgang 1[8] BIT 01 15

Safe Eingang 1[6] BIT 0.1 1.6 - Safe Ausgang 1[6] EBIT 0.1 16 -

The Safety Parameters tab provides the parameters for the PROFIsafe master connection. If necessary, the
values must be adapted to the application with the help of the Edit button.
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| Linking | Connection | Safety Parameters | Process Image |

MName Current Value |0 Treeitern Value Default Value
F_Checlk_Seq_Mr R 0 (0} 1 X{1)] 0 (0)
F_Checlk_iPar R 0 (0) 0 (0) 0 (0)

F_SIL R SIL2 (1) SIL2 (1) SIL2 (1)
F_CRC_Length R 3-Byte-CRC () F-Byte-CRC (1) 3-Byte-CRC (0}
F_Block_ID R 0 (0) 0 (0) 0(0)
F_Par_Version R V2-mode (1) V2-mode (1) VZ2-mode (1)
F_Source_Add R 00007 (1) Oec0007 (1) Oec007 (1)
F_Dest_Add R 000715 (271} Oec0015 (2717 (0007 (1}
F_WD_Time R Ox01F4 (500) OO0 F4 (500} (01 F4 (500}
F_iPar_CRC R (00000000 (0) (00000000 (0) (00000000 (0)
F_Par_CRC R OxC247 (49825) OecC2A7 (49825) 00223 (37417)

Edit ] [Set Current to Default "u"alue] [Set Current to 10 Treeitem "u"alue] [Get IO Treeitem ‘u"alues] [Update 1O Treeltem

All parameters for the PROFIsafe connection must be set correctly here. These include the two addresses

F_Source_Add (target system) and F_Dest Add (safe address of PROFIsafe device). In addition, the CRC
of the iParameters must be configured. This can be taken from the additional application for configuring the
robot (see section Robot Configuration)

In the case of a PROFIsafe device, the parameters must be set both within the Alias Device and directly for
the device in the 1/0 configuration. The reading of the data from the I/O device and the transfer to the I/O
device can be initiated via the corresponding buttons on the Safety Parameters tab. Both data must match

for a PROFIsafe connection to be successfully established.

Parameter

Description

F_Check Seq Nr

Setting (0/1) to indicate whether the sequence number of the connection should be
checked.

F_Check_iPar Setting (0/1) to indicate whether the parameterization should take place via an iPar
server.

F_SIL Selecting the required SIL level (SIL1, SIL2, SIL3, NoSIL)

F_CRC_Length Display of the CRC length

F_Block _ID always 0

F_Par_Version

PROFIsafe version used (typically V2 mode)

F_Source_Add

Setting the PROFIsafe source address

F_Dest Add Setting the PROFIsafe destination address
F_WD_Time Setting the watchdog time

F_iPar CRC i-parameter(s) for the PROFIsafe slave

F _Par CRC Calculated CRC across all parameters

After completion of the configuration of the parameters, they must be transferred to the 1/0 configuration by
clicking the button Update /O Treeltem final.

After completion of the configuration of the connections, you can continue with the implementation of the

actual safety function.
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9.3.24 Implementing a TwinCAT safety project

Within the context of the safety function considered in this example, an emergency stop switch with 2
normally closed contacts is read in safely via an EL1904 in a 2-channel configuration. Testing of the inputs is
activated. The inputs are evaluated via the safeEstop function block with discrepancy monitoring activated.

| bAbb_EStop

bAbb_EStopState

As the illustration shows, the signal for controlling the ABB robot via PROFIsafe is switched via the EStopOut
output of the safeEstop function block. The feedback from the ABB robot is used as an EDM input of the
safeEstop function block.

9.3.3 Parameters of the safe input terminal
EL1904

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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9.3.4 Block formation and safety loops

9.3.4.1 Safety function 1

Safety function 1 considers the safety loop from the emergency stop switch S1 to the ABB robot for the
application example described so far.

— 51 EL1304 1 EL&D10 ABB-Roboter —
an:fl‘igalg

9.3.5 Calculation of safety function 1
9.3.5.1 PFHD / MTTFD / B10D - values
Component Value
ABB robot, SafeMove function” — 1.19E-07, PL d, 52y, medium
PFH,, PL, MTTF;, DC,,q
EL1904 — PFH, 1.11E-09
EL6910 — PFH, 1.79E-09
S1-B10, 100,000
Days of operation (d,,) 230
Hours of operation / day (h,,) 16
Cycle time (minutes) (T,yqe) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

" Please note the information provided in the current user documentation

9.3.5.2 Diagnostic Coverage DC

Component Value
ABB robot, SAFEMove function” DC..;=90%
S1 with testing/plausibility DC,,,;=99%

" Please note the information provided in the current user documentation

9.3.5.3 Calculation of safety function 1

For clarity, the safety factor is calculated according to EN 62061 as well as EN ISO 13849-1. Calculation
according to one standard is sufficient in practice.

Calculation of the PFH, and MTTF, values from the B10, values:

From:

gy, *60
op T

Zyklus
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produces for

0,1%n, *(1-DC) 11—
pr = 2 e ©12DC) _ 1-DC

B10,, ~ MTTF,

Inserting the values, this produces:

S1:
* *

nop:230 16 60:21,90
10080

MTTF, = _100.000 _ 45662,1y =399999120A
0,1*¥21,90

and the assumption that S1 is single-channel:

S1: Actuation 1x per week and direct read back

1-0,99

PFH = —«F7——
45662,1*8760

=2,50E-11

It follows for the calculation of the PFH, value for safety function 1

PFH , = PFH g + PFH + PFH + PFH

(S1) (EL1904) (EL6910) (Roboter)

PFng‘v =2,5E-11+L11E-9+1,79E-9+1,19E-7=1,22E -7

The MTTFpvalue according to EN 13849 for safety function 1 is calculated with:

1 oo
MTTF, _;Aﬂﬂ%

Dges

to:

1 1 1 1 1
MTTFDges MTTFD(S]) MTTFD(EL1904) MTTFD(EL6910) MTTFD(Roboter)
with:

If only PFH, values are available for EL1904 and EL6910, the following estimation applies:

(1-DC(x))
MTTF [
PFH (x)
Hence:
1-DC _
MTTFD(EL1904) = ( PFH (E“W)) = d 01’99) A = 0,01 =1028,8y
(EL1904) 1LIIE-09—*8760— 9,72E —06—
h ¥ ¥
(1-DC, ) 1-0,99 0,01
MTTFD(EL(,q]o) = PFH EED- = ( 1 ) 7 = 1 =637y
(EL6910) 1,79E — 092 *8760— 15,68E — 06—
y y

The value of the robot can be taken from the current user documentation:

MTTFD(Roboter) = 52y
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1
MTTF,,, =—— 1 = 45,88y

+ + +

45662,1y 1028,8y 637y 52y

DC N DC N DC N DC
_ MTTFD(SI) MTTFD(EL1904) MTTFD(EL6910) MTTFD(Roboter)
DC“Vg B 1 1 1 1

+ + +
MTTFD(SI) MTTFD(EL1904) MTTFD(EL6910) MTTF

D(Roboter)
99% N 99% N 99% N 90%
45662,1y  1028,8y 637y 52y
DC, =
e 1 1 1 1
+ + +
45662,1y 1028,8y 637y 52y

=91%
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A CAUTION
Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the machine!

NOTE

Category
Due to the safety data of the robot used, this structure is possible up to Category 3 at the most.

MTTF,
Designation for each channel Range for each channel
low 3 years < MTTF, < 10 years
medium 10 years < MTTF; < 30 years
high 30 years < MTTF, <100 years
DC
Name Area
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Diagnostic coverage
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for the
limit values shown in this table.

Category B 1 2 2 3 3 4
MTTES DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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10 Planning a safety project with TwinSAFE
components

This chapter provides an overview of the general planning process for a safety project using TWinSAFE
components.

A CAUTION

Machinery Directive
This description applies only to machines as defined by the Machinery Directive.

A CAUTION

Standards

The relevant standards must be available to the user. The following description cannot replace the stan-
dard. Typically, the current version of EN ISO 13849-1 and EN ISO 13849-2 or EN 62061 should be avail-
able as a minimum. Further useful information can be found in IFA report 2/2017.

NOTE

Type C standard

Before you start the following process, you should check whether a type C standard is available for your
machine. If this is the case, please follow the steps and instructions given there. If no type C standard is
available, you can use the process described below as a guide for the steps to be performed.

10.1 Identifying the risks and hazards

DIN EN ISO 12100 defines an iterative process for risk minimization, for eliminating hazards or for reducing
the risk at machines. It describes the process of risk minimization in a three-step method. In the first step, the
machine should be designed to be inherently safe. If this is not possible, technical protective measures can
be taken to minimize the risk. In the last step, user information about the residual risk can be provided.

In the first step, the risks and hazards and thus the safety functions must be identified. Machine
manufacturers require precise knowledge of the operation of their machine in order to identify risks and
hazards. Referring to Annex B of EN ISO 12100:2010 is helpful for this purpose.

This risk and hazard analysis should be carried out by persons with knowledge in different areas
(mechanics, electrics, hydraulics, software, maintenance, ...). All operating modes and conditions must be
taken into account, including commissioning, maintenance/servicing, normal operation and
decommissioning. The reasons for or against a particular decision should also be documented. Make sure
that your arguments and justifications are understandable and conclusive.

In this context, it is particularly important to note that safety measures must not yet be taken into account
when assessing the risk.

When all persons involved in the process agree with the result of the analysis, it should be signed by all
involved.
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10.2 Determining the PLr / SIL

For each safety function (SF) of the machine identified in the risk and hazard analysis, the machine
manufacturer or user must determine the required Performance Level or SIL Level.

The SIL level is determined based on the description in Annex A of EN 62061

The performance level is determined based on the risk graph for determining the PL, according to
EN ISO 13849-1. Information on the risk graph can be found in Annex A of EN ISO 13849-1:2015.

10.3 Specification of the safety functions

For each safety function identified, it is necessary to specify how the risk should be reduced in accordance
with the EN ISO 12100 strategy for risk reduction.

Risks and hazards whose residual risk is to be reduced by inherently safe design or user information must
be specified, but are not part of this description.

The following explanations refer only to safety functions, the residual risk of which is to be reduced by
technical protective measures.

For these safety functions, the iterative design process for safety-related parts of the control system (SRP/
CS) is carried out in accordance with EN ISO 13849-1:2015.

104 Specification of the measures

The machine manufacturer should compile a detailed description of each identified safety function (SF)
whose residual risk is to be reduced by means of technical protection measures. This description contains
information about the hazard, the type of measures taken to reduce the hazard and the required
Performance Level or SIL Level for this safety function.

For each SF, the description of the measures must include the category according to EN ISO 13849-1 and
the components to be used, together with their safety parameters (MTTF,, DC, CCF, SFF).

Information on operating states and characteristics is required. These include the operating modes, the cycle
time, the response times or process safety time, the ambient conditions, the frequency of execution, the
operating times, the behavior of the machine in the event of energy loss and more. More detailed information
on this can be found in chapter 5.2 of EN 62061 and chapter 5 of EN ISO 13849-1:2015.

The machine manufacturer must specify and document the description of the safety-related program for the
TwinSAFE Logic, since it forms the basis for the implementation. In addition to selecting the TwinSAFE
components, the function blocks to be used and the sensors and actuators, the parameterization of the
components must also be specified, since this can influence the maximum achievable Performance Level.

Examples for the implementation of safety functions and the parameterization of the TwinSAFE components
can be found in this manual.

10.5 Implementation of the safety functions

The function blocks are configured in TwinCAT according to the specified safety functions. Predefined
function blocks are available for the typical safety functions, which can be interconnected in a graphical
editor. Safe input and output components provide the interface to sensors and actuators.

Once the entire safety logic and the parameterization of the safe inputs and outputs have been implemented,
a download to the TwinSAFE logic can take place.

A valid user name and password must be provided for the download, together with the serial number of the
device.
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Download Project Data

el

Steps

Login

Username:

Senal Mumber:

Password:

Login

Administrator

00123456

Mext

| | cancel

l

The download of the safety program is verified by comparing the CRC of the loaded project (online CRC)
and the calculated CRC from the Safety Editor (offine CRC). The comparison is carried out by TwinCAT on
the one hand and by the user on the other. The user confirms the comparison by ticking the checkbox and

re-entering the password.

Download Project Data

=

Steps

Final Verification

Final Verification

Configured Online Calculated  Verification
Datasets CRC CRC Result

Safe Logic Data OxAZE4 OxABE4 a
Mapping Data OxB294 OxB294 a
Parameter Data Ox02B0 Ox02B0 a

I have manually verified the data shown here and [ am aware,

that the correct functionality must be tested manually!

Mext

l [ Cancel

The Safety CRC toolbar in TwinCAT can be used at any time to check whether the online CRC matches the
offline CRC, i.e. whether data has been changed in the editor or on the TwWinSAFE logic. The following table
is taken from the EL6910 documentation.

344

Version: 3.2.0

Application Guide TwWinSAFE



BEGKHOFF Planning a safety project with TwWinSAFE components

Icon Name Description
CRC Toolbar|Left-click on the toolbar to initiate an update of the CRCs by the user.
. CRCs: Red icon: CRCs are different

CRC Toolbar|Green icon: All CRCs are identical

B crcs:

Online CRC |CRC of the safety project on the EL6910. This value is read online by
0:9135 | Sl i the terminal. In the absence of an ADS connection to the EL6910, this

value is displayed with 0%----
Downloaded |CRC of the safety project that was loaded last. If no safety project is

| 08135 | 2t CRC loaded when the TwinCAT project is opened, the value is displayed
with  O----
Offline CRC |CRC of the current safety project, as stored in the safety editor. A CRC
| 0:9135 is displayed, if the stored project is valid. If the project is invalid,

0x---- is displayed as CRC.

A CAUTION

Checking the checksums

The user must verify that the online CRC and the offline CRC match. This is the only way to ensure that a
download was carried out after the project was created or modified.

Once all specified safety functions have been implemented in the TwinSAFE logic, the implemented logic is
printed.

In addition to the entire logic, the parameters and the safety addresses of all safety components used, the
printout also contains the calculated project checksum, which is shown on the cover sheet. The programmer
and the customer can document the acceptance of the safety functions with date and signature on the cover
sheet.

Documentation for solution

TwinCAT Project18
SafetyProject_MachineFeeder

Project CRC:  On785F

Programmer:
&

Firint Marne Signatre Date
— Customer:
% Print Narma Signature Diate
(e (L] F L |
o l,'\l"":u"-ﬂ-_l‘!" ] BECKHOFF
(L] | LT al, Barioal Auomaton Namids
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10.6 Proof of achievement of the Performance Level

Once the safety project for the identified safety functions (SF) has been realized, the Performance Level
achieved for these SFs is calculated and verified. Examples for such calculations and verifications can be
found in this manual in chapter 2.

10.7 Validation of the safety functions

Extract from EN ISO 13849-2:2013, Chapter 4.1: validation guidelines.

The referenced chapters have already been changed over to the chapter numbers of EN ISO 13849-1:2015,
although EN ISO 13849-1:2006 is still referenced in EN ISO 13849-2:2013.

The purpose of the validation procedure is to confirm that the design of the safety-related parts of the control
system (SRP/CS) supports the specification of the safety requirements of the machines.

The validation must show that each SRP/CS meets the requirements of EN ISO 13849-1:2015, particularly
with regard to:

a) the specified safety characteristics of the safety functions, as intended by the design;
b) the requirements for the specified Performance Level (see EN ISO 13849-1:2015, 4.5):
1. the requirements for the specified category (see EN ISO 13849-1:2015, 6.2),
2. the measures for controlling and avoiding systematic failures (see EN ISO 13849-1:2015,
Annex G),
3. the software requirements, if applicable (see EN ISO 13849-1:2015, 4.6), and
4. the ability to provide a safety function under the expected conditions;
c) the ergonomic design of the user interface, e.g. to discourage the user to act in a dangerous

manner by circumventing the SRP/CS (see EN ISO 13849-1:2015, 4.8).

The validation should be carried out by persons who not involved in the SRP/CS design.

NOTE "Independent person" does not necessarily mean that a test by a third party is necessary.

Further information about the validation can be found in EN ISO 13849-2:2013, for example in Figure 1,
overview of the validation procedure, and in EN ISO 13849-1:2015.

10.8 Instructions for checking the SF

All implemented safety functions (SF) have to be checked for correctness. This includes both normal
operation and the function in the event of a fault. Some of the test cases can be read from the defined safety
function with its described measures for risk minimization. For each function, the possible fault scenarios
must be defined and checked accordingly. This information must be recorded in a test specification or
acceptance protocol.

o The following list shows some fault scenarios to be considered:
o Discrepancy error of two safe inputs

o Line interruption of the fieldbus used

o Feedback (EDM) error of the actuators

o Failure of the power supply

o Cross-circuit / external feed / line interruption in the wiring

> Violation of a defined limit, e.g. speed limit for axis functions and checking of the defined error
behavior

o

The validation must also ensure that all hazards identified by the risk assessment are covered by appropriate
measures and that these measures have actually been implemented.
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This applies especially to the life cycle phases of installation/assembly and maintenance. It must be ensured
that any necessary changes or extensions to the safety project are only made after the design engineer
(machine manufacturer) has been notified and the safety specification has been changed by the
manufacturer. A check to see whether an extension of the test specification is necessary must also be
carried out. This applies in particular to machines that are assembled and put into operation at the end
customer's premises.

The test must cover the following points as a minimum:

> |/O Check of the safe inputs and outputs

o Verification of the parameterization of all safety components (watchdog times, sensor tests, FSoE
address, etc.)

o Check of the safety functions during normal operation

o Check of the safety functions in the event of an error

o Check of the safe drive functions during normal operation

o Check of the safe drive functions outside the defined safety limits
o Check of the safe drive functions in the event of a power failure

10.9 Acceptance

The following list contains points which are required for the acceptance of the safety project. This list is not
exhaustive. These points must be checked after the initial start-up and after each software modification of
the TwWinSAFE project.

o Implementation or changes only by qualified personnel
o Printout of the TWinSAFE project
> Checking of the entire safety project for correctness according to the previous chapter

o Comparison of the online CRC of the TwinSAFE project with the offline CRC to ensure that a
download took place after the changes to the safety project

o Implementation and printout of the acceptance protocol
o Signature by programmer and customer
o This information should be added to the machine documentation
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11 Technical report — TUV SUD

KONFORMITATSBESTATIGUNG @
LETTER OF CONFIRMATION

BV89987T

Rail

Applikationshandbuch TwWinSAFE

(Application guide TwinSAFE)

Hersteller: Priifstelle:
Manufacturer: Test body:
Beckhoff Automation GmbH & Co. KG TUV SUD RAIL GmbH
Rail Automation
Huelshorstweg 20 Barthstr. 16
D-33415 Verl D-80339 Miinchen

1. Allgemein / General

Das "Applikationshandbuch TwinSAFE" zeigt die Berechnungen der sicherheitsrelevanten Kennwerte
bezuglich der Wahrscheinlichkeit gefahrbringender zufalliger Hardwareausfalle (MTTFd und PFH) nach
EN 61508 bzw. EN ISO 13849-1.

The “Application guide TwinSAFE” shows calculations of the safety relevant parameters of the proba-
bility of dangerous random hardware failures (MTTFd and PFH) according to EN 61508 respectively
EN ISO 13849-1.

2. Prifgrundlagen / Test bases

Berechnung des MTTFq und DC entsprechend EN ISO 13849-1:2015
Calculation of MTTF4 and DC in accordance with EN ISO 13849-1:2015
Berechnung des PFH entsprechend EN 61508:2010

Calculation of PFH in accordance with EN 61508:2010
Applikationshandbuch TwinSAFE Version 3.2.0

Application guide TwinSAFE version 3.2.0

3. Zusammenfassung / Summary
Die Applikationsbeispiele des "Applikationshandbuch TwinSAFE" der Firma Beckhoff Automation GmbH
& Co. KG wurden von der TUV SUD Rail GmbH, Rail Automation, tGberpriift und bestatigt.

The application examples in the “Application guide TWinSAFE” were checked and confirmed by TUV
SUD Rail GmbH, Rail Automation.

TUV SUD Rail GmbH

2022-06-14
Digital signiert von
Claudio Gregorio Digital
/L Datum: 2022.06.14 -~ unterschrieben
14:59:03 +02'00" ——7 7% <— von Thomas Kreten
Datum: 2022.06.14
. 14:46:03 +02'00°
C. Gregorio T. Kreten !
Technical Certifier Project Leader

Diese Bestatigung wurde auf Grundlage einer TUV-internen technischen Beurteilung erstellt.
Diese enthalt das Ergebnis einer einmaligen Untersuchung an dem zur Priifung vorgelegten Erzeugnis.

This confirmation was created on basis of a TUV internal technical review report.
It includes the result of a one-time examination of the product submitted for examination.
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12 Support and Service

Beckhoff and their partners around the world offer comprehensive support and service, making available fast
and competent assistance with all questions related to Beckhoff products and system solutions.

Beckhoff's branch offices and representatives

Please contact your Beckhoff branch office or representative for local support and service on Beckhoff
products!

The addresses of Beckhoff's branch offices and representatives round the world can be found on her internet
pages: https://www.beckhoff.com

You will also find further documentation for Beckhoff components there.

Beckhoff Support
Support offers you comprehensive technical assistance, helping you not only with the application of
individual Beckhoff products, but also with other, wide-ranging services:

e support

+ design, programming and commissioning of complex automation systems

+ and extensive training program for Beckhoff system components

Hotline: +49 5246 963 157
Fax: +49 5246 963 9157
e-mail: support@beckhoff.com
Beckhoff Service

The Beckhoff Service Center supports you in all matters of after-sales service:
* on-site service
* repair service
* spare parts service
* hotline service

Hotline: +49 5246 963 460
Fax: +49 5246 963 479
e-mail: service@beckhoff.com
Beckhoff Headquarters

Beckhoff Automation GmbH & Co. KG

Huelshorstweg 20

33415 Verl

Germany

Phone: +49 5246 963 0

Fax: +49 5246 963 198

e-mail: info@beckhoff.com

web: https://www.beckhoff.com
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More Information:
www.beckhoff.com/TwinSAFE

Beckhoff Automation GmbH & Co. KG
Hilshorstweg 20

33415 Verl

Germany

Phone: +49 5246 9630

info@beckhoff.com
www.beckhoff.com
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